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Disclaimer

This document is prepared based on existing information. The information in this document is
subject to change without notice. Please visit the official website of Ruijie Networks for the most
current information. Although every effort has been made in the preparation of this document to

ensure that this document is accurate, no guarantee is being made or implied.
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1 Introduction

Based on the IT service management concept of the IT Infrastructure Library (ITIL), RIIL IT
Business Management (hereinafter referred to as RIIL) is developed by Ruijie Networks for the IT
support and management departments of large- and medium-sized enterprises by integrating
multiple technologies such as business services, resource management, and configuration
management database (CMDB). RIIL aims to help users solve problems in the IT support and

management process and improve the IT service level and efficiency.

RIIL6.2 is added with the data center, wireless management, and traffic analysis functional

modules.
Data center

B 3D modeling, making management more refined and accurate and allowing you to know
every detail of the data center;

B Added statistics of free space and energy consumption, allowing IT managers to make

detailed statistical planning;
B Visualized management of devices, presenting every detail of each device precisely.
Wireless management

B Visual wireless heat map and intelligent calculation of signal attenuation by obstacles, giving

an authentic reflection of wireless coverage;
B Unified management of wireless clients;
B Wizard-based configuration, simplifying wireless deployment;

B Multidimensional statistical report on wireless resources, giving an intuitive presentation of

resource operations.
Traffic analysis
B Support of multiple traffic analysis protocols and mainstream traffic analyzers at markets;
B Traffic topology, giving a hierarchical presentation of network traffic occupied by each link;

B Traffic usage analysis in the interface, application, terminal, session, and IP address

dimensions and provision of various types of reports.

2 Logging in to RIIL

1. After you install and start RIIL successfully, start a browser and enter http://[server IP
address):[port number] in the address bar. The default port is 80. You can leave it blank.

2. The RIIL login page is displayed. You can use the default administrator account (user name:

admin; password: riiladmin) to log in to RIIL.
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1) Change the password immediately after you log in for the first time.

2) If the Flash Player is not installed on your browser, the following page is displayed,
prompting you to install the Flash Player.

3) Although you may download the Flash Player from the local server, you are advised to
download the latest Flash Player version from the official website of Adobe. After you
install the Flash Player, re-start the browser and log in to RIIL.

3 Quick Start

3.1 Configuration Wizard

After you log in to RIIL for the first time, the RIIL Configuration Wizard page is displayed,
which guides you through basic configurations in 12 steps quickly.
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When you complete the configuration in each step, click Next to start configuration in the next
step until all configurations are finished. The following sections describe the specific operations

in each step.
3.1.1 Domain Management

Concept of a domain: A domain is equivalent to a management unit, which is applicable in
groups that have subsidiaries and need to manage their subsidiaries in a unified manner. A
domain is a collection of resources and staff, which is available only in the RIIL Enterprise Edition.

Users of the RIIL Standard Edition can skip this section and other domain-related sections.

Objective of a domain: To group resources and users based on domains, thereby facilitating

distributed management and clarifying permission management.
1. Creating a domain

Click ®. The Domain Management -> Add a Domain page is displayed. On the General
Information tab page, set the Name, Superior Domain, Department, Administrator, and

Description fields.
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Domain Management - Add a Domain

(+] General Information
|~ Group [=! Basic Information
I tianjin
MName *
Superior Domain - {jmup Bt
Department " |Corporation ik
Administrator : Add
Delete

Description 3 -

Click . The Select a User dialog box is displayed. Select a domain administrator

from the list.

Delete

To delete a domain administrator, click

D)

Assigning domains to users

Adding a user: Select a domain and click the User Information tab to add a user to the

domain.
Dhnimatin Managemant - Edit & Damain
L4 Genersl Irfwmiation | Usa Infermation | Reseurce Lst
Troup Daparimant 4y | Mamg - b =) A0 @ Dewie
e oo Fama Emgioyun £ Account sl
N Y — -
Testhtal Tectdlai Attrreny -
stantdy Rad_Ddy abarsa afmnsTaos bl
Zhasun Ri_0Q Thadpant admnsTmor s
sione 003 stona Aoty aior -
-

Ghangmes Hi_pod Gronmer admins¥aer

Click & A9 The Add a User dialog box is displayed. Select the role to be assigned

and the users that are not assigned with the role. Role information will be automatically
added to the User Information tab page. The Staff Organization—-User Management

module and Staff Organization—-Role Management module are updated accordingly.
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I Add a User x |

Roles Selected
Role’ administrator >

Selecta User

Department: ,Nl _V _Namg v P
] Name Employee ID T Account Department
[l egwg 2143 he Graup
[ Testhail 51 Testiail Group
E abanda Riil_001 abanda Group
[l rhaojun Riil_0o2 zhaojun Group
] stone Riil_003 stone Group
[l Ghongmei Riil_004 Ghonmei Group

111 Total 6 4= First 4= Previous =p Mext =HEnd 1 E

| @ ok || ©cancel || @ Apply |

Canceling the domain-role relationship. Select the role of a user to be deleted and click
@ Delete  The role is deleted from the user.

Domam Managemen! - EdS a Domain

L+ Generdl Information  User Information | Resource List
o K gy Depatman. | bame - N G Acd ) Deimte
gt teame Empizyea ID ooz Rowe
Lo 214 he ST AR b
Teeathai 51 Tactmdal administraior .
aanda Ral_om anaraa e
zhaze Pl zmanpn TSI =
slofe Rai_Dary Hone adiministrator :_-\'id'"-'- wratoe
anengme Ri_04 ananms admmistraior -

Configuring domain resources

Select a domain and click the Resource List tab to add resources to the domain.

You can add resources to a domain manually or by configuring allocation rules.

1)

Click & Allocation Rule  The Resource Allocation Rule dialog box is displayed. Define

resource allocation rules in the Rule List area based on the Note below and click Save.
After that, all resources that comply with the defined rules are automatically allocated to
the current domain.
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i Resource Allocation Rule x |

Rule List

172.17.161.1-172.17.161.254| &

Mote: All resources that comply with the rule are automatically allocated to the current domain.
1. Resources can be filtered based on the IP address, subnet, and IP address range. Mulliple criteria can be set and each criterion
occupies a row.
2.The format of the IP address range: 192.168.20.1to 192.168.30.100.
3. The format ofthe subnet: 192.168.17.0/255.255.255.0.

|_@ save_” € cancal |

2) To add unallocated resources manually, click | QAdd |

Add an Unallocated Resource =

DCs Al v Resource Type JAll || Vendor WAl ¥ | Resource Name
Address AP Address ~| 1P Address: ’%
[F1 Resource Name IP Address Resource Type Vendor
[ Ros4127 172.17.161.152 Windows Microsoft
[F] R0O4807 1217161411 Windows Microsoft
[  aasa 10.10.10.10 Ruijie WLAN Ruijie
[ RIL-93 172.17.160.93 Windows Microsoft
[ aaa 10.10.10.10 Ruijie WLAN Ruijie
[ 172.17.160.177_8080_ Apache Tomcat/5.0.19 17217160177 Tomcat Apache

1)1Total6  [g=First 4= Previous =p Mext =p{End 1 &

| @Batenada || @ ok || € cancel |

Note: When domain management configuration is completed, users in the domain can log in
to RIIL and view functional modules and resources in the domain that they have permissions
to on the foreground.

3.1.2 Department Management

1. Creating a department

1) Click Lt On the General Information tag page, set the Dept.No., Dept.Name,

Superior Dept., and Description fields and click Apply. A department is created.
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2) To modify department information, select a department and edit the information of the

department.
2. Adding department staff

Select an existing department and add/delete staff to/from the department on the Use
Information tab page.

Stall Drganration - Departmest Managemest - Edd a Gepartment
- General Informatos e Inforrmason
Corparation Neme - G Qs S Dmew

Empioyes 1011 Fiamn Acxount Dupariment

3. Deleting a department

Select a department and click e

3.1.3 Role Management

Roles are used to organize the permissions to operate tabs. A user can have the permission to
operate multiple tabs. After a user is assigned with a role, the user has access to the

corresponding functional tabs.

Five roles are predefined in RIIL: configuration administrator, monitoring administrator,
equipment room administrator, IT department administrator, and knowledge base administrator.

The predefined roles can meet general requirements.

1. Defining a role

1) Creating a role: Click & On the General Information tab page, set the Role Type,

Name, and Description fields and click Apply. A role is created.
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Staff Organization - Role Management -» Edit a Role

+ General Information Function Authorization User Information
w | Configuration management =] Basic Information
Configuration Administrat . .
& o Role Type  : Configuration management w
¢ | Monitoring management
p |__| High-Level IT leader Name - |Configuration Administrator *
b || Knowledge management Description  : [Role preset by the system -

2) Configuring the functions that a role has the permission to use: Select a new role, click
the Function Authorization tab, select the required functions listed below, and click

Apply.

Staff Organization -» Role Management -: Edit a Role

oe General Information Function Authorization User Information
w | Configuration management ¥ [¥]= RIIL_Portal

£ administrator » ¥ Homepage
& Configuration Administrator @D IT Health Overview
» |__| Monitoring management

» || High-Level IT leader
» || Knowledge management

b [¥]|__] Business Services

b [¥]|__| Event & Alarm Console

3 |__| Resource Management
[I* Network Topology

b [#]|__ Manage Wireless

» [¥]|__I Traffic Analysis

b [¥][ I KPI & Statistics

[ LI CMDB

b [¥]__ Knowledge Base

| Apply |

2. Assigning a role to a user
Select a role and click the User Information tab to add/delete staff to/from the role.

The following list displays all the records of users in the selected role.

Stafl Cvganization — Hole Masageseni - Edif a Aole

o9 Gonasal Fusction e

= L Configutaton manegemant | Depanment g - - 0 Add @ Delete
£ admnisiraios
& Conhquration Administisr
b Moniomeg sansgement
» . High-Level IT lendei
L g masapammen

Hits ke 01 Apciunt DpanT Commm
ahanda 11 atands vy Groen -

1) Creating a role-staff relationship

Click . The Add a User dialog box is displayed. When you complete domain and

user configurations, click OK.
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Add a User 4

Selecta User

Department: |all v MName 2% F
[T MName Employee ID Account Department
[l abanda Riil_001 abanda Group
[l rhaojun Riil_o02 zhaojun Group
[l stone Riil_003 stone Group

1/1 Total 3 [4=First 4= Previous =p Next =p{End 1

@ ok || @ cancel |

2) Canceling a role—staff relationship

Select a user in the list and click Cl . The current role is deleted from the user.

3.1.4 User Management

After a user is assigned with a role and a workgroup and added to RIIL, the user can access the
resources of the workgroup under the functional module that the user has the permission to

operate.
1. Viewing the user list

The user list contains the following information: name, employee ID, account, department,

mobile phone, mailbox, and role. A user may have multiple roles.

G

.................

LU U N T [ 1 0

2. Configuring a user

+ Adding a user

Click . The Add a User dialog box is displayed. Set the fields in the Login

Information, User Information, and Contact Information areas. You may save the

settings in either of the following ways:
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4+ Click Apply. The settings are saved but the Add a User Dialog box is not closed.
4 Click OK. The settings are saved and the Add a User Dialog box is closed.

Add a User x®

=
{
§
14

Basic Information

»

— Loain Information —=
Account : BN 7 |

Password - e 7 |

The password must contain 6 to 16 characters. It is recommended that your password cont
ain English letters (case sensitive), digits, and special characters.

— User Information

Employee ID

MName : B -
Gender - Male v

Department - Please select :V:

Systemn Admin: [ B

Description - -

— Contact Information
Maobile Phone -

The mobile phone number is used for alarm notifications.

Mailbox

The mailbox is used for alarm nofifications.

4 Assigning a workgroup

A default workgroup is available in RIIL. Users in the default workgroup can view all
resources of RIIL, whereas users in a user-defined workgroup can view only the

specified resources. Select workgroups based on your requirements.
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Basic Information ‘Workgroup Management Role |

Workgroup To Be Selected Selected Workgroup
Workgroup List Workgroup Management Operation |
Default Workgroup
[] Test Workgroup
13

Q,

Mo data exists.

| @0k || @cancel || @ Apply |

4+ Assigning a role to a user

Selecting an application domain: Group is selected by default.

Selecting a role: The role list contains the default role and user-defined roles. Select roles
based on your requirements.
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Basic Information Workgroup Management Role

Roles To Be Selected

Roles Selected
Role List Rale Operation
G o " administrator X
[#]= configuration manageme...

¥ £ administrator

D&, Configuration Administrator
» [] Monitoring management
¥ [C]LZ High-Level IT leader

b [ Knowledge management

| @0k || @cancel || @ Apply |

Modifying user information

In the user list, click the name in a user record. The Edit a User dialog box is displayed. You

can modify information on the Basic Information, Workgroup Management, and Role tab
pages.
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Basic Information Workgroup Management Role

L3

— Login Information i

Account ‘izhaojun 3 7 |

Password ‘lassssssssssss = n

The password must contain 6 to 16 characters. Itis recommended that your password cont
ain Enalish letters (case sensitive), digits, and special characters.

— User Information

Employee ID - |Riil_002

i}

Name - \zhaojun &
Cender ‘- Male X
Department - |Carporation >

System Admin: [T €

Description - -

— Contact Information
Mobile Phone -

The maobile phone number is used for alarm notifications.

Mailbox - zhaojun@ruijie.com.cn
The mailbox is used for alarm notifications. -

4. Deleting a user

In the user list, select a user record and click @ Delete | The selected record is deleted from

RIIL.
3.1.5 Resource Policy

A resource policy defines the frequency, metric threshold, and event rule of resource monitoring.

Only resources assigned with resource policies are monitored.

Resource policies include the default resource policy of RIIL and user-defined resource policies
and are displayed in two modes: all policies mode and resource policies mode. You can click =
in the toolbar to switch the policy display mode. The all policies mode is used by default.

To search for policies corresponding to a resource type, click 4 in the toolbar.
1. Creating a resource policy

Click & in the toolbar. The Create Resource Policy dialog box is displayed. Set the Domain,
Resource Type, Monitoring, Policy Name, Description, and Sub-monitoring fields and
click Ok.
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Create Resource Policy ;4

Domain S |Group w7 B
Resource Type : Host R
Monitoring : LLinux Host (SNMP) v B
Policy Mame - \Linux Host (SMMP) - * B
Description : -
Sub-monitoring : | [7] Disk Yolumes (7

I NIC

[[]Process

| & ok || €3 Cancel |

2. Enabling a resource policy
You may enable resource policies one by one or in batches.

4+ Enabling a single resource policy at a time

Monitoring Configuration -» Resource Policy

X R NRSIFPCE By
=] B

b, D !ﬂ HDSt .t/. i =
[7] = AIX Host{SNMP) », | Policy
[7] =% AIX Host(SSH/Telnet) ») | | Monit
[] =% FreeBSD Host(SSH/Teinel— Creal
[C] 5 HPUX Host(SNMP) ) Creati

[7] =% HPUX Host(SSH/Telnet) » | Deser
[7] B Linux Host (SNMP) -+
[] f=% Linux Host(SNMP) »)

[7] B, Linux Host{SSHTelnet
[] [z, Other Host Default Poli
[7] =% SCO Unix Host{SNMP
[[] =% SCO Unix Host(SSHIT
[] =5, Solaris Host(SNMP) »
[] =% Solaris Host(SSHITein
[7] = Windows Host{SNMP) )
[7] = Windows Host{WMI) »)

& Add

& Delete
i Enable
£y Disable
Copy
[ Export

4+ Enabling multiple resource policies in batches
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Select a user-defined resource policy and click ‘2. The resource policy is enabled and
marked with (. The default resource policy of RIIL is enabled by default and marked
with &%

After a resource policy is enabled, the resources in the policy are under monitoring.

3. Disabling a resource policy

For details, see Enabling a resource policy.
Select a user-defined resource policy and click . The resource policy is disabled and

marked with . The default resource policy of RIIL is enabled by default and cannot be
disabled.

After a resource policy is disabled, the resources in the policy are not monitored.
4. Importing a resource policy

The resource policy import function enables you to import backup resource policies into a
new system.
Click ¢ in the toolbar. The Import Policies dialog box is displayed. Select a policy file and

click Import.
An import failure occurs in the following conditions:

4 The resource policy to be imported has the same name as an existing resource policy in
the system. The following dialog box is displayed.

Report on import failures

Paolicy Name Reason for import failures

Linux Host (SNMP) - Import failed: homonymous policy alread

Linux Host(SNMP)  Import failed: homonymous policy alread

Windows Host(SN._. Impaort failed: homonymous policy alread

-

| & limport || €3 Cancel |

4 The type of the file to be imported is not matching or the file is corrupted. The following
dialog box is displayed.
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Message

“ Import failed due to file type mismatch or file damage.

| @ok |

5. Exporting a resource policy

The resource policy export function enables you to export resource policies for backup and

import the backup resource policies into a new system later.

For details, see Disabling a resource policy.
Click % The File Download dialog box is displayed. Click Save.

6. Configuring a resource policy
1) Resource Relation

Select a resource policy and click the Resource Relation tab. The Resource Relation tab

Miiiiing Configuiahion Rimouince Polcy i Poky
AL Kesourie Belalion  Awadabile Sttt Corfiguration | Melc Coofigurabion | Everil Conl\gimafion
= Basic Imanmatisn
- B i Heat
W] [ Linux Host (SNMF) - (3 &0 | Paicy hlame Wisedorwn o SH P
5 Linus HasifENNET1 | Wariizning Mocs Wissdtrws Hoss (SHMP
(1] =5 Wendows HosIlSNMEHen) ¢ Creatsr e Pt e System AdTemtimar
= ] AL Metwork Devecay. » Cresibim T uncityng Tein Fimiahing Tisw 301 3-0-14 18,5
* 7] = Fusie Fesmiti) & Puscrqaim Wndge FastiSHME|

[T 5 o Aotens) »
L2 3 Ruie SwicanT) ¢

Aapy
4 Storage Devicas
= ] o4 Apstcaton ¢ 5 Fousnurces Cunisined o i Pabcy
(Rl .
= 3 ApuBicASLT) F Addness - 5 © rdatyoessuic o ) At @ Deisinal @ Deteie
&l Base Seviem ¢
Fesourca Name IF Aamess
* I s Wiilase
I DRARCLIT 1 ALIC 7247460 5
» [PTES Rl whoe AG duvicascth WIRDARCLIT 1 L) 17480 %
» [7] 5 Flude Wurstesss APY) = WINCATTIVFIF 347460 4l
S Fude WLAN 4 ¢ REL-148 17217 160 48
172,17 150 158
17217 160482
148 Toal 83 MeFisi  g= Prioes o Meod o End 1 [~

i.  Adding resources to a resource policy for monitoring

4+ Adding resources by resource list

Click & Add | The Resource List dialog box is displayed. Add resources that

need to be monitored by the current resource policy and click Ok.
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2)

Blonifanng Stafies: &) ~ P ADdress: Resaurce Mams =

Resgurce Name P Address: Monitaring Stahus

SunWok-PC 1721716109 Unmonitored

171 Totad 1 MeFirst 4= Prevous = Ned s Ena 1 =

Qaddal | @0k € Cancel

4 Adding resources by resource group

Click © Add by resource group . The Add by resource group dialog box is

displayed. Select a resource group and click Ok. The resources in the resource

group that match the resource policy type are added to the Resources

Contained in the Policy list.

Add by resource group

=1 Resource Group

Flease select: | a) »

| @ Ok || €3 Cancel |

ii. Removing resources from a resource policy

Select the resources to be removed from a resource policy and click © Delete

To remove all resources from a resource policy, click © Delete all

=4 Resgurces Comansd in he Policy

IF Address - b 0 Aty recoucegroue ) Add @ Deisiead @ Detete
RESOUTCE MamE

WIN-IMROITY

RiiL-140

WIN-CRITTMVFIF

WIN-CRITTHMVFIF
Metric Configuration

A resource policy includes the availability metric, performance metric, configuration
metric, and information metric, which are used to test the attributes of resources. After

you configure the metrics to be monitored, these metrics are displayed on the
foreground.
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3)

4)

To restore factory defaults, click [ Restore to The Default System Settings

Mostoriog Configesaton - Bosource Potcy - o Posicy

GeeRLIT R Resowron Relation. | headable Svatus Canli Eel Caly

- £ o [Jj Resiore in Tha Defak Sysiem Getings
Avalabibey Wetic

3 Liron Mot [P - 4000

+ 5 £ L HosiSaaPicT -+ Wendor Even! | Meic B Wandmng Froguency dtm Avanced  Dicrbon
b 7 3 Windows, Hos!{ SHMP$0) | ) Ammdatin (g Avslatrn Qo
* 1 S Mevwoes Devices ¢ Pirsy wimivn of e sl e - 3 @ g states of e besst
® [ [ Fspe Frewab(1]
[ g i Mubenys) o []l Fowsiors tu The Dafeuk Sywiem Swtings |5
» ) 5 Rele BmtrniT) & Partarmance Mslix
o Swrage Dovices + Wondor  Dweni | Siwinic hweasarl nbrator [ Monkning Frsgqueocy 7 | Atvinced | Dwactiolion
o Appicanan + =i Periomance Grow P pnci |7 Periormance Greup
* [ Apumcas1) 7 7 CPUUTape - Rfn I B Smn ik 3 @  cuumge
* [0 B Ovmemi 1) 7 g Wamary Usge - AR = R smn - 3 @ Memory Ussge
HELES ey 2 ¥ 7 oy Dty ms 1 & smn - 1 & [Em
RS s PR H—— kit IO pechas [ ot : : B | Wi oty weid

* [ 5 oo widess AC gevcee(d)

[E3 Fowsiors in The Diafik Syaem Setbngs
» 71 £ P VWrahas AR 1) 0 g Mt
5 Fsipe WLANALA)

Momior  Evenl | Mamic Mantonng Froguency At Descrption
e = Conf Grosp Pliase asiect (™ Conf Qo
. i CPU Quantty Ty ' 1 Wumber of Howl CFUS
£ 4 Host Name taxy = 1 s e
4 ¢ 1P Address taay ~ 1 ol 1P addiess

Event Configuration

An event is generated when a metric of a resource exceeds the defined threshold. You
can set the event type and event severity on the Event Configuration tab page.

To restore factory defaults, click E Restore to The Default System Setfings

Mantering Configuraton - Hesourcs Polcy - Edr Doloy

& [ :
Y B Rry 'L Risinrce Relation  Awadable Status et Eweni

= I i vl = [ Einstors b The Dertaud Systes Sefings
Avaiahisty Event
N Ui e (S800) - o)

e Enacte Evmet ara Evert Seventy | Event Descnpoon
» _.mm HostrSHMPHSs *© v Aradatulty MaC Unaysiatie Cathcal > Thia avadatelity mainic & down
- ‘.'10?«\]1 Dawices + o Aalatekt; Menc LR Indnrrabon ™ Tha avidatelty mMac S up
» 7] i i Firwwabi1)
+ [P 5 el Flouters) & [ Fesior % Tre Datun System Seteg:
3 g b3 Perdoamance Event
- Aspicaion ¥ Pertumance Wt Citice Waj % The perrmance nebic i crticel
¥ [T 5 AmsmicASiT) b 7 Forkimance Matne Wamig Wamng % T periaTcs Ml S waming
¥ [T 3 Oracle(1] ¢ ¥ Ferlmance Mainc Recowmd Ifmratoe * Tha perlarmance maine is recevarid
» [ [ sy
I e i [ Rusiorm to The Dataut Syctam Satngs
= ] o Warwazs Contagurssan Event
¥ [ Rndfe wirniuas AC deraces (3} | | Erugnie Evet bearm Evert Sevesty | Ewent Desmipan
¥ B3 I Pt Vreless AFLT) 2 ’ Corfgurlien Melric Changed Waming = The corbpurbon mebc i chasged

5 Pl WLANIAA) ¢

Available Status Configuration

You can configure resource availability on the Available Status Configuration tab page.
RIIL determines whether resources are available based on the configuration logic.
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5) Trigger

You can configure a trigger on the Trigger Configuration tab page, which is available
only for resource policies discovered through WMI, SSH, and Telnet.

7. Copying a resource policy

Copy
Right-click a resource policy and choose . The Copy the Policy dialog box is

displayed. Set the Monitoring, Policy Name, Description, and Sub-monitoring fields and
click Ok.

Copy the Policy

Maonitaring - Ruijie Router (SNMP)
Policy Mame  © CopyRuijie Router

Description - Ruijie Router

Sub-monitoring : | [/] Board Card
‘| Fan
7] NIC

[V Power

| @ok || @cancal |

8. Deleting a resource policy

The default resource policy of RIIL cannot be deleted. When you attempt to delete it, a
message is displayed, indicating that the deleting operation is not supported by the default
resource policy of RIIL.

You can delete user-defined resource policies one by one or in batches.

For details, see Enabling a resource policy.
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3.1.6 Topology Discovery

When RIIL is initialized, you can use the topology discovery function to discover relevant

resources and add those resources to RIIL based on seed device setting and discovery depth.
1. Discovery Configuration

Topology discovery only supports discovery through SNMP. You need to configure a
discovery algorithm and complete SNMP setting.

Two discovery algorithms are available: conventional algorithm (applicable to all network
topologies) and Cisco CDP (applicable to the Cisco network environment). The conventional
algorithm is selected by default.

SNMP setting includes SNMP V1, SNMP V2, and SNMP V3.

5
Resource Discovery - Topology Discovery

Topology Discovery Discovery Configuration

Discovery algorithm

@ Conventional algorithm [ ) Cisco COP [@

SNMP setting

SNMP V1/v2 SNMP V3
[ Read-Only Community Read-Write Community Add
[  public private | Delete |
(] ruijie ruijie
| AD_I_:W |
. Add . .
+ Click """ | and set discovery criteria.

For SNMP V1/V2, set the read-only community and read-write community. For SNMP
V3, set the IP address, port number, security level, authentication protocol, proprietary

protocol, and context.

4+ To delete a set discovery criterion, select the criterion and click ﬂ .

2. Topology Discovery

When the discovery configuration is completed, go to the Topology Discovery tab page, in
which you can set the following items: Seed Device Setting, Add a subnet/Shield a subnet,
Discovery Depth, and Discovery Method.
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Resource Discovery -; Topology Discovery

Topology Discovery Discovery Configuration

™. Topology discovery

»

Parameter Setting -:'.;.

Seed Device Seﬁingﬂ Discovery Depth

172.17.160.1 Add 0]
T

Delete A 1 j = I L ! i B

E Discovery depth: number of devices that can be discovered from the
seed device

Add a subnet | Shield a subnet

[T Subnet Address Subnet Mask Add Biscovery Mathod
| Delete 1 ) Re-discovery @) Supplementary discovery
Q @ Re-discovery: re-generate a layer 2 network topology and layer 3
No data exists. network topology. The user-defined topology and sub-topology are not
reserved.

Supplementary discovery: implement supplementary discovery based
on the original discovery result.

| Apply || Discover | Stop I

Click the Discover button to enable fhe automaiic fopology discovery funcion.

You can set the IP address of the seed device to the IP address of a core device on the
network.

The discovery depth specifies the number of routes from the IP address of the seed device.
Select a discovery method based on the following principles:

e Click Re-discovery when topology discovery is performed for the first time.

e C(lick Supplementary discovery when supplementary discovery is performed based on
the original discovery result.

Click - Apel.| to save the settings on the Topology Discovery tab page.

. Discover . .
Click to discover network topologies and resources.

Topology discovery is implemented in three steps.
i.  Discovering a topology

Do not close the Resource Discovery -> Topology Discovery page during the discovery
process; otherwise, when topology discovery is completed, you cannot access the
Resource Discovery -> Topology Discovery page to perform post-discovery operations.

To stop the ongoing topology discovery, click =L .
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ii. Adding resources to monitoring

When batch discovery is completed, you can add discovered resources to monitoring
and select the required collector (the number of resources that can be added to
monitoring is limited by the license). Click Apply to save the settings.

Note: The DCS Selection area is available only in the environment where distributed

deployment and multiple collectors are installed.

Resource Discovery - Topology Discowery

Topuingy Dmcovery

1. Topology dis<overy 2. Add 10 meaitng

@ Nerw resounce (41 ) Mmnsged rezoarcHT)

FResource Wame e MAL Andmess: Resowte Type #ad o Meninmg

@ llru;lut. L >
WIK-CRITTMVFIF OOSNSE0E40 173880 ST 415D eindows ] 7 -
Fa3835 COTA4 861 SO0 B 40T Wi ¥ n -
DCTIANESF 1C43F 00 0C2 12 5 0000 025 13- 5ei Wiy i " -

= [T Linear o " o
[FER S B 71T 161244 B DC T4 200 0c 35 774513 Linax = DCEATLAT 002 |

iii. Completing topology discovery

Check the list of discovered resources.

Respurce Nama IF Asdresy MAL Afsrecy ‘Rassurce Type Aod to Momtoeng

& [T Aue Rouler

RERTT 17217 466.9 00 a8 3068 To-00: 1229 3t 68 T gt Aoty

= [ Winoses
WIN-RRT LI TTLTT W 005058 £000.01-20 41 5150 dat Winderwe
WIN-NARNSZEGES TEO37TI30 62 0320 4133 20 dect] Windows
WIN-GERLFADSQST 20415350 410 50708 b 08 Viedos
T-DO0CERTCINS 1051 56 96 4 1700 50°55 08 4 g7 Wit
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3.1.7 Resource Management

You can perform general operations (such as viewing, searching, sorting, exporting, and deleting)
and special operations (such as domain translation, DCS translation, adding to a resource group,
adding to monitoring, canceling monitoring, adding to the CMDB, resource discovery, and
expected offline period) on discovered resources. The preceding operations are described in the

following.
1. Viewing resources

You can view resources by resource type, vendor, and resource group. By default, resources
are displayed by resource type.

Information in all columns of the resource list can be sorted in ascending or descending

order.

e - N E g =g

= Foocy Wame = CMIOE Etwus

2. Searching resources

You can filter resources based on the columns of the resource list, including Resource Name,
IP Address, Domain, Resource Type, Vendor, Monitoring Status, Policy Name, and CMDB
Status.

3. Editing resources

Click a resource name in the resource list. The Edit a Resource dialog box is displayed, in
which you can edit the basic resource information, discovery information, expected offline

period, and sub-resource information.

4. Exporting all resources

Click “=. All resources in the resource lit are exported to an EXCEL file.

5. Domain translation

Select a resource in the resource list and click é The domain corresponding to the

resource is converted.



RIIL IT Business Management Operation Guide

R l’(Emke IT real

6.

10.

11.

DCS translation

Select a resource in the resource list and click & . The DCS corresponding to the resource is

converted.

Adding to a resource group

Select a resource in the resource list and click = to add the resource to the required

resource group. =t is available only when you view resources of a specific domain because

resources of different domains cannot be added to resource groups at the same time.

Adding to monitoring

Select a resource in the resource list and click "= to add the resource to monitoring. The

monitored resource is displayed on the foreground.

Canceling monitoring

Select a resource in the resource list and click "= to cancel monitoring of the resource. The
unmonitored resource is cleared from the foreground.

Adding to the CMDB

=

Select a resource in the resource list and click =¥ to add the resource to the CMDB, through

which you can manage the configuration and change of the resource. The resource is marked
with Added in the CMDB column.

Resource discovery

Click . The Resource Discovery dialog box is displayed. Specify information in the DCS

Selection, Discovery Type, and Discovery Information areas and click Discover to discover

a single resource.
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Resource Discovery

DCS Selection (&)
DCS : pCs_172.17 160 239_65 ~'@
Discovery Type 'E.:'
Resource Type -Host ] "
S;:égﬁ';ﬁm‘ - Windows Host (SNMP) v @
Discovery Information ﬁ
IP Address ; :* 7]
SNMP Version - SNMP v2 [l 7|
Port 161 ‘8
i S '8
e @
Discover
E Click the Discover buiion to enable the single resource discovery function.

12. Expected offline period

Select a resource in the resource list and click ==. The Expected Offline Period dialog box is

displayed, in which you can add an expected offline period.

Expected Offline Period x

— Expected Offiine Period [H

Add an expected offline period
@ Daily (0 Weekly @ Specified time
Start Data : =

Time Bucket: From D0 (200 |2 To DO 00

ok | | Cancel

| @ok || @cancel |

13. Deleting resources

Select a resource in the resource list and click @. The resource is deleted from RIIL.
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3.1.8 Resource Group Management

You can divide resources into different resource groups based on the actual application

requirements to facilitate application and management.
1. Creating a resource group
Click €. On the General Information tab page, set the Name and Description fields and

=)
click Dpy_‘

2. Adding resources

Select a resource group. On the Resource List tab page, you can add/delete resources to/from

the resource group.
3. Deleting a resource group

Select a resource group and click .

(™ .
Resource Configuration -» Manage Resource Group - Edit a Resource Group

(N} General Information Resource List
__| Custom Workgroup(0) =] Basic Information
Name - |Custom Workgroup

Description i -

Apply

3.1.9 Workgroup Management

Workgroups are used to organize the permissions to operate resources. Users in a workgroup

have access to the resources of the workgroup.
Workgroups include the default workgroup and user-defined workgroups.
1. Creating a workgroup

Click €. On the General Information tab page, set the Name and Description fields and
click | AP,

2. Adding a user to a workgroup

Select a workgroup. On the User Information tab page, you can add/delete a user to/from
the workgroup.

3. Adding resources to a workgroup

Users in the default workgroup can view all resources of RIIL. You do not need to add

resources to the default workgroup manually.

Select a user-defined workgroup. On the Resource List tab page, you can add and delete
resource groups and resources. Users in user-defined workgroups can only view the

resources manually added.
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Staff Diganization - Workgroup management - Edil a Workgroup
o e Genedal Irdoriiatssn ker Information  Resewite List
1" Dafautt Workgroup Rescutce Name ¥ Resource Type: ap > b [3 AodaResourcs Group [ Aod 3 Rescurce @ Dedsls 8 Resource
Test Woikgitup = Rascurce Rame P Address Frsouce Type Wanaor

[ ‘Custom Workgroup

3.1.10 Alarm Rule

An alarm rule is used to send events generated by concerned resources to corresponding users

based on the defined filter criteria in different ways.

Monitoring Configurabion -+ Alarm Settng - Alarm Rule

© A0 @ Delste B Enatie ) Disabis
[ Enabila Alarm Aule Hamo § Deezcriphian
a] =] Aailatile AR

1. Adding an alarm rule

Click & A% The Alarm Rule dialog box is displayed, in which you can configure an alarm

rule by setting some basic information.

After an alarm rule is configured, the Alarm Configuration, Alarm Criterion, and Alarm
Upgrade tab pages are displayed.

On the Alarm Configuration tag page, you can determine the events of resources for which

alarms will be generated.

On the Alarm Criterion tab page, you can configure the alarm time, alarm criterion, alarm

mode, and alarm receiver.

On the Alarm Upgrade tab page, you can configure the alarm upgrade criteria and alarm

receiver.
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Basic Information Alarm Criterion Alarm Uparade

Alarm -|Available Alarm 4

Description - -

| & Apply || €3 Cancel |

_——— e
2. Editing an alarm rule
Click the name of an alarm rule in the alarm rule list. The Alarm Rule dialog box is

displayed, in which you can edit information on the Basic Information, Alarm

Configuration, Alarm Criterion, and Alarm Upgrade tab pages.
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Basic Information Alarm Configuration Alarm Criterion Alarm Uparade
Upgrade Condition

[11.The event defined is not restored within |1 hours.
[[]2.The event defined occurs |1 times in |- hours.
Recipient
Users to be Selected Selected Users
Select a Workgroup Mame/Waorkagroup Operation
¥ [\ E Al

1% Default Workgroup
% Test Workaroup

Select a User

|Corporation At
[ System Administrator(Group)

| »

m

[] abandai{Group}
[Fzhaojun(Group)

[ stone{Group} -

| & Apply || €3 Cancel |

3. Enabling an alarm rule

Select an alarm rule and click e . The alarm rule is enabled and marked with @

and the alarm configuration of the alarm rule takes effect.

4. Disabling an alarm rule

Select an alarm rule and click (5 Disable The alarm rule is disabled and marked with @

and the alarm configuration of the alarm rule does not take effect.

Deleting an alarm rule

Select an alarm rule and click @ Delete . The alarm rule is deleted from RIIL.
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3.1.11 Mail Server Setting

=1 Basic Informaton

Server Address 17217160 32 ‘a8
Server Port 24 i ]
‘hethed Ta Aulherfcale
Cuigowng Madlbo: posimasiengmad com
Tesi Wsiibox Sestmaigimail com
Tesi | | Apply
5 Email Temptate List il
Marme - Qa1 @ Desle g Wmpoll | g Expen
Name Diazcrgian
Tehaiatarm lermpials FUliL defaul moil sisrm =mplale

1. Basic Information

In the Basic Information area, you can specify the following information for a mail server:
Server Address, Server Port, Whether to Authenticate, Outgoing Mailbox, and Text
Mailbox.

=] Basic Information

Server Address - 172.17.160.32 *
Server Port D25 ’
Whether To Authenticate - [7]

Outgoing Mailbox - |postmaster@mail.com :

Test Mailbox : testmail@mail com ’

To send a test email to the test mailbox, click |E| .

To update the settings of the mail server, click ARl

2. Email Template List

The Email Template List area provides you with a default mail alarm template. You can also

define a different mail alarm template.

=4 Email Template List [@

Name: p=) © Add @ Delete & Import | & Export
[ Name Description
|} Mail alarm template RIIL default mail alarm template

To create a mail template, click €3 Add
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To delete a mail template, click @ Delete

To import a mail template, click @ | Import |

To export a mail template, click & Export

You can click a mail alarm template and view or modify it. The default mail alarm template

can only be viewed and cannot be modified.

3.1.12 Short Message Server Setting

System Configuration > SM Server Setting

=] Short Message Gateway Configuration

COM Port Number - |com1 7 |
Baud Rate : 19600 * B
PINcfaSIMCard  :[pooo |
Vendor - wavecom |
Model :IM1306B 8
| Test || Apoy |
=4 Short Message Template List &
Name: = © Add @ Delete | Import |[& Export
[ Name Description
[} Short message alarm template RIIL default short message alarm template

1. Short Message Gateway Configuration

In the Short Message Gateway Configuration area, you can specify the following
information for a short message server: COM Port Number, Baud Rate, PIN of a SIM Card,
Vendor, and Model.

=] Short Message Gateway Configuration

COM Port Number  : |COM1 5

Baud Rate : |9600 |

PIM of a SIM Card  : |po0oD *

Vendor - [wavecom il

Model :|M1306B '
To send a test email to the test mailbox, click | . | .
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To update the settings of the short message server, click APRY, |

2. Short Message Template List

The Short Message Template List area provides you with a default short message alarm

template. You can also define a different short message alarm template.

=4 Short Message Template Listﬁ

Mame: g 2| @ Add @ Delete ¢ Import [ Export
[ Name Description
= Short message alarm template RIIL default short message alarm template

To create a short message template, click €3 Add .

To delete a short message template, click @ Delete

To import a short message template, click < | Import

To export a short message template, click & E4Port

You can click a short message alarm template and view or modify it.

4 Functional Details

4.1 System Management

System management is the basic configuration module of RIIL, which provides data support for
foreground resources and topologies. The following modules need to be configured: Staff
Organization, Domain Management, Resource Discovery & Configuration, Monitoring
Configuration, and System Configuration. The following sections describe how to configure these

modules.

4.1.1 Staff Organization

4.1.1.1 Staff Organization

Staff organization is carried out in the department, user, role, and workgroup dimensions.
1. Department management

You can create a department, add staff to a department, and delete a department through

department management.
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1) Creating a department

o9 Genardl Informaion  (fser Tnismason

Oesenption

o Aaie wasts

pmpazn

Click @ . On the General Information tab page, set the Dept.No., Dept.Name,

Superior Dept., and Description fields.

General Information

=] Basic Information

Dept.Mo.

Dept. Name

Superior Dept. - corporation

Description

2) Adding staff to a department

To add staff of the current system to the selected department, click

To transfer staff out of the current department, click @ Delete

General Information User Information

@ Aad

[Name v & Add @ Delete
[F] Employee ID T [ Name [ Account [ Department .
[ Riil_oo1 abanda abanda Group
[[] Riil_002 zhaojun zhaojun Group
[[ Riil_0D4 Ghongmei Ghonmei Group
[F] Riil_oo3 stone stone Group

3) Deleting a department
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Select a department and click @ The department is deleted from RIIL.

User management

RIIL provides an entry for management of user account information. You can search and

create users and assign workgroups and roles to users.

1)

2)

3)

Searching for a user

You can search for a user by department, name, account, and employee ID. Users that

meet the search criteria are displayed in the user list. By default, all users are displayed.

Creating a user

Click @ A9  The Add a User dialog box is displayed. Specify information in the

Login Information, User Information, and Contact Information areas and click Apply.

I Add a User x |

| Basic Informatio

»

— Login Information o
Account : 7 |

Password - & 7 |

The password must contain 6 to 16 characters. It is recommended that your password cont
ain English lefters (case sensitive), digits, and special characters.

— User Information

Employee ID

Name : = 2
Gender " Male [hé

Department - Please select | ¥

System Admin: [ E

Description - -

— Contact Information

Mobile Phone -

The mobile phone number is used for alarm notifications.

Mailbox

The mailbox is used for alarm nofifications.

Assigning a workgroup

A default workgroup is available in RIIL. Users in the default workgroup can view all
resources of RIIL, whereas users in a user-defined workgroup can view only the

specified resources. Select workgroups based on your requirements.
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Basic Information ‘Workgroup Management Role

Workgroup To Be Selected Selected Workgroup
Workgroup List Workgroup Management Operation |
1 ! *®
[] Default Waorkgroup FastWorkaon
Test Workgroup
13

| @0k || @cancel || @ Apply |

4) Assigning a role
Selecting an application domain: Group is selected by default.

Selecting a role: The role list contains the default role and user-defined roles. Select roles
based on your requirements.
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Basic Information Workgroup Management Role

Roles To Be Selected

Roles Selected
Role List Raole Operation
¥ [¥]= Configuration manageme... adminisirator *

¥ £ administratar

D& Configuration Administrator
¥ [0l Monitaring management
¥ [F1L5 High-Level IT leader

b [ Knowledge management

| & ok ||_é Cancel || & Apply |

Role management

Five roles are predefined in RIIL: configuration administrator, monitoring administrator,
equipment room administrator, IT department administrator, and knowledge base
administrator. The predefined roles can meet general requirements.

1) Defining a role

i.  Creating a role: Click & On the General Information tab page, set the Role Type,

Name, and Description fields and click Apply. A role is created.

General Information

f=] Basic Information

Role Type " \Configuration management e

Mame : 3

Description
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ii.  Configuring the functions that a role has the permission to operate: Select a new
role, click the Function Authorization tab, select the required functions listed below,
and click Apply.

General Informabion

#Hunchon Buthonsston User Enformabon

Aoy
2) Assigning a role to a user
Select a role and click the User Information tab to add/delete staff to/from the role.
The following list displays all user records of the selected role.
General Information Function Authorizaten User Informaton

Department. | | Name - @ At @ Deiete
Hama Employes D1 Account Dapartmant Diomain
bants Ri abanas Croue Group -
Naonm ) Zhaomn aroup P -
Ghongme R_o04 Ghonme Group Groug -
slane Ril_003 slone Gi Group =

3) Creating a role—staff relationship

Click © . The Add a User dialog box is displayed. When you complete user

configuration, click OK.
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4)

Add a User X

Selecta User

Department: |All ¥ Mame o 75
[ MName Employee IDT Account Department
| abanda Riil_0o01 abanda Group
o zhaojun Riil_002 zhaojun Group
[} stone Riil_003 stone Group
| Ghongmei Riil_004 Ghonmei Group

1/1Total 4 l4= First 4= Previous =p Next =pjEnd 1 E

:@Okl, €3 cancel |

Canceling a role—staff relationship

Select a user in the list and click C . The current role is deleted from the user.

Workgroup management

Workgroups are used to organize the permissions to operate resources. Users in a

workgroup have access to the resources of the workgroup.

Workgroups include the default workgroup and user-defined workgroups.

D)

2)

3)

Creating a workgroup

Click . On the General Information tab page, set the Name and Description fields
and click | PPV,

Adding a user to a workgroup

Select a workgroup. On the User Information tab page, you can add/delete a user

to/from the workgroup.
Adding resources to a workgroup

Users in the default workgroup can view all resources of RIIL. You do not need to add

resources to the default workgroup manually.

Select a user-defined workgroup. On the Resource List tab page, you can add and delete
resource groups and resources. Users in user-defined workgroups can only view the

resources manually added.
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Gemeral Infarmation | User Informabion  Resource List

Rescuice Name | > Rasource Type: |ay > | |5 Aad 8 Resource Group [ Add & Resource @) Delste & Resource

- Resource Name 1P Address Resource Type Wendor

| Custesm Warkgreup

4.1.1.2 Data Management

You can import and export staff organization to manage staff more effectively.

1.

2.

3.

Importing staff organization

Staff Organization -- Data Management -- Import

[ The system ignores records of import failures. If data is partially imported, you can import and export logs to download eror data, modify the data, and then import the data again
Upload an import file

Download a template: \ % Download
Import a File

Select a File: || 5 Browse || (fia Upload |
Note:1: The file is in Excel format. 2 The file size cannot excead 6 MB.

1) Download the import template based on the system prompt and input user information

according to the template format. When the input is finished, save the user information.

2) Click |M| and select the file to be uploaded.

| ¢y Upload |

3) Click to upload the selected file.

Exporting staff organization

Staff Organization - Data Management - Export

ﬁ Exporting data may be slow. Please wait patiently.

Select content to be exported.

Data Type : []All [] Domain [] Department [ User [ Workgroup [ Role

| Export

1) Select the type of data to be exported. The options include All, Domain, Department,
User, Workgroup, and Role.

k|Expurt|

2) Clic to export the selected content into an EXCEL file.

Importing/exporting logs
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Staff Organization - Data Management - Import/Export Logs

If importing data succeeds, download the initially imported file. I only partial data is imported, download error files, modify them, and import the modified files

Operating Time: To: Operator. Operation Types: Al > © Delete % Clear
(! Operating Time Operator Operation Type | File Imported Result Operation
1 2013-04-15 0043 System Admin... Import futemplate.xls Importing data failed. Download an imporied file Downl..
1 2013-04-15 D0:43 System Admin Export Exporting data succeed

1) Checking exported/imported logs

On the Imported/Exported Logs page, you can view the operating time, operator,
operation type, name of the imported file, and operation result. You can also download
imported files. If an import failure record exists, you can download the corresponding

file and modify it for re-import.

2) Deleting exported/imported logs

To delete an existing log, select the corresponding log record and click @

3) Clearing all imported/exported log records

-
To clear all imported/exported log records from the log list, click

4.1.2 Domain Management
For details, see section 3.1.1 "Domain Management."
4.1.3 Resource Discovery & Configuration

This section describes how to discover resources and configure discovered resources.

4.1.3.1 Resource Discovery

1. Single resource discovery
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Resource Discovery - Single Resource Discovery

DCS Selection (=)
DCS . DCS_172.17.160.239_65 ¥l * B
Discovery Type .__}f.
Resource Type :Host 2
Protocols for Discovery :\Windows Host (SNMP) o B
Discovery Information =
| IP Address : ‘B
SNMP Version :|SNMP v2 v ' H
Port 161 il 7]
Read-Only Community - o 7|
Read-Write Community : (7]

| Discover |

Click the Discover button to enable the single resource discovery function.

+ Resources that can be discovered include hosts, network devices, storage devices,

applications, and basic services.
+ You can discover a single resource manually through SNMP, WMI, or SSH/Telnet.

+ To enable the single resource discovery function, specify information in the DCS
Selection, Discovery Type, and Discovery Information areas and click Discover.

4  When resource discovery fails, check whether the prerequisites for resource discovery

are met. Click 1 to view the help information.

Note: The DCS Selection area is available only in the environment where distributed

deployment and multiple collectors are installed.

You can set resource information when resource discovery is successful. Different types of
resources are added to the monitoring of corresponding types of default policies. The

number of resources that can be added to monitoring is limited by the license. If the number
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of resources in resource management exceeds the upper limit specified in the license, not all

resources can be added to monitoring.
2. Batch resource discovery
Batch resource discovery is implemented in three steps.

1) Configuring batch discovery

1. Batch discovery

Upload a Template File: [B

Download a Template : | gl Downluad. |
Upload a Template - | = view || Upload |

Click the Discover button to enable the batch resource discovery function.

2) Adding discovered resources to monitoring

When batch discovery is completed, you can add discovered resources to monitoring
and select the required collector (the number of resources that can be added to

monitoring is limited by the license).

Note: The DCS Selection area is available only in the environment where distributed

deployment and multiple collectors are installed.

) Waw resouncs (10 Managad resourcal)

Fesource Name IF Address MAL Address Resourcs Typs Addd o Montorng
B | DAz )
172 1636 150_50000_DE2 W216361% DE2 -
1 Tomeat i
17217160 173_8080_Apache . 172 Tomiat E,
172 17 160 177_BOAD_ Apache Tomeat T
2l 501, Sever -
ATZ AT 160 $40_1421_RiL-140 7297160 149 S0OL Saver £
17217 160 224_1433_RIL-724 17160 224 SGL. Saver -
= “peigrasl Ll
17217180 170_5412_posigies T A80Te PeaigreSal )
= TongLinki v
1729630 43_10240_Locakesi = 172183843 TongLini s
E 2,

- 0

= ] JBoss AS P
T2AT 180 172_1098_defaull 27160172 JBoss AS £l

3) Completing resource discovery

You can view the list of discovered resources after those resources
monitoring.

are added to
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& Maw TesOUTE (10 () Managed resouncail
Razourne Name IF Addiess

3. Topology discovery

MAC AdpiBsE

For details, see section 3.1.6 "Topology Discovery."

4.1.3.2 Resource Configuration

1. Resource management

Reasiris Typs

S0L Server

0L Sarver

Fosigrasal

Tipndo

Al o Motonng

)

5 E E B R EEEEEEEEE

For details, see section 3.1.7 "Resource Managementffix ! KIgeE &, "

2. Resource group management

For details, see section 3.1.8 "Resource Group Managementffiiz ! K¥gE &, HiR! KisE

B,

4.1.4 Monitoring Configuration

4.1.4.1 Resource Policy

For details, see section 3.1.5 #5i%! RIBEHEE. "Resource Policyfiiz! RIgEHE. #Hizx! K

EPHE.

4.1.4.2 Log Policy

Alog policy defines monitoring rules for logs generated by devices under monitoring. Those logs

include Windows logs and syslogs.

Resourcs Relsnon | Event Confuration

Basic Information

Eoiicy Name g
“reator Sysbemn Admmsirstor Mocifiar
Creaion Tene 20130415 0147 Mofying Timo
Descrpson
=7 Reésouroes Conlaingd in the Polcy
IP Address L Wandor: Al ! i
Rezcurce Name 1P Adcress

Rezource Type

Publishar

Pubizhing Tma

S

Venda

\ad

& Dalats all

@ Daiate
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+ Windows log policy: defines monitoring rules for syslogs generated by Windows devices
under monitoring.

4+ Syslog policy: defines monitoring rules for syslogs generated by Unix devices and network
devices under monitoring.

Log policy-related operations are described in the following.

1. Creating a log policy

Click & on the Resource Relation tab page. The Create Log Policy dialog box is displayed.
Set the Policy Type and Policy Name fields. Click Ok.

Create Log Policy

Puolicy Type - Windows Log
Folicy Name - ||

I QDKH € Cancel |

1) Resource Relation

o Resguicas Containad in the Policy

I ASErans - Feesaurce Type: Al » Vendor Al | by @ Add @ Delete sl @ Deicle
REsowca Nama P Addrass FResourca Type Vandor
RO4T2T 1THAT 181,152 weincoaws Mirosoft
RO4807 kr ATALIRLE] Windowes Microsoft
171 Total 2 = First 4= Previous = Next =i End ! | =]

To establish a relation between log policies and resources, click & Add
To cancel the relation between log policies and all resources, click @ Delete all

To cancel the relation between log policies and selected resources, click @ Delete

2) Event Configuration

You can set log events on the Event Configuration tab page. Log events take effect only
after being enabled.

Manitanng Configumtion - Lag Policy - Fdit Log Palicy

Fespuwce Relibon  Everd Confiquration
0 re @ Dekse g Enabie 4 Disatia
Ennbie fvent ame Evant Type Event Sewenty Weywrd Desciphon
(=] Ermor Avmfabirty Event Crical Tystem
[ Critical Avaiabinty Evant Cimtcal
[=] At Aumgabinty Event Camcal
2

Enegancy Auaiabilly Event Camcal

i. Adding an event
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Select a log event, click Add, and set basic information and log rules.
ii. Enabling an event

Select a log event and click Enable. After being enabled, the event is marked with

@.
iii. Disabling an event

Select a log event and click Disable. After being disabled, the event is marked with
@ and does not take effect, Log events that match the settings of the selected event

will not be generated.
iv. Deleting an event
Select a log event and click Delete.

2. Enabling a log policy
Select a log policy and click =" For details, see Enabling a resource policy.
3. Disabling a log policy
Select a log policy and click 1. The disabling mode is the same as the enabling mode.

4. Importing a log policy

ogoiey

O H &lls
¥ [Windows Log . *

(O] 5 winlog(0) »
¥ [ Syslog .

[C] = syslog(2) *

Click “'. The Import Policies dialog box is displayed. Click J:i Browse

the file to be imported. Then, click Ok.

and select

Note: If the policy to be imported has the same name as an existing policy of RIIL, the policy

cannot be imported.
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Import Policies

Import the selected policy.

Selecta File : | [GiBrowse [*

| @ok || @cancel |

5. Exporting a log policy

Select a log policy and click . The policy will be exported for backup. The export mode is
the same as the log enabling mode.

4.1.4.3 Script Policy
A script policy defines monitoring rules for script files generated by a device. Scripts are
classified into timing scripts and advanced scripts.

Timing script policy: defines monitoring rules based on the values returned after script files are
executed. You can set when to execute this policy.

Advanced script policy: defines script monitoring rules for support of secondary development.

1. Creating a script policy

Click © . The Create Script Policy dialog box is displayed. Set the Policy Type and Policy

Name fields.

Create Script Policy

Policy Type - Timing Script

Folicy Name - ||

| @0k || @cancel |

2.  Resource Relation

You can set resources related with a script policy on the Resource Relation tab page.
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Maonitoring Configuration -+ Script Policy - Edif Scnpt Policy

Resource Relation | Metric Configuraton | Event Configurabon
=" Basic Informaten
Policy Name cushaen seripl
Craator Systemn Admmnistrator Moo Fublishar
Caeation Time 2013-04-15 01212 Medifyng Tirne Puiishing Tims
Scrpt Nams soret bl s Farameten
Expruton Fraguenty @ Oie-lime Exscubion 2013-04-15 0312 Petintical Es2culion @ camng
Description
Apply
3\ Assources Containad in the Pobcy
@ ass @ Dalte
IP Addinss o the Seript Sysinfi Aocound Passwiid Sovigl Paly Pratacal Poil
17217181111 szl - e Wl -
Test | Apply

Specify the following information on the Resource Relation tab page:
Script Name: name of the script to be executed
IP Address of the Script: IP address of the host that will execute the script
System Account: account of the host that will execute the script
Password: password of the account of the host that will execute the script
Script Path: location of the host that will execute the script
Protocol: SSH, Telnet, or WMI
The following is an example:
4 The test.bat script in disk C is executed on the host with the IP address 172.17.160.222.
The script is as follows:
8 e - B

TR T e WEY e

eche 09, 98 STEeRBE 7 Bd

Lo

4 Click | "] and check whether the script is executed successfully.

3. Metric Configuration
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You can set metrics for a script on the Metric Configuration tab page.

Monioring Configuation - Script Policy < Edil Script Policy

Resource Redation  Matric Configaration | Event Configuration
[ Vb= relumed afier the scrigl is exeoed
Cbkzn tha ratm vk
1P AgdrRss of P Sonpt Fetum Valug
No data eusts
0l Meme semng
Fuw Dedimler Colimn Defmilsr [7] & Add @ Deizie
Fow location Cotumn locafion Matnc Name Type
1 - - CPU Value bype »
- 2 - Mamory Value type -
1 - - hhatwerk Vaium typa -
1 ~ 1 b DaleBase Walua typa ~
HApy

4. Event Configuration

You can set events for a script on the Event Configuration tab page.

Moniinang Configaration - Songl Pokcy - EST Script Policy

Recourrs Rolaton | Mairic Configuration | Evant Configuration

Enatic Evest Name Event Type Evem Severry Conation Fusn 6

Awalania Avnilatul®y Everl = Ciibcal = Dimebs - e =00 Careraln codn |

4.1.44 SNMP Trap Policy

An SNMP Trap policy defines monitoring rules for SNMP Trap of a device under monitoring.

1. Creating an SNMP Trap policy

Click © . The Create SNMP Trap Policy dialog box is displayed. Set the Policy Name and

Description fields.

ManiEonng Configuration - SNMP Trap Policy - Create SNMP Trag Policy

Fssouree Relation

=" Basic informaton

Policy Hame ciittem SHMP

Morslorng Madei SNMP Trap Policy

Cogalnr Syelen Admawsiralon Mosdifier Putiishay
Cruation Tima Modifyng Tima Publishing Time
Deserption

2.  Resource Relation

You can set resources related with an SNMP Trap policy on the Resource Relation tab page.
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Monomng Contiguration ANMP Trap Policy Edit SNMP Trap Policy

Resorce Melston | Event Configuration

T Basic |farmiten

Poiicy Mame custom SNMP
SMMP Trag Policy

System Admnisiraion

Manfaeing Modal
LR
Mod#ying Tims

Crasiar
Craation Tims
Descreton

Systum Atminstrato

2013-04-15 0310 2013-04-1503 10

4 Resooroes Contaned in the Polcy

Resswrce Type: |4

3

F AfSress -

Rgs0urce Mama Resourcs Typs
RiR-83 1T217.160:83 W

3. Metric Configuration

4. Event Configuration

4.1.4.5 Alarm Configuration

For details, see section 3.1.10 "Alarm Rulef§iz! RigEPZ. "

4.1.4.6 Monitor System Information

1. Overview of monitor system deployment

Fubk=her

Pubikshing Tims

O Add
angor
Microsof
Microsefl

Micrasnn

HeFirst  d= Prvious s et

Appry
@ Deiele ot @ Deete
#Hema 1 B

The following servers are involved in deploying a monitor system: DCSServer (data

collection server), DisServer (discovery server), LogServer (log server), NFAServer (traffic

analyzer server), CCSServer (central control server), and PortalServer (portal server).

The working principle is as follows: The discovery server discovers resources. The data

collection server collects the discovered resources. The traffic analyzer server performs traffic

analysis on the collected data and sends the analysis result to the central control server,

which arranges and controls the analysis result. The portal server presents monitored

resources.

Monitor System - System Deployment

17217.160.231
(Central Conlrol Server)

172171602231
(Portal Server)

17217160231
[Log Sander)

T2 17160231 17217.160.239
[DCS_172.17.160.231_4TKDCS_172.17.160.229_63)

17247160231
[Discovery Saner)

172.17.160.234
(MetFlow Traffic Analyzer Sener)
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You can double-click a server icon to view the information of the server.

1) DCSServer (data collection server): You can view information of this server on the Basic
Information, Monitored Resource, and Monitored Metric tab pages of the DCS Server
window.

Basic Information Monitored Resource Monitored Metric

Ayailable Status & Normal

IP Address 172.17.160.231

Port 18008

JVM Utilization Rate 61%,Remaining349MB
Continuous Run Time 00day(s)05hour(s)54minute(s)

2) DisServer (discovery server): You can view information of this server on the Basic

Information tab page of the Dis Server window.

| Basic Information

Available Status & Narmal

IP Address 172.17.160.231

Port 18001

JYM Utilization Rate 49% Remaining463MB
Continuous Run Time 00day(s)05hour{s }5dminute(s)

3) LogServer (log server): You can view information of this server on the Basic

Information tab page of the Log Server window.
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LogServer

‘

| Basic Information |

Available Status

IP Address

Fort

JVI Utilization Rate
Continuous Run Time
Mumber of Windows Logs

Mumber of Syslogs

& Normal
172.17.160.231

18005

73% Remaining238MB

00day(s)05hour(s)54minute(s)

4) NFAServer (traffic analyzer server). You can view information of this server on the NTA
Server tab page of the Log Server window.
. NTAServer =
| Basic Informetion |
Available Status & Narmal
IP Address 172.17.160.231
Port 18007
JYM Utilization Rate T6% Remaining211MB
Continuous Run Time 00day(s)05hour{s }5dminute(s)
Mumber of Collected Metwork Devices 0
. Mumber of Collected Interfaces 0
P e e
5) CCSServer (central control server): You can view information of this server on the Basic

Information, Monitored Resource, and Monitored Metric tab pages of the CCS Server

window.

CCSServer

‘

Basic Information | Monitored Resource || Monitored Metric

Available Status

IP Address

Paort

JYM Utilization Rate

Continuous Run Time

& Normal
172.17.160.231

18002
61%,Remaining346MB

00day(s)05hour{s)55minute(s)
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6) PortalServer (portal server): You can view information of this server on the Basic
Information tab page of the Portal Server window.

Portal Server x

|L Basic Information i

Ayailable Status & Normal

IP Address 172.17.160.231

Port 30

JVM Utilization Rate 38%,Remainingb64MB
Continuous Run Time 00day(s)05hour(s)a6minute(s)

—  ——————¥—————1
2. Monitor model configuration
Go to Monitor System -> Monitor model and you can view the metrics of all resource types
on the Main Resource and Sub-Resource tab pages. You can modify metrics based on

requirements (in the Whether Important, Whether to Display by Default, and Sort

columns). The modified metrics are synchronized to the foreground resource monitoring

module.
Monitor System - Monitor model
dh Main Resource | Sub-Resource
¥ gl Host — Availability Metric
A% Windows Metric Whether Important | Whether o Display by Default | Description | sort
€ Solaris
Available Group Available Group
ETAIX g = &
) Linux — Performance Metric
HP-UX x §
=8 SCO UnixWare Metric Whether Imporiant Whether to Display by Default Description Sort
o FreeBSD e e, .. il
@ Other Host
b l'.1..I“lel\lmr>< Devices — Configuration Metric
14 Storage Devices = I I " T L T
il .g ) Metric Whether Important Whether to Display by Default Description Sort
» © «Application
» [E] Base Service Conf Group 1 Conf Group
» <=Wireless
— Infc ion Metric
Metric | Whether Imporiant | Whether to Display by Default | Description | Sort
Information Group F E Information Group
| Aoy |

4.1.5 System Configuration

1. Server Configuration
2. Mail server setting

For details, see section 3.1.11 "Mail Server Setting.'

3. Short message server setting
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For details, see section 3.1.12 %! RIBEH2E. "Short Message Server SettingfiiR ! RIFE
FE.

4.1.5.2 System Configuration

You can customize RIIL on the Tab Management, Location Management, Picture and Text

Management, and Login Page Setting pages.

The following describes how to set information on these pages.

1.

2.

Tab Management

1) To create a tab, click LH .

| System Configuration -: Tab Management - Fdit a Tab

o e [=] Basic Information
L RIIL_Portal Name :|Homepage
.__‘ AT Superior Tab - |RIIL_Portal
1] IT Health Overview
» || Business Services URL . [iportal/homefindex
p || Event & Alarm Console Description -
» || Resource Management L
[ Network Topology
¥ || Manage Wireless Key Value
» || Traffic Analysis
» LI KPl & Statistics
» L_|CMDB g
p || Knowledge Base No data exists.

=4 Operation List

Unique |dentification Name Description

btn_home_setting Setting

2) To delete a tab, select the tab and click e

3) To modify an existing tab, click the tab and modify information in the Basic Information
and Operation List areas.

4)  When you modify a tab, the Superior Tab field in the Basic Information area cannot be
modified.

Location Management

1) To create a geological location, click O

f=] Basic Information

Mame CBJ 5
Superior " |Mone »e
Description e

Apply
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2) To delete a geological location, select the geological location and click ®.
3) To modify an existing geological location, click the geological location and modify its
name and description.

4) When you modify an existing geological location, the Superior field in the Basic
Information area cannot be modified.

3. Picture And Text Management

Go to System Configuration -> Picture And Text Management and you can specify
information in the Product Information and System Logo areas.

@ Version Information And Logo On The Cuslomized System Page

Product Information
Product Name IT Business Managemeni [l save | | [ ] Restore defaull settings

Version Information © @ Ruipe Networks Co., Lid. All rights reserved |l save | | | ] Restore defaul settings

System Logo

System Logo (5 Browse | | (i Upload | | [.J Festore default sefings

Allowed formal: JPG, GIF, BMP, and PNG. Remended size: 120 pbel (W) = 35 pixel (H

4. Login Page Setting

You can customize the login page style by modifying the button, text box, and page
background.

1L

IT Business Management

.l.

(s

Lol d

__ Risrmrndier M m
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Click Ed above the upper right corner of the LOGIN/CANCEL LOGIN button. The Button
Background Settings dialog box is displayed, in which you can set a background picture for

the button. To restore the default style of the login page, click kd.

Button Backaground Settings

ﬁ & maximum of four pictures can be resenved.

General Background : |_E] Browse | !_@. Preview |
Activate Background : | (5 Browse | | [E Preview |

Historical Recaord

o

Mo data exists.

i ERestnre to the default login page || @ ok i| €3 Cancel i

1) Click Ed above the upper right corner of the text box. The Textbox Setting dialog box is
displayed, in which you can set the text color, font size, width, height, and background

picture of the text box. To restore the default style of the login page, click kd.
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Textbhox Setting

Text Color T
Text Font Size - 12 'v'-px

Width |250 p*
Height 1|49 et

ol R L 8 PasswordTexibox

General Background : | (= Browse | | [} Preview |
Activate Background : | ﬁ Browse | | E]. Preview i

Historical Record

| [ Restore to the default login page || @ Ok || €3 Cancel |

2) Click Ed above the upper right corner of the login frame. The Login Frame
Background Setting dialog box is displayed, in which you can set a background picture

for the login frame. To restore the default style of the login page, click kd.
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Login Frame Background Setiing

E A maximum of four pictures can be reserved

General Background : | =] Browse | | (=) Preview

Historical Record

o

Mo data exists.

| [ J Restore to the default login page || & Ok || €3 Cancel |

3) Click Ed above the upper right corner of the login page. The Login Page Background
Setting dialog box is displayed, in which you can set a background picture for the login

page. To restore the default style of the login page, click kd.

Login Page Background Setting

ﬁ A maximum of four pictures can be resenved.

General Background | =] Browse | | [} Preview |

Historical Record

Mo data exists.

| [ Restore to the default login page || 3 Ok || £3 Cancel |

5. Plugin Management

Go to System Configuration -> Plugin Management and you can add, delete, enable, and
disable plugins of RIIL. You can select plugins in business application to define a value

collection policy.
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System Configuration - Plugin Management

Plugin Name: | yel @, Refresh  ¢fiy Upload
Plugin Name ~| User + | Version +| Description ~| oOperation +|
DefaultBusinessPlugin Liu Peng 1.01 Business monitor plugin | Disable !

1) Click . The Upload Plugin dialog box is displayed. Click |M| to

select a local plugin and click Ok to upload the selected plugin. To cancel uploading,

click |M|

Upload Plugin

Select plugins to upload.

Select a File
‘ (€} Browse |

| & ok || &3 Cancel ‘

2) After a plugin is added, it is enabled by default. To disable a plugin, click |ﬂ|. To

enable a plugin, click |—Enabie | To unload a plugin, click | bnipad |

4.1.5.3 System Information

1. License Authorization
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2.

3.

4.

System Configura

| RG-RIILG6.X-NTA-Suit traffic analysis component

Traffic analysis function

2013-06-29 21:34:00 =

| Moduie | Function Description Expiy Time |ouanmy __ [Remaming 1]
RG-RIILG X-WIN platiom of the enterprise edition Automatic discovery function | 2013-06-20 21:34:00 B - 14l
Network topology function 2013-06-29 21:34.00 - -
Number of registered users 2013-06-29 21:34:00 00999 00994
Resource monitoring and management 2013-06-29 21:34:00 - -
SNMP Trap monitoring function 2013-06-29 21:34.00 - - 3
System adminisiration function module 2013-06-29 21:34.00 - -
| RG-RIIL6 X-DCS distributed collection Number of collection servers 2013-06-29 21:34:00 99999 99997
| component
| RG-RIILG.X-Domain Domain management function 2013-06-29 21:34.00 = e
Number of domains 2013-06-29 21:34:00 99999 99998
| RG-RIILG.x-IMC network device quantity Number of monitored resources - Network device 2013-06-29 21:34:00 99999 099986
| RG-RIILG.X-BMC-Suit business service Business service function 2013-06-29 21:34:00 - 5
management component
| RG-RIILE X-BMC-LIC one application monitoring Number of monitored resources - Application 2013-06-29 21:34.00 09999 09996
| RG-RIIL6.X-BMC-LIC-0S one host monitoring Number of monitored devices - Host 2013-06-29 21:34:00 99999 09956
| RG-RIIL6.X-BMC-LIC-Stor Number of monitored resources - Storage device 2013-06-29 21:34.00 99999 99999
:RG-RHLE X-Log log monitoring component Log monitoring function 2013-06-29 21:34.00 - -
MNumber of monitored resources - Log resource 2013-06-29 21:34:00 099999 99999
RG-RIILG.X-Script script monitoring component ~ Number of monitored resources - Script resource 2013-06-29 21:34:00 99999 99999
Script monitoring function 2013-06-29 21:34.00 - -
| RIIL 6 X-Mobile mobile terminal component Mobile terminal function 2013-06-29 21:34.00 - -
| RIIL 6.X-Mobile-iPad mobile terminal MNumber of mobile terminals 2013-06-29 21:34:00 99999 99999

Logs & Configuration

The System Configuration -> Log & Configuration page contains two columns: Packet and
Operation.

You can set the log display level. Click an item in the Operation column and the
corresponding log level is red, indicating that only logs above this log level are recorded.

System Configuration -> Log & Configuration

| Packet } Operation ‘
Default DEBUG INFO ERROR WARN FATAL OFF
com.fiil. core DEBUG INFO ERROR WARN FATAL OFF
com.riil.admin DEBUG INFO ERROR WARN FATAL OFF
com.riil.porial DEBUG INFO ERROR WARN FATAL OFF
com riill. web DEBUG INFO ERROR WARN FATAL OFF

com.riil. monitor DEBU

User Sessions

Session informatian af the wser that is curenlly using e RIIL. Server lime. 2013-04-15 193217

5 User List
Account IF Address Lagin Times Latest Login Time Lagin Tims

ackmin 17247 161 111 3 20130415 10,5632 20130415 111950
admin 247161 112 4 20130415 115835 20130415 19.40:28

171 Tolal2 = Fsi 4= Previous s Nesi

wEnd 1 2

System
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4.1.5.4 External System Integration

1.

System Configuration - System

Category

System Information

Java Virtual Machine Information

Information ltem Name
Product version

Build time

Home page URL

Current working directory
Run fime

User location

User timezone
Application server container
System encoding
Operating system
Dalabase type

Dalabase URL
Database version
Database driver

Java version

Java vendor

JVM parameter

Information [tem Content
RIIL v6.2.0 Enterprise Edition
2013-04-12 14:44:58
http:/1172.17.160.231

C./RuiJie/RIIL/RIIL_Portal_Server

00day(s) 08 hour(s) 07 minute(s)

United States

GMT-08:00

Apache Tomcat/6.0.35
Cp1252

Windows Server 2008 R2
MySQL

jdbc:mysgl//172.17_160.239:3306/iil_product?useUni

5521
com.mysql.jdbc. Driver
16031

Sun Microsystems Inc.

-Dcatalina base=C-/Ruilie/RIL/RIIL_Portal_Serverftomcat
-Dcatalina home=C/RuiJie/RIIL/RIIL_Portal_Server/fomcat

UTF-

m

-haracterE

-Djava.endorsed.dirs=C./RuiJie/RIIL/RIIL_Porial_Server/tomcat/endorsed

-Djava.io.tmpdir=C:/RuiJie/RIIL/RIIL_Portal_Serverftomcatitemp

-Djava_util logging manager=org apache juli ClassLoaderLogManager
-Djava_util logging.config_file=C-/RuiJie/RIIL/RIIL_Portal_Server/tomcat/coni/logging properties

-XPermSize=128m
-XX:MaxPermSize=256m
-Dfile enceding=UTF-8

-Dcom.sun.management | jmxremute

Doco con

Sogt-0000

rue

RMC integration configuration

Basic Information
Integrate with RMC
BMC Address
Username

Password

| Test | | Apply |

When you click Megrate with RME the CMDB menu is hidden from the foreground.

1) To test configuration information, click |

2) To save configuration information, click | Ap

Ilih’|

3) To configure event synchronization, go to the Event Synchronization Settings page.
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Event Synchronization Settings -

[ Event Level
All [ Critical [ |Major [ |Minor [ | Warning [ | Unknown [ |Information
[ Event Type
All Availability Event Performance Event Configuration Event
Synchronization Time
@ 24-hour Synchronization
{© Time-Period Sync
Synchronization Condition
@ 1. Immediate synchronization after event generation
1 Minute | | is synchronized only once.
(@ 2. For the same event, synchronization the |3 fime it is generated and when generated repeatedly for |2 times.
Event Source
Selected Resources Selected Resources
Select a Resource Resource / Resource Group Operation
Host(46) v
¥ [~ Host
} [~ Windows
¥ [ Linux

Select a Resource Group s

4) To save RMC synchronization information, click Save |

2. SNC integration configuration

Basic Information

Integrate with SNC R - |

SNC IP 8 o - |
SNC Port : ‘@8
Username B i 7 |
Password 8 o ;|

Test Apply

4.2 Homepage

The homepage of RIIL displays the Business Services, Event Console, Network Topology,
Overall Business Services, Resource Management, Knowledge Base, Network Traffic Analysis

Center, and Manage Wireless panels using curtain wall snapshot.
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4+ Setting the displayed content of the homepage

To show or hide panels on the homepage, click E in the upper right corner. RIIL requires
that at least one panel be displayed.
Mame Display or Mot
IT Health Overview Display @M
Event Console Bifﬂpfafo

Metwork Topology Display a
Business Semnvices ‘Display ﬁ

Resource Management D!sﬂa?ﬁ
Knowledge Base Bifﬂpfafo

Manage Wireless '@

Traffic Analysis ‘Display ﬁ

# ok ® Cancel

4+ Up to 9 panels can be displayed on the homepage and the number of displayed panels must
be an odd number (1, 3, 5, or 7).

4+ The homepage setting takes effect only for the user that logs in currently.

+ After you access a panel, you can click E in the upper right corner to upload a picture. The

uploaded picture is displayed in the corresponding panel on the homepage curtain wall. To

restore the default picture, click K. 1o return to the homepage curtain wall, click &=}
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4.3 IT Health Index

System Administrator Welcome 1o 1T Busa

RIaL

T Heaith index

You can perform health index setting, warning threshold setting, and health index analysis.
4.3.1 Health Index Setting

1. Setting the resources or business applications that will be added to health indexing

1) Click [E The Health Index Setting dialog box is displayed, in which you can add

resources or business applications to health indexing.

Health Index Setting

B Drag the arrow or click the text to sat the weight

Resource N... [ @ Total Weight:93
Resource Name IF Address Resourc... ‘Weight... Waelght Setting 7
WIN-CRITTJ4VFIF 172.17.160.176 Host RSI 9-—';
WIN-CRITTJ4VFIF 172.17.160.148 Host ]
RO4364 172.17.161.154 Host

weiyi-OptiPlex-780 172.17.161.24 Host

RIDD756 172.17.161.110 Host
app01 Busines...
RO4370 172.17.161.17 Host
172.16.36.159 Applicati..._
RUINE-DBAPPS 172.17.160.179 Host
17217.160.179_5... 172.17.160.179 Applicati....
172.17.160.179_1, 172.17.160.179 Applicati,

TestDn Busines.

ubuntu 172.17.161.138 Haost

4 Average Value
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. . C . . b Average Value
2) Set the weights of resources or business applications. You can click 20T

set weights in batches.

2. Only the system administrator has the permission to add resources to health indexing and

set the weights of the added resources.

3. The weight of a new device is 0 by default. For rule monitoring, see the weight rule setting of

business applications.
4.3.2 Warning Threshold Setting

1. Setting the warning threshold of health indexes

1) Click & The Warning Threshold dialog box is displayed. Drag the arrow or click a
point of the scale to change the threshold value.

Waming Threshold

2]
L

Drag the arrow to modify the threshold value.

Current Value: [ L 4 100 80

% Ok ® Cancel

2) This operation can only be performed by the system administrator.

4.3.3 Health Index Analysis

Sysbem AdminsiraionWelcome io IT Business Management

127L

T Haant e

Homepage T Healn Overaoy Suminess Senaoes Event & Alnrm Console Fesoume Management

1. Prerequisites for the occurrence of a broken line in the health index analysis diagram:

+ Resources or business applications have been added to health indexing. The
corresponding button is =]
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4.

4+ The warning threshold of health indexes has been set. The corresponding button is .
4+ The end time for analysis has been set. The corresponding button is .

Health diagram resetting

To reset the health diagram, click ksf. The end time is the current time of the RIIL server.

Floating information at any point of the broken line chart

When you point the cursor to a point of the floating broken line chart, a floating message box

is displayed, indicating the measurement time and value of the corresponding health index.

2013-04-12 14:10 Friday Health Value: 71

= —— et

Relation between a point on the broken line chart and the health indexes and related events

of the resources added to health indexing

RULIE DBAPRS

When you click a point of the broken line chart, the Health Condition and Related Events
tab pages below display the health indexes and related events of the resources added to

health indexing at the corresponding time point.
1) Health Condition

+ The Health Condition tab page contains the Business Application/Resource Name,
Current Availability Status, Resource Type, Weight, Real-time Value, and
Difference between the real-time value of threshold value columns.

4 You can click Il on the right of the Business Application/Resource Name and
Resource Type columns to filter information.
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£ You can sort information in the Current Availability Status, Resource Type,
Weight, Real-time Value, and Difference between the real-time value of

threshold value columns.

+ You can click an item in the Business Application/Resource Name column and
view the Resource Details page of the corresponding business application or

resource. You need to have the appropriate permission to view resource details.
2) Related Events

The Related Events tab page displays the events related to the resources or business

applications added to health indexing at the corresponding time point.

4.4 Business Service

4.4.1 Overall Business Services

Business services are a series of operations provided between customers and business
applications, such as the manufacturing service, pre-sales service, after-sales service, consultation
service, and marketing service. Business service is an abstract and advanced service concept. A
business service may consist of multiple business applications, which support the normal

running of the business service.

4.4.1.1 Overall Business Services

Overall Business Sarvices

1. Overall Business Services page
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When you access the Overall Business Services page, you can view the actual business

relationships among the customer layer, service layer, and business application layer.

1)  When you click an icon on the Overall Business Services page, you can view all lines
and peer-end icons related to the icon. For example, when you click ser001, you can

view the following figure.

Owerall Business Senvices

T8 Buxinens Applicstion Luyar

2) When you point the cursor to the icon of a layer, you can view the floating information

of the icon.

Floating information of the business application layer:

T appil
— Health condition — Busy Degree — Availability

100

Domain
Department
Person in Charge . System Administrator

Phone

Purpose

Description

Business Senvice Name : serf0l

Floating information of the customer layer:
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I Corporation
N 11
N 222

Department Name
Department Mo
|

Superior Department Name

Description

2. Drill-down jump function of panel elements

When you click the business service and business application icons, you can view the
structural view of each layer, for example, the structural view of the service layer, as shown

in the following figure.

3. Overall Events

o | [ Display the latest 10 e

4.4.1.2 Business Service Operations

1. Creating a business service

Click . The Create Business Service dialog box is displayed, in which you can create a

business service or business application. Create a business service here.

You can specify information in the Basic Information (including the Name, Department,
Person in Change, Phone, Purpose, and Description fields), Associated Business
Application, and Associated Department areas.
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Create Business Service

B Basic Information

Domain

Mame Depariment
Person in Charge Phone

Purpose

Department Parson in Charga

o

Mo data exists

B Associated Department

2. Editing a business service

Select a business service and click .

3. Deleting a business service

Select a business service and click =

4.4.1.3 Business Application Operations

1. Creating a business application

1) Click . The Create Business Application dialog box is displayed, in which you can

create a business service or business application. Create a business application here.

You can specify information in the Basic Information (including the Name, Department,
Person in Change, Phone, Purpose, and Description fields), Associated Resource, and
Associated Service areas. When you finish the setting, click Apply to save the business

application.
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Add Business Application

=

s o

B Basic Information

Domain Group

B Associated Resource

Resource N, [E & 7o

B Resource Name IP Address

B Associated Senvice

Department

v Apply

4 averagevalue @ Add = Delele v Apply

Resource Type Waighl Sefting

Mo data exists

2) In the Associated Resource area, add resources, click Average Value, and then click

Apply.

3) To delete a resource to be bound, select the resource and click Delete.

4) In the Associated Service area, add available business services.

5) When you select a plugin, the Parameter tab page is displayed. On this page, select

PORT or URL, specify necessary information, and click Apply. You cannot perform

operations on both the Parameter and Availability Status tab pages at the same time.
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Edit Business Application

B basic Parameters

Data-Cellection

URL

=] Configuration Parameters

Parameterkey Parametervalue Operation

s

2. Editing a business application

Select a business application and click .

3. Deleting a business application

Select a business application and click =

4.4.1.4 Business Topology

1. Explorer view

The Business Topology pages of Business Service, Department, and Business Application
provide similar operations. The Business Topology page of Business Application is used as

an example here.
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Busine=s Topology

1)

2)

]

Dretails Adanm

;

Corporabon

R 0

solans10 1721

The Business Topology page of Business Application shows the logical relationship

between Business Application and Department/Service/Resource.

Tabs: Structural diagram, Details, Event, and Alarm(which are not available for

Business Service)

When you point the cursor to the icon of a node at a level, the corresponding floating

information is displayed.

4+ Floating information of Business Application: Event, Domain, Business Application

Name, Health Condition, Busy Degree, and Current Availability.

= D=
Domain : Group
Business Application Name . appl2
Health Condition : 96
Busy Degree c 21

Current Availability

L EEEEEEESEEEE—SILGS——..

+ Floating information of Business Service: Domain, Department, Person in Charge,

Phone, Purpose, Description, and Business Service Name.

Domain . Group
Department : Corporation
Person in Charge : Swstem Administrator

Phone

Purpose

Description e =

Business Service Mame : =er001
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Floating information of Department: Department Name, Department No, Superior

Department Name, and Description.

DEpElrtmEnt Mame . Corporation
Department Mo : ORG-001
Superior Department Name . Group

Description

Floating information of Resource: Event, Resource Name, Resource Type, IP

Address, Health Condition, Busy Degree, and Current Availability.

| Event e
Resource Mame
Resource Type

IP Address

Health Condition oo1od

Busy Degree L]

Current Availability g

4) The icon of the current business application (business service or department) is
highlighted.

5) The toolbar of the Business Topology page contains the Edit View, Normal size, Fit

window, Refresh, and Node search buttons.

Edit View: used to switch to the edit view (this button is not available on the
Business Topology page of Department)

Normal size: used to display the structural diagram in its actual size
Fit window: used to fit the structural diagram to the size of the window
Refresh: used to refresh the structural diagram

Node search: used to search for a node in the structural diagram

6) Viewing availability configuration and weight rules: Right-click the business application

topology. A short-cut menu is displayed, which contains the following options:

Availability configuration: Select this option and you can view the resource

relationship of the business application.

Weight rule: Select this option and you can view the weight rule information of the

business application.

2. Edit view

1) The edit view is not available for Department, which has only the explorer view.
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2)  Only the system administrator and domain administrator have the permission to draw a
structural diagram.

3) The node of the current business application is highlighted.

4) The toolbar of the Business Topology page contains the Browsing View, Reset layout,
Normal size, Fit window, Delete and Save buttons.

R EeE=Q

e Browsing View: used to switch to the explorer view

e Reset layout: used to re-calculate node positions for re-displaying the structural

diagram
e Normal size: used to display the structural diagram in its actual size
e Fit window: used to fit the structural diagram to the size of the window
e Delete: used to delete a leaf node. The current core node cannot be deleted.

e Save: used to save the nodes of the current topology and their positions

4.4.1.5 Application Details

The Detailed Information page contains the Basic Information and Business Application (or
Resource) areas. By default, the Basic Information and Business Application areas are displayed,
and the Resource area is hidden.

Demiled information

5
o
Slructural diagras

Health Status

1. Basic Information area

The Basic Information area contains the following items: Domain, Name, Department,
Person in Charge, Phone, Purpose, Availability, Health Condition, Busy Degree, Current
Availability, and Description.
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2. Business Application area

Health Status

1) The index options include Health Status, Busy Degree, and Availability Ratio (data
over the last one hour is displayed by default).

Health Status

Busy Degree

Availability Ratio
2)  You can click & to set a time segment.
Customize Time Segment

Start Time 2013-04-11 23:03 ﬁ
End Time :  2013-04-1200:03 [E

Frequency 5 minutes E

@ Ok ® Cancel

3) Data can be displayed by 1h, 1d, 7d, or 30d and exported into an Excel file or a PDF file.

4) When you click a data point on the curve, you can view information of the
corresponding value.

2013-04-11 23:15

-]
ih 1d 70 304 o8 @

1) Click & The Resource area is displayed. No data exists in this area by default.
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2) To view analysis data, select a resource under Select resource on the left and click 1h, 1d,
7d, or 30d, or click E to set a time segment.

(-]
W id 7d 3d S @

Health Status

3) The index options include Health Status, Busy Degree, Availability Ratio, Breakdown
Times, Downtime (minutes), MTTR, and MTBF.

‘Health Status @
Health Status
Busy Degree
Awailability Ratio
Downtime (minutes)
Breakdown Times
MTBF_R
MTTR_R

4.4.1.6 Application Event

The Event page provides an overview of event information of a business application and is
similar to Overall Events And Alarms—Event Console. Only the events generated by the business
application are displayed.

Event

——
LN i

Structiiral diagram TR G T Alarm

Appiicalion Rame

app-new
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4.4.1.7 Application Alarm

The Alarm page provides an overview of alarm information of a business application and is
similar to Overall Events And Alarms—Alarm Console. Only the alarms generated by the
business application are displayed.

Siructural dagram Detalis

ot B Expan Al

Appicason Name -. ' Sending Rewt

apg2 oo Ad o, 3o EE
Em
En

4.4.2 Business Application Analysis

1. Select business applications (6 at most) to be analyzed, set a time segment, and click Analyze.
The analysis results are divided into the Health Condition, Busy Degree, Availability

Ratio(%), Breakdown Times (times), and Downtime (minutes) columns.

o 20130411 2307

E

Busy Degree

2. Diagram description:

4+ Tables and diagrams showing the analysis results are displayed only after you select

business applications to be analyzed, set a time segment, and click Analyze.
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4+ To export diagrams and tables, click E

< To enlarge a diagram, double-click the diagram.

4+ To view the analysis chart of a business application, click EH in the table.

4.4.3 Overall Events and Alarms

4.4.3.1 Event Console

Cwverall vints wnd ElaFTE Bt Candats - Ewinl Stalus -+ Unprocesisd

A record is generated when a metric of a business application exceeds the threshold defined in
the corresponding business application policy. The Event Console page displays events related to

a business application. The following section describes event-related operations.
1. Viewing events
1) Viewing events through Event Status

4+ You can view events in the unprocessed, processed, and already recovered states.

S Event Status [ -]

I Processed

I Already Recovered

+ Event list
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The event list consists of the Event Name, Application Name, Event Type, and

Occurrence Time columns.
Click an event name to view event details.

You can view events by event severity, including critical, major, minor, warning,

unknown, and information.
2) Viewing events in the View area

In the View area, you can filter events to obtain unprocessed, processed, or recovered

events based on certain criteria.

2. Processing events

You can process one or all events.

To process an event, select the event and click . The processed event is added to

the processed event list.

cess All

To process all events, click », Lo . After being processed, all events are added to the
processed event list.
3. Exporting events

You can export one or all events.

Select an event and click . The selected event is exported into an EXCEL file.
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To export all events, click .

4. Defining an event view
You can define a view to filter events to obtain the required ones.
1) Creating an event view
Click Ed in the View area under Event Console.

The Create a New View dialog box is displayed. You can configure filter criteria in the
Simple Configuration area or Advanced Configuration area.

Create a New View

@ Unpr Processed ® Recovered

Persan in Charge

@0k X Cancel

2) Editing an event view

Select a user-defined event view and click in the View area under Event Console.

3) Deleting an event view
Select a user-defined event view and click H in the View area under Event Console.

4.4.3.2 Alarm Console
When an event generated by a business application meets the preset alarm rules, an alarm is
generated and sent to relevant personnel.
The following section describes alarm-related operations.
1. Viewing alarms
1) Viewing the alarm list

4+ You can view current alarms and historical alarms separately.



?(make IT real
RIIL IT Business Management Operation Guide ’ 4 ’ L

BB Overall Alarms [ -]

& Historical Alarm

4 Alarm list

The alarm list consists of the Alarm Contents, Application Name, Recipient,

Sending Time, and Sending Result columns.

Alarm Console =+ Owerall Alarms - Current Alarm

2) Viewing alarms in the View area

In the View area, you can filter alarms to obtain current and historical alarms based on

certain criteria.

2. Exporting alarms

You can export one or all alarms.

Select an alarm and click . The selected alarm is exported into an EXCEL file.

To export all alarms, click .

3. Defining an alarm view
You can define a view to filter alarms to obtain the required ones.
1) Creating an alarm view
Click in the View area under Alarm Console.

The Create a New View dialog box is displayed. You can configure filter criteria in the

Simple Configuration area or Advanced Configuration area.
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Create a New View

@ Current Alarm ® Historical Alarm

@0k X Cancel

2) Editing an alarm view

Select a user-defined alarm view and click in the View area under Alarm Console.

3) Deleting a view

Select a user-defined alarm view and click = in the View area under Alarm Console.

4.4.4 Policy Configuration

4.4.4.1 Policy Setting

A Dbusiness application policy defines the metrics, events, and alarms related to a business
application. A business application can monitor its metrics and generate events and alarms only
after it is assigned with a business application policy. RIIL provides a default business application
policy.

1. Creating a policy

Click and specify basic information in the dialog box displayed. After a policy is created,

the Resource Relation, Metric Configuration, Event Configuration, and Alarm
Configuration tab pages are displayed.

B Basic nfarmation
L Mama

Domain

Modifier

Modifying Time

You can create a policy using either of the following methods:
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& Click B in the toolbar.
+ Click E] on the right of a business application policy and choose & |
2. Enabling a policy

[~
Click to enable a policy. After being enabled, the policy is used to monitor related

business applications. The enabled policy is marked with E

You can enable a single policy at a time or enable multiple policies in batches.

=
4 Select a business application policy, click E on the right, and choose .

B & testPolic

E Export

[~
4+ Select one or more business application policies and click in the toolbar.

 =%a 3B

3. Disabling a policy
i
Click to disable a policy. After being disabled, the policy is not used to monitor related

business applications. The disabled policy is marked with E
4. Importing a policy

Click E to import a policy. This function allows you to import backup business application

policies into the current system.

You can import a single policy at a time or import multiple policies in batches.

+ Select a business application policy, click E on the right, and choose .
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+ Click in the toolbar or choose from the sub-menu on the right of a business

application policy.

Y-
Toolbar: * 6= aﬁ

Application Policy

-

| F Add
pplication(%

| a Impiort -
i & Poicy0) @ B Export |

Sub-menu:
5. Exporting a policy

Click r':! to export a policy. This function allows you to back up business application

policies in the current system.

You can export a single policy at a time or export multiple policies in batches.

4 Select a business application policy, click E on the right, and choose r':!

Domain :
Group

| |
falmpnn B
| 8
Ep Export ||

4+ Select one or more business application policies and click r-:! in the toolbar or choose
r-:! from the sub-menu on the right of the selected policy.

& =S
Toolbar: i g = BE

Bl Business Application Po
Bl = Busines:

O)

Enable

Sub-menu:

6. Deleting a policy
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Click = to delete a policy. A prompt is displayed for your confirmation on the deletion.

You cannot delete the default policy.
7. Editing a policy

Click the name of an existing policy to edit the policy. You can specify information on the
Resource Relation, Metric Configuration, Event Configuration, and Alarm Configuration
tab pages.

1) Resource Relation

On the Resource Relation tab page, you can set the resources to be monitored using a

business application policy.

Palicy Setting - Foin Polcy

Cramsian Tims

2) Metric Configuration

On the Resource Configuration tab page, you can set the resource metrics to be

monitored using a business application policy.

3) Event Configuration

On the Event Configuration tab page, you can set the types of events generated by the
resources monitored using a business application policy. Those events are classified into

availability events and performance events.
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Policy Configuration - Policy Setting - Edd Policy

Event Configuration

information [

e Ciefawt Systam Settings

4) Alarm Configuration

Policy Coafiguration - Policy Satimg - Edit Policy

&larm Ruls Mams

Dafault alarm nie

4.4.4.2 Permission Setting

Permission control is available for business applications. After a business application is added to
a workgroup, only users in the workgroup have access to the business application.

1. Adding a business application to a workgroup

Click Add. The Add Business Application window is displayed, in which you can add a

business application to a workgroup.
2. Deleting a business application from a workgroup
Select a business application and click Delete.

Note: The default workgroup does not support the adding or deleting operation.

4,5 Event and Alarm Center

4.5.1 Event Console

The Event Console page displays events related to various resources (including hosts, network
devices, storage devices, business applications, links, and equipment room elements). When you

access the event and alarm center, the Unprocessed page is displayed by default.
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E Eveni View

e =/

EEEEEEEEEENEEEEEEEN
LR B B BN NN N

You can view, process, search, and export events. These operations are described in the following.
1. Viewing events
1) Viewing events in the Event Status area

4+ You can view events in the unprocessed, processed, and already recovered states.

B Event Status [~ ]

[ Unprocessed (20)
I Processed

& Already Recovered

4+ Event list

LI M B

liiEEmEn

You can view events on the All tab page and Latest 100 tab page separately.

The event list displays event information in the Event Name, IP Address, Resource

Name, Resource Type, Occurrence Time, and Maintenance columns.

Click an event name to view event details.
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You can view events by event severity, including critical, major, minor, warning,

unknown, and information.
You can view events in the unprocessed, processed, and already recovered states.

2) Viewing events in the Event View area

Event View [ ]
e = ‘.’

B Unprocessed

ed event

W Recovered

2. Processing events

You can process one or all events.

To process an event, select the event and click Wi Proce . The processed event is added to

the processed event list.

55 All

To process all events, click W, Proce . After being processed, all events are added to
the processed event list.

3. Searching events

You can configure search criteria by specifying the following fields on the All tab page:
Domain, Resource Type, Event Type, Event Severity, Event Source, Resource Name, IP
Address, and Occurrence Time.

4. Exporting events

You can export one or all events.

Select an event and click E" Fibiet . The selected event is exported into an EXCEL file.

To export all events, click B Bl .

5. Defining an event view
Click in the Event View area under Event Console.

The Create a New View dialog box is displayed. You can configure filter criteria in the

Simple Configuration area or Advanced Configuration area.
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Create a New View

(] Unpro

on in Charge

1) Editing an event view
Click in the Event View area under Event Console.

2) Deleting an event view

Click = in the Event View area under Event Console.

4,5.2 Alarm Console

onle Bdarm Conmoke - Cresll Alarm - Carment A
B Creerall Alarrre

= Fmsaues Hams

When an event generated by a business application meets the preset alarm rules, an alarm is
generated and sent to relevant personnel. The following section describes alarm-related

operations.
1. Viewing alarms
1) Viewing the alarm list

4+ You can view current alarms and historical alarms separately.
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I Overall Alarms [+ ]

| Current Alarm

[ Historical Alarm

4 Alarm list

The alarm list displays alarm information in the Resource Name, IP Address,
Alarm Contents, Resource Type, Recipient, Sending Time, and Sending Result

columns.

Alarm Console o Owverall Alsms - Corrent Alasm

2) Viewing alarms in the Alarm View area

In the Alarm View area, you can filter alarms to obtain current and historical alarms

based on certain criteria.

Alarm View [+ ]
g = 4

B Current Alarm
B Historical Alarm

2. Exporting alarms

You can export one or all alarms.

Select an alarm and click . The selected alarm is exported into an EXCEL file.

To export all alarms, click B Exortal .

3. Defining an alarm view
You can define a view to filter alarms to obtain the required ones.
1) Creating an alarm view
Click in the Alarm View area under Alarm Console.

The Create a New View dialog box is displayed. You can configure filter criteria in the

Simple Configuration area or Advanced Configuration area.
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Create a New View

© Current Ala rical Alarm

dame

Simple Configuration

Mot

2) Editing an alarm view
Click in the Alarm View area under Alarm Console.

3) Deleting an alarm view

Click I@l in the Alarm View area under Alarm Console.
4.6 Resource Management

4.6.1 Resource Monitoring

Wanagesent

Mg e fraw

B Hescuica Groue 1D

RIIL monitors resources as required by users. You can view monitored resources by resource
status, event severity, resource type, or resource group. The following describes how RIIL

monitors resources.

1. Viewing resources
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1) By status

You can view monitored resources by status, including available, unavailable, and

unknown.

.| Status o

* Unavailable(5)

® Unknown(0)

2) By event severity

You can view resources by event severity. Event severities include critical, major, minor,

warning, unknown, and information.

A Event Severity (]
P Critical(6)

P Major(5)

1 Minor{0)

M Warning(5)

1 Unknown{0)

™ Information(0)

3) By resource type

You can view resources by resource type.

Resource Type [« ]

i Host{40)
E. Metwork Devices(10)

2 Wireles

4) By resource group
You can view resources by resource group.
2. Add to aresource group

To facilitate resource management, you can add resources to resource groups.

& Addio a resource group button is available only after you select a domain in

Resource Monitoring

Domain: | Group
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3. Cancel monitoring

B cCancel monitoring

Select a resource and click to cancel the monitoring on the resource.

A resource not in monitoring is no longer displayed in the monitored resource list.
4. Refresh

You can click Refresh to obtain the latest status of all resources in the resource list.
5. Export

You can click Export to export information of the selected resources an Excel file.
6. Export all

You can click Export all to export information of all resources to an Excel file.

4.6.2 Script Monitoring

You can monitor the execution results of the scripts deployed on the device. Scripts are classified

into timing scripts and advanced scripts.
The following describes operations related to script monitoring.
1. Viewing script monitoring information
+ Viewing the list
The list displays IP Address of the Script, Script Path, Execution Mode, and Port.
+ Filtering records by column
You can filter records by column.

2. Exporting script monitoring records

Click B Export or B Exorail .

4.6.3 Log Monitoring

You can monitor the logs generated by the monitored device. Logs include Windows logs and

Syslog logs.
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The following describes operations related to log monitoring.

1. Viewing log monitoring information
4+ Viewing the list
The list displays Resource Name, Monitoring Policy, IP Address, and Resource Type.
+ Filtering records by column
You can filter records by column.

2. Exporting log monitoring records

Click Ep Export or Ep Export all .

4.6.4 Automatic Inspection

You can add an inspection task and specify the inspected items and inspection mode. After the

inspection finishes, an inspection report is generated and sent to the specified recipient.

4.6.4.1 Inspection Task List

You can view, add, execute, and export inspection tasks. The following describes the specific
operations.

1. Viewing an inspection task

The list displays Inspection Task Name, Equipment Room Name, Equipment Room

Administrator, Task Creator, Task Creating Time, Inspection Type, and Description.

2. Adding an inspection task

F A . o . . .
Click . The Create a Inspection Task page is displayed, in which you can set Basic
Information, Inspection Type, and Inspection Content.

Basic Information includes Inspection Task Name, Equipment Room Name, Equipment

Room Administrator, and Description.
Inspection Type includes Manual, One time, Daily, and Weekly.
Inspection Content can be set according to the default template.

Note: A maximum of 20 inspection tasks can be created.
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6.

Create a Inspection Task

Basic Information

A maximum of ars can be input
A maximum o

A maximum of 200 ~an be input

E m:ﬁ Manually trigger the In

® Onetime

® Dally

® Weekly
Inspection Content

Template: Please seled E

k Selectresource €2 Insertindex

Executing an inspection task

Select a task and click to execute the task. After the inspection finishes, an

inspection report is generated.

Exporting inspection tasks

. 5 Export all . .
Select one or more tasks and click or to export task information to

an Excel file.
Searching for an inspection task
You can search for the desired task by search condition.

Search conditions include Report Name, Inspection Person, Report Recipient, Report

Editing Person, Current Status, and Inspection Time.

One e

Deleting an inspection task

Select a task and click to delete the selected task.
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4.6.4.2 Inspection Report List

mspection ©  Inspection Reporls

Inspedtion P

1. Searching for an inspection report
You can search for the desired report by search condition.

Search conditions include Report Name, Inspection Person, Report Recipient, Report
Editing Person, Current Status, and Inspection Time.

Cument Status

2. Deleting an inspection report

Select a report and click to delete the selected report.

3. Exporting an inspection report

Select one or more reports and click or B Exortal to exported the selected

report(s) to an Excel file.
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4.6.5 Real-time Data Analysis

Q@

iz aals gsts

You can analyze the data of hosts, network devices, network interfaces, and applications in real

time.
1. Real-time host analysis
You can set the following parameters:
Collection Interval: 5 Seconds, 10 Seconds, 30 Seconds, and 60 Seconds

Metric Selection: Average CPU utilization rate and Memory utilization rate

[
Click - to start real-time analysis on the selected host. Click il stop the

analysis.

Rual-tima Dats Amslysis - Hosl

ulzation rats

Average CPU utiization rabe (%)

2. Real-time network device analysis
You can set the following parameters:

Collection Interval: 5 Seconds, 10 Seconds, 30 Seconds, and 60 Seconds
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Metric Selection: Average CPU utilization rate, Memory utilization rate, Ping delay,

Throughput, and Number of broadcast packets in a time unit

Click - to start real-time analysis on the selected network device. Click P

to stop the analysis.

nakyuis - Metwork Devic

Average CPU uifration rate (Vo)

3. Real-time network interface analysis
You can set the following parameters:
Collection Interval: 5 Seconds, 10 Seconds, 30 Seconds, and 60 Seconds
Metric Selection: Traffic and Packet
Traffic: Receiving speed and Sending speed

Packet: Packet loss ratio, Number of unicast packets in a time unit, and Number of broadcast

packets in a time unit

Click - to start real-time analysis on the selected network interface. Click P

to stop the analysis.
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Foal-ime Datn Analysis -0 Nebwork islartace

@ Receding speed @ Sendng speed Unil Khps

Recelving speed(Kbps)

4. Real-time application analysis
You can set the following parameters:
Collection Interval: 5 Seconds, 10 Seconds, 30 Seconds, and 60 Seconds

Metric Selection: Average CPU utilization rate and Memory utilization rate

Click - to start real-time analysis on the selected application. Click il

stop the analysis.
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4.6.6 TOPN

1.

Settings

Refresh

Frequency Mever

Auto Paging 1 Mever

& ok ® cancel

Refresh

oo Mever

1) Select the refresh frequency in

2) Enable or disable automatic paging in

Auto Paging : Mever

o
Click to refresh data.

Click E The Portlet Settings page is displayed.
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Portlet Settings

Portlet Name
Format : @ Chart @ Table
Sorting . @ Descending Order @ Ascending Order

Display Top i

Domain || [ source Type: Host

= Select Resource
Resources to be Selected Selected Resources

i Windows

W 17217 ] |-CRITT.J4|

Resource/Resource group [}
W Windows
W 172
B 172.17.160.248(WIN-CRITT.J4
-CRITT.J4|

4 b

E Select Metrics

Metric Name Metric Linit
CPU Usage %%
Ping Delay ms

Format

1) Select the view format in

2) Select the sorting order of resources

3) Select the number of resources to be displayed in

Display Top 5 [ Resources

4.7 Network Topology

4.7.1 Access Conditions and Display

1. Access conditions

the

view

in

in
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4+ The user is assigned a role having access to the network topology tab and has the
permission to access network topologies (including layer 2 network topology, layer 3
network topology, and user-defined topology).
+ There is at least one operable or read-only topology diagram.
2. Display
+ Except for the system administrator, all other users must set the default display page
when they access the network topology tab for the first time; otherwise, the following
prompt is displayed.
Set The Default Display Page
B You have not set the default page of the topology yet. Please set.
Diefault display page
The drop-down list box lists all topologies that the current login user has permission to
read or operate. The window cannot be closed unless Default display page is set.
The default display page for the system administrator is the layer 2 network topology.
The network topology displays only the resources discovered using SNMP.
4.7.2 GUI

You can use the topology discovery function to generate both layer 2 network topology and layer

3 network topology. Layer 2 network topology is a physical connection diagram of resources.

GEFE B 5 LpaT § PETATR 10 R 0RY (MR of RaesSs Mambar of pAREICa] IR REN Nol me R ikabls | [ [Cricall Seeéiork 5T Swwiiskie Sn navaisbls | @ Mg

No. Name Function Requirement
1 Statistics area For details, see section 4.7.3 "Statistics Area."
2 Operation toolbar For details, see section 4.7.4 "Operation Toolbar."
3 Shortcut area For details, see section 4.7.9 "Shortcut Button Area."
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No. Name Function Requirement
4 Topology area For details, see section 4.7.8 "Topology Area."
5 Topology switching | For details, see section 4.7.10 "Topology Switching."
6 Resource panel For details, see section 4.7.11 "Resource Panel."
7 Thumbnail image For details, see section 4.7.5.2 "Thumbnail Image Panel."
8 Marquee view For details, see section 4.7.7 "Marquee."

4.7.3 Statistics Area

The statistics area displays "Topology management -> XXX (Number of nodes: [number] Number
of physical links: [number] Not monitored: [number])".

XXX indicates the name of the displayed network topology.
Number of nodes indicates the number of devices in the current topology view.
Number of physical links indicates the number of physical links of the current device.

Not monitored indicates the number of unmonitored physical devices in the current topology

view.

4.7.4 Operation Toolbar

Unfolded Folded

From top down, the toolbar contains the following icons: back, play, search node, zoom, fit to
window, normal size, full screen, auto layout, show grid, display hidden nodes, not display
hidden nodes, refresh, undo, redo, delete, and save.
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+ Click ' to display or hide the toolbar.

+ Click to return to the main topology. The icon is displayed as . when there is no

main topology.

+ Click E to play the events on the current topology. The icon is displayed as .

when there is no event on the current topology.

_Search: Enter an IP address or name to searr:#'l-

+ Click n to search for a node.

+ Click to display the move & zoom panel.

+ Click n to fit the topology to the window according to node positions, so that all devices

are displayed in the window.

+ Click n to display the topology in the original size.
+ Click E to display the topology in full screen.

+ Click H to display the topology by topology structure.

Layout Type Selection

Star Layout

Star Layout (with range limited)

Tree Layout

Circular Layout with Parent in The Middle

Single-circle Layout

Concentric e layout
Eagle-eye Layout

® Ok ® Cancel

Layout types

+ Click to show grids. Click the icon again to hide the grids. The icon is displayed as

. when grids are shown.
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+ Click H to show hidden nodes. The icon is displayed as E when hidden nodes are

shown.

+ Click E to hide the hidden nodes. The icon is displayed as E when hidden nodes are

not displayed.

~
+ Click to refresh the topology.

Click to undo a maximum of the latest five position changes.

+

4+ Click to redo a maximum of the latest five undone changes.

+ Click = to delete a node. This button is unavailable in the layer 3 network topology, and
the icon is displayed as .

+ Click E to save the topology.

4.7.5 Navigation

4.7.5.1 Move & Zoom Panel

4+ Click to display the move & zoom panel.
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+ Click the up, down, left, or right arrow in to move the topology up, down, left,

or right.

4+ Select ] and drag the topology.

[

.. Reoox ]
Directly select the zoom size in -! to zoom in or out the topology.
y pology.

. Z200%
to change the zoom size -! .

+ Alternatively, you can adjust the scale

4.7.5.2 Thumbnail Image Panel

4+« When some elements cannot be displayed on the topology as the topology zooms in, a
thumbnail image appears.

4+ You can use the thumbnail image to locate the part to be displayed.

+ You can click - to display or hide the thumbnail image.

4.7.6 Layout Types

4.7.6.1 Star Layout

Click the auto layout button and select Star Layout.
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4.7.6.2 Star Layout (with range limited)

Click the auto layout button and select Star Layout (with range limited).

4.7.6.3 Tree Layout

Select a root node.

Click the auto layout button and select Tree Layout.

4.7.6.4 Circular Layout with Parent in The Middle

Select a root node.

Click the auto layout button and select Circular Layout with Parent in The Middle.



R ﬂrake IT real

RIIL IT Business Management Operation Guide

4.7.6.5 Single-circle Layout

Click the auto layout button and select Single-circle Layout.

4.7.6.6 Concentric-circle Layout

Select a root node.

Click the auto layout button and select Concentric-circle Layout.
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4.7.6.7 Eagle-eye Layout

Click the auto layout button and select Eagle-eye Layout.

4.7.7 Marquee

M (Major) WIN-CRITTJAVFIF Severe overrun of Memory Usage | [ (Warning} W

1. Click . to display or hide the marquee view.

2. Click an event name. The device generating the event is automatically located.
3. Double-click any event name. The Overall Events page is displayed.

Overall Events

All12 P9 Cri 7 B Wajor3 [ Minor0 [ Waming2 P Unknown 0 [ Information 0
Event Name Resource Name IP Addr: Occurrence Time
Severe overrun of Memaory Usa.. R04764 17297161112 2013-04-15 05:00:44
ght overrun of Memory Usage RO
Severe overrun of Memory Usa.. R04364
Available St
CRITTJ4VFIF
CRITTJAVFIF
CRITTJ4VFIF
atus Unavailable  WIN-CRIFTJ4VFIF

-04-15 10:05:51
4-15 10:05:

™
M|
™~
s
o]
m
M .
.
L
™
M
—

Available Status Unavailable  SunWork-PC 17.161.9¢ 2013-04-15 10:05:28

The list displays the latest one event of each device.

4.7.8 Topology Area

1. The layer 2 network topology area displays only physical nodes, virtual nodes, physical links,
virtual links, and interconnection links.

2. The layer 3 network topology area displays only physical nodes, subnets, and logical links.
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The sub-topology area for layer 2 network topology can display physical nodes, virtual
nodes, physical links, virtual links, interconnection links, picture nodes, and shape nodes. In
addition, a background can be added.

The sub-topology area for layer 3 network topology can display physical nodes, subnets,

logical links, picture nodes, and shape nodes. In addition, a background can be added.

The user-defined topology area can display physical nodes, virtual nodes, physical links,
virtual links, interconnection links, picture nodes, shape nodes, and regions. In addition, a

background can be added.

4.7.8.1 Shortcut Menus

1.

2.

3.

The following menu is displayed after you right-click a physical or virtual node.

Hide node
Delete Node
Edit Device

Create a New Sub-Topology
Add to The Sub-topology

Related Modes

Maonitoring Setting

Importance

Commaon Tools

View Metwork Tnterface

Imformation Table

Business Structure Chart

Real-time Data Analysis " Hide node
Detailed Information Yiew Subnet

Ewvent Details Detailed Information

The following menu is displayed after you right-click a physical or virtual link.

Delete
Edit Link

Link Color Metric

Traffic Analysis

Detailed Information

The following menu is displayed after you right-click a subnet.
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4.

5.

6.

7.

Hide node

View Subnet

Detailed Information

The following menu is displayed after you right-click a picture node.

Delete Node

Place to The Top
Place to The Bottomn

Attribute

The following menu is displayed after you right-click a shape node.

Delete Node

Place to The Top
Place to The Bottomn

Attribute

The following menu is displayed after you right-click a region.

Delete Mode

Attribute

The following menu is displayed after you select multiple nodes and right-click them.

Create a Mew Sub-Topology
Add to The Sub-topology

Mew Flow Topology

Delete Node

Hide node
Related Modes

Harizontal Arrangement

Vertical Arrangement

Note:

4+ Menu displayed after you right-click a device:

1) Display/Hide node
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2)

3)

4)

Displaying or hiding a node will change the display status of the node on the topology.
Select Hide node to hide the device on the topology. Select Display node to display the
device on the topology.

Delete Node
Select  Delete  Node. The following  prompt box is  displayed.

Message

Are you sure you want to delete the selected

object?

Ok Cancel

Click Ok. The node is deleted and the topology is automatically saved.
Edit Device

Select Edit Device. The Edit Device page is displayed, where you can set Displayed
Name, IP Address, Device Type, and SNMP Version. The settings take effect
immediately and are saved automatically.

Edit Device

Displayed Mame :R0O4764

Device Type . Host

IP Address v Ar.161.112
SMNMP Version o SNMP w2

Port SA61
Read-Only

Community . public
Read-VWrite

Community . private

@0k ®cancel

Create a New Sub-Topology

Sub-topologies can be added to layer 2 network topology, layer 3 network topology, and
level 1 sub-topologies of layer 2 and 3 network topologies.
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Create a New Sub-Topology
Superior Topology Name © Sub-topology 1

Sub-topology Name

List of Devices to be Selected List of Selected Devices

IP Address E IP Address E ®,

IP Address Device Name ice Type 7] IP Address Device Name Device Type

10.10.10.10 tom2312 i . B [F| 172.17.161.114 RIDOBST Host

10101011 1
172171601 S5760
1721716014 WIN-OMRQJT1JLIC

172.17.160.148 WIN-CRITTJ4VFIF
RIIL-149

172.17.160.150 WIN-CRITTJ4VFIF

172.17.160.152  WIN-CRITTJ4VFIF

#® Cancel

5) Add to The Sub-topology

1.  When a node is on the layer 2 network topology, layer 3 network topology, or level
1 sub-topology, Add to The Sub-topology is available.

2. To add a sub-topology to layer 2 or 3 network topology, you must add it to the level
1 sub-topology of the layer 2 or 3 network topology. You cannot add a
sub-topology to another sub-topology.

Add To The Sub-topology

i Select the topology to be added to

Sub-topology 1

Sub-topology 2

6) New Flow Topology

You can create traffic topology for routers, switches, and firewalls.
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New Flow Topology

Superior Topology Name © Flow Topology

Flow Topology Name

List of Devices to be Selected List of Selected Devices

IP Addr E @ IP Address El ®
IP Address Device Name Device Type [ IP Address Device Name Device Type
1724 0_Red- Router | = [ 17217 167 8 2 >E-3 Layer 2 switch
172.16.8.50_Red-... Router
71601
172.17.161.220 Ruijie
EG1000C-TIYFZX Router
Firewall
Router

Layer 2 switch

7)  View Wireless Devices
For a switch connected with wireless APs, you can view the list of wireless devices.

8) Related Nodes

Select The Relation

Generate Topology

The following topology is generated. Click the save button. Then, you can create a

sub-topology or add to sub-topology.

Topoiogi:al Dxgram of Redated Devices

B Viswhs agram of related devices

9) Monitoring Setting

Cancel Monitoring
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After you select Cancel Monitoring, the options Panel Information, View Network
Interface, Business Structure Chart, Real-time Data Analysis, and Detailed

Information are unavailable.

10) Importance

Core

Backbone

+ Mormal

The importance can be reflected by node size. It can be set on the Global Settings page

of the shortcut area.
11) Common Tools

For details, see section 4.7.9.4 "Common Tools."
12) Panel Information

Panel Information_172.17.160.1

yevice [P Address

Drevice Model Device Vendor

lable i Unavailable % Unknown

The default panel is displayed if available. If a panel has been defined on Panel
Management, the user-defined panel is displayed. You can click the restore to default
button to restore the default panel.

13) View Network Interface

The network interfaces of the device are listed.
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14) Information Table has such submenu options as Interface Table, Address Table,
Routing Table, ARP Table, and VLAN Table.

Interface Table
Address Table

Routimg Table
ARP Table
YLAM Table

15) Business Structure Chart

If the user who has permission to manage a resource selects Business Structure Chart,
the business structure chart page for the resource is displayed.

16) Real-time Data Analysis

If the user has permission to manage a resource, and the resource is under monitoring
and available, the Real-time Data Analysis page for the resource is displayed when the
user selects Real-time Data Analysis.

® throughput W Mumbar of bro #15 i @ time umit

2

No dalE exsls

17) Detailed Information

If the user has permission to manage a resource and the resource is under monitoring,
the Detailed Information page for the resource is displayed when the user selects

Detailed Information.
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18) Event Details

The events of the current device are displayed.

+ Menu displayed after you right-click a link
1) Delete
1. If only one link is displayed, the Delete Link page is as follows.

Delete Link =
= Delete Link

Source Device Destination Devic! Source Interface Destination Interface  Value Obtaining Interface Remarks

S5760 RG-: E-3  GigabitEthernet 0/43 GigabitEthernet 0/50 Source Interface

2. If multiple links are displayed, a prompt box is displayed, prompting you to

confirm the deletion.
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Message

Whether to delete the selected link?

Ok Cancel

2) Edit Link
Editing a link will update the link information in all topologies. The modifications take
effect immediately and are saved automatically. The editing rules are as follows:

1. When only one link is displayed, the Edit Link page is as follows.

Edit Link

Source IP addre: r2.17.160. ) —= Destination IP addr 7217160 148(WIN-CRITTJ4VFIF)

Source Interface . GigabitEthernet 0147 | Destination Interface :  Intel(R) PROM 000 MT N
Value Obtaining Interface : Source Interface E

Metric Threshold Setting

Current Link Color Metric:Total Traffic Bandwidth:1000M [ ere [ Warning [ Normal

Metric Threshold Definition

Awailable Status

Uplink Traffic > kops ™ = 050000  kbps
Diownlink Traffic = 900000 kbps = 950000 kbps

Total Traffic ; = 1900000 kbps

Uplink Bandwi 0 100
Utilization(%)

Downlink Bandwidth 0 : 100
Utilization(%)

Bandwidth Utilization Rate

*Mote: Ifthe p = -
cannot be set. ] % Cancel
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3) Link Mark

When multiple links are displayed, you can select the link mark type.

Mo Mark

Link Type

Link Remark
Uplink Traffic

= Downlink Traffic
Total traffic

4) Link Color Metric

» Total traffic
Bandwidth Utilization Rate

5) Traffic Analysis

Traffic analysis can be performed on a maximum of six links.

Dassnation Devce

Refress intervat 40Sgcond E incex Selecbon: @ Receiving Rse @ Sending Rate

()

No B3 gxists.

6) Detailed Information

Destnibesd libo i Boi

Destingtion Davice Source interiace

172174678 CaigabitEthemet 0 Gi

+ Menu displayed after you right-click a subnet
1) Display/Hide node
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Displaying or hiding a node will change the display status of the node on a specific
topological diagram. Select Hide node to hide the device on the topology. Select Display
node to display the device on the topology.

2) View Subnet

View Subnet_10.10.100.0/24

B v he information about the

Ruijia

3) Detailed Information
Detailed Information10.10.100.0

& Information about the devic ontained in the current subnet
Device Type: All fendor. Al
Direct-
Device Name IP Address 1 MAC Addi Device Type ‘Vendor connection
Device
tom2312 10.10.10.10 00:1a:a 94 Wirel Ruijie
1 10.10.10.11 00:1z a7 ire wice Ruijie
Ruijie 1 7.161.220 00:1a:a9; : Ruijie

1M Total number: 3 |4= First 4= s = Next = End =

Click **! to view the information of the device directly connected to the selected

device.
+ Menu displayed after you right-click a picture node
1) Delete Node
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2)

3)

4)

1)
2)
3)
4)

Place to The Top

This operation takes effect immediately. The modification must be manually saved.
Place to The Bottom

This operation takes effect immediately. The modification must be manually saved.

Attribute

You can edit attributes of a picture node and associate the picture node with other
resources. After association, double-click the picture node on the topology. The

associated resource, equipment room, or topology will be displayed.

Edit Picture Node

B Ifthe display name is left blank, its name will not be displayed.

Display Mame - Unnamed node

lcon Modify icon...

Mot associate
Associate with resource

Select Resource

Associate with sub-picture [F

Select Sub-picture

Associate with equipment room [F

Select Equipment Room -

Associated Status

Menu displayed after you right-click a shape node

Delete Node

Place to The Top
Place to The Bottom
Attribute
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Shape Attnbuie

Square attributes:

Shape Attribute

Filling : [P B Transparent
Color
Thick

. . # Ok ® Cancel
Circle attributes:

Text Attribute

® Enter the text contentto be added.

Text . |Unnamed node

Filling : 2 Transparent
= N e |
Color : i Transparent

Thickne
Font Size

Font Color :

Text attributes:

Line Attnbute

Line Color

Line Thicknes

Line attributes:

+« Menu displayed after you right-click a region
1) Delete Node
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2)

Attribute
Reqion Attnbute

Region Mame : Unnamed area

Region Remark :

& Ok ® Cancel

+ Menu displayed after you select multiple nodes and right-click them

D)
2)
3)
4)
5)

6)

7)
8)

Create a New Sub-Topology

Add to The Sub-topology

New Flow Topology

Delete Node

Display node

This option is unavailable when the selected nodes are all displayed.
Hide node

This option is unavailable when the selected nodes are all hidden.
Related Nodes

Horizontal Arrangement

Top Alignment
Center Alignment

Bottam Alignment

You can undo the operation by clicking the undo icon on the toolbar.

Vertical Arrangement

Left Side Alignment

Center Alignment

Right Side Alignment

You can undo the operation by clicking the undo icon on the toolbar.
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4.7.8.2 Right-Clicking in Blank Area

1. Layer 2 network topology

1)

2)
3)
4)

Setto The Default Page
Export

Reset Layout

Add Device
Add Link

Hide resource and link prompt
Does not Display Hidden Modes

Yiew the List of Hidden Resources

Device Mark

Link Color Metric

Display in multi-link mode

Current Devices
Current Links
Display Traffic
Mode Setting

Set to The Default Page: used to set the default page displayed when a user accesses the
network topology tab.

Export: used to export topology information and generates image files.
Reset Layout: The menu options are the same as those of layout types.
Add Device

You can directly add a device or add a device from the resource pool.

Add Device Mew Device

Resource Pool

+ Adding a new device:
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Add Device

DCS Selection . DCS 17217 160.231_47

Device Type . Router
IP Address

SMMP Version © SNMP 2
Port 161

Read-Only
Community

Read-Write
Community

4+ Adding a device from the resource pool:

Resource Library Selection

] notin the topology from the re: e library and add them to the topology.

Resource Name 7] 8
Resource to be selected Selected Resource
Resource Mame IP Address Resource Type Wendor Resource Name  IP Addi esource Ty... Vendor  Operation
Ruijie Router Ruijie
Ruijie Router Ruijie
Ruijie Router Ruijie

RIDDG5S 172.17.161.106 Windows Microsoft

No data exists.

@0k ¥ Cancel

5 Add Link

To add a link between two devices, you need to add the link to all topologies where the
two devices are deployed (except layer 3 network topology). The modifications are
saved automatically, and the links are monitored automatically. If the link to be added
already exists (that is, a link with the same source and destination IP address, source

interface, destination IP address, and destination interface exists), the link is not added.
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6)

7)

8)

Add Link

Source IP Address : . . E Obtain Interface
Source Interface i E

Destination IP Address © |0 . : .0 Obtain Interface

Destination Interface - E |

® Cancel

Hide resource or link prompt (or Display resource or link prompt)

You can hide or display prompts of resources or links on the current topology. This
operation takes effect immediately. The modification must be saved manually.

4+ If Hide resource or link prompt is selected, the link or resource information is not

displayed when you move the cursor upon a link or resource.

+ If Display resource or link prompt is selected, the link or resource information is
displayed when you move the cursor upon a link or resource.

Display Hidden Nodes (or Does not Display Hidden Nodes)

You can select whether to display the hidden nodes on the current topology. This

operation takes effect immediately. The modification must be saved manually.

(Note: The hidden state of the resources is not changed.)

+ If Display Hidden Nodes is selected, the hidden nodes are displayed on the
topology.

+ If Does not Display Hidden Nodes is selected, the hidden nodes are not displayed
on the topology.

View the List of Hidden Resources

You can display the hidden resources on the current topology and change the hidden
state of the resources.
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9)

10)

11)

List of Hidden Resources 5]

7 Thﬁ_r et as hidden resources on the current topological diagram can be displayed by D picey Setlo display

Resource Mame IP Address Resource Type \endor

FAT_AP 172.17.161.25 Wireless AP device Ruijie

RO4127 72 17.161.15: Hos
R0O4303 61.117 Hos
RO4764 5 B i Hos
Hos
Hos
Hos
Layer 2 switch Ruijie
Layer 2 switch Ruijie
Host Microsoft

1/3 Total number: 21 [4= First 4= P s =p Mext =p| End

Device Mark

You can change the device mark on the current topology. You can select one from the
available options: IP Address, SysOID, Display Name, and Device Type. This
operation takes effect immediately. The modification must be saved manually. You can

set the device mark only in non-global mode.

Link Mark

You can change the mark of all links on the current topology. You can select one from
the available options: No Mark, Link Remark, Link Type, Uplink Traffic, and
Downlink Traffic. This operation takes effect immediately. The modification must be

saved manually. You can set the link mark only in non-global mode.

Uplink: For the source interface, uplink indicates the direction from the source interface
to the destination interface; for the destination interface, uplink indicates the direction

from the destination interface to the source interface.

Downlink: For the source interface, downlink indicates the direction from the
destination interface to the source interface; for the destination interface, downlink

indicates the direction from the source interface to the destination interface.
Link Color Metric

You can change the color of all links on the current topology. Only one option can be
selected. This operation takes effect immediately. The modification must be saved

manually. You can set the link color only in non-global mode.
When only one link is displayed, the color of one link is selected. The link selection

rules are as follows:
i. By link state. Select the color of the unavailable link. If there is more than one
unavailable link, the color of the link added earliest is selected.

ii. By metric performance. If there is more than one link with the poorest performance,
the color of the link added earliest is selected.
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12) Display in single-/multi-link mode

You can change the display mode of links on the current topology. This operation takes
effect immediately. The modification must be saved manually. This option cannot be

selected if it conflicts with the global settings.

4+ If Display in Single-link mode is selected, only one link is displayed on the
topology.

4+ If Display in Multi-link mode is selected, multiple links are displayed on the
topology.

13) Current Devices

All devices on the current topology are displayed, including hidden devices. You can

click '®! to view resource details of a device.

Current Devices

E:| Vendor: Al E &

Memory

IP Addr ] Device Name Device Type Vendor il

10.10.10.10 tom. Wirele Ruijie

1 Wirele -~  Ruijie

30 jitc Ruijie
WIN-OMRQJT1JLIC Microsoft
WIN-CRITTJ4VFIF Microsoft
RIL-149 Microsoft
Microsoft
WIN-CRITTJ4VFIF Microsoft

SUNST

DEEEBENEEBEEHDBD

RUMIE-DBAPPS Microsoft

&

1/6 Total number. o + » Mext =#| End

14) Current Links

All links on the current topology are displayed. Click to edit information of a link.
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Current Links =
Source IP - ® Overload mm Alertload e MNormal load mmm Unknown »¥ Disconnected [B

Value Trafic(bps)
Obtaining Operation
Interface Uplink Downlink Uplink

Source .. Destination
Interface " Interface

1... FastEthemet0/1 Intel Source Int..
stEthernet 0... Qualcomm ..

Intel(R) PR... 1000
stEthernet 0/3 ethd 1071ATK L 100
gabitEthern... Intel(R) Source Int.. oM 229M 41% 0 1000
GigabitEthern Intel{R) PR. Source Int 3.90M 229M 1000
gabitEthern... GigabitEther... Source Int.. 4 1.79M 0.09% a4 1000
Intel{R) PR Source Int. 390 229M 0.4 24% 1000

172.17.160.1 1 7.160... gabil 2. Intel(R) PR... rce Int... 3.90 2.29M 0.41% : 1000

—
m—
—
|
_—
—
|
_—
—
—

5 IS B 5 R S SR S

72471601 17217 160 abif . Intel(R) PR... Source Int.. 3.9 229 0.41% 1000

1/5 Total number. 48 4= Previous =» Next =p| End

Physical Location Information

al Location © - i Location : -

15) Display Traffic

After you select Display Traffic, the topology switches to multi-link mode and the total
traffic of all links is displayed. You can display the traffic only in non-global mode.

16) Node Setting

You can set the font size (the setting applies to Device Mark, Link Mark, Picture Node
Name, Region Name, and Virtual Device Name) and font color (the setting applies to
Device Mark, Picture Node Name, and Virtual Device Name). You can perform node

setting only in non-global mode.

2. Layer 3 network topology

Setto The Default Page
Export

Reset Layout

Hide resource and link prompt

Does not Display Hidden Modes

View the List of Hidden Resources

Device Mark

Current Devices

Mode Setting

Set to The Default Page: used to set the default page displayed when a user accesses the
network topology tab.

Export: used to export topology information and generates image files.

Reset Layout: The menu options are the same as those of layout types.
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4)

5)

6)

7)

8)

9)

D)

Hide resource or link prompt (or Display resource or link prompt)

You can hide or display prompts of resources or links on the current topology. This

operation takes effect immediately. The modification must be saved manually.

4+ If Hide resource or link prompt is selected, the link or resource information is not

displayed when you move the cursor upon a link or resource.

+ If Display resource or link prompt is selected, the link or resource information is

displayed when you move the cursor upon a link or resource.
Display Hidden Nodes (or Does not Display Hidden Nodes)
You can select whether to display the hidden nodes on the current topology. This
operation takes effect immediately. The modification must be saved manually.

(Note: The hidden state of the resources is not changed.)

+ If Display Hidden Nodes is selected, the hidden nodes are displayed on the
topology.

4+ If Does not Display Hidden Nodes is selected, the hidden nodes are not displayed
on the topology.

View the List of Hidden Resources: used to display the hidden resources on the current

topology.

Device Mark

You can change the device mark on the current topology. Only one option can be

selected. This operation takes effect immediately. The modification must be manually

saved. The setting cannot be saved if it conflicts with the global settings.

Current Devices: used to display all devices on the current topology, including hidden
devices.

Node Setting

You can set the font size (the setting applies to Device Mark, Link Mark, Picture Node
Name, Region Name, and Virtual Device Name) and font color (the setting applies to
Device Mark, Picture Node Name, and Virtual Device Name).

Sub-topology

Sub-topology diagram of layer 2 network topology

The shortcut menu does not have the Add Device option. Other menu options are the

same as those in the shortcut menu for layer 2 network topology.
Sub-topology diagram of layer 3 network topology

The sub-topology of the layer 3 network topology is the same as the layer 3 network
topology. For the shortcut menu of the sub-topology, see the shortcut menu of the layer
3 network topology.

User-defined topology
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The shortcut menu for the user-defined topology does not have the Reset Layout option.
Other menu options are the same as those of the shortcut menu for the layer 2 network

sub-topology.

4.7.9 Shortcut Button Area

4.7.9.1 Global Setting

Only the system administrator can set devices, links, and topologies globally.

When Display based on global settings is selected, relevant functions on the topology are
restricted.

1. Device
Global Settings
P Global settings
T
Device Link Topology
M Display based on global settings
Select Device Mark:
IP Address » Sys0ID v Display Name | Device Type
Setthe lcon Size for the Core Device:
Small | Medium 2 Big

Setthe lcon Size for the Backbone Device:

Small | Medium @ Big
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2. Link
Global Settings

B Global settings

Device ! %

[l Display based on global settings

Link Mark

Link Display Mode
Link Color Metric Total traffic
E Display threshold settings

Metric Threshold Setting page
3. Topology

Global Settings
B Global settings
Device Link
M Display based on global settings

Hide Event and State : [

Displayed Device

M storage

-
L
Mode Text Scale ;

Mode Text Calor ; '

Downlink traffic

Topology

Bl Display in single-link mode

Topology

[ Host

M others

& Save
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4.7.9.2 Topology Discovery

Topology Discovery

Topology Discovery

Paramater Setting

Seed Device Setiing ¥ Discovery Depth
172171601 # adg
¥ Delele

pih: number ol ¢ that can be ed from the

T

Add a subnet

" Discovary Method

B SubnetAddress Subnet Mask ® add
X Delete

the Discover bution to enable th c 5 iy function

Only the system administrator can use the topology discovery function. The discovery algorithm
can be selected and SNMP can be set on the Discovery Configuration tab page.

Topology Discovery

SHMP setting

SHMPVL/V2 HMP

n Read-Only Commaunity Read-Write Commuinity

| | public

4.7.9.3 Permission Management

Users other than the system administrator can access the Permission Management page only for

the topology they have permission to operate.
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Permission Management

+ L yLayer 2 network topology Pe ion information r 2 network topology
T

I Sub-topology 1 Warkgroup User Information

& Sub-topolog Domain; Al ‘ [}
| Sub-topolo
| Sub-topolo

Workgroup Name 4 Domain | Read Only [ Operable
Default Workagroup Group

I Sub-topology Test Workgroup Group
M Layer 3 network topology

B User-defined network topology

111 Totalnumber: 2 |4= First 4=

4+ The system administrator can assign the read-only or operation permission over a topology

to users or work groups.

4+ A user other than the system administrator can assign only the read-only permission over a

topology to work groups or other users.

4.7.9.4 Common Tools

[©]

SMNMP Test  Telne TraceRoute Web

1. MIB
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MIE Browser

s MIE Browser HostIP Address | Read Community [ereesx |
[ J
Framework Fort Mumiber; |151 | Wirite Community. | #esees !
Mg
Configuration | |
Textual | |
Motification _ _ - - . _ — —
Transport 'f \J { ) L > f \J f ) ." Clear
Operalion Marmeioin Walue
Mode Mame
Syntax
Actess
Status
Diefyal
Indexes
Descr
Ready
Invoke the MIB Browser.
+ Access the MIB Browser page by right-clicking a node on the topology and selecting

+

MIB from the shortcut menu. Host IP Address is set to the device's IP address by
default.

Access the MIB Browser page by clicking MIB in the shortcut area. Host IP Address is
left blank.

2. Ping

IP Address : Timeout Duration (ms) © 4000

Execution Times Packet Length (Bytes) : 32

s
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4+ Access the Ping page by right-clicking a node on the topology and selecting Ping from
the shortcut menu. IP Address is set to the device's IP address by default.

Access the Ping page by clicking Ping in the shortcut area. IP Address is left blank and

must be set.

4+ Function: Perform the ping operation after verifying that the inputs are correct. The ping

operation result is displayed in the text box.

3. Remote Ping

Remote Ping

P Remotely connectto a device and ping the destination device or host using this device.

Enter the information of the device to be connected to.

lemote [P
Address

User Name
Password
Part D 23

Login Mode - Telnet

Enter the IP address of the destination device or host.

Enter parameter information for running the ping command T

MNumber of
packets sent

Timeout Duration

Result

+ Access the Remote Ping page by right-clicking a node on the topology and selecting
Remote Ping from the shortcut menu. Destination IP Address is set to the device's IP
address by default.

Access the Remote Ping page by clicking Remote Ping in the shortcut area. Destination
IP Address is left blank and must be set.
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4+ Click Ping to perform the remote ping operation. The operation result is displayed in
the Result box.

4. SNC

If the system is integrated with SNC, the SNC page is displayed.
5. SNMP Test

SHMP
DCS Selection
IP Address

SMMP Version L BMMP 2

Part S 161

Read-Cnly
Community

Read-Write
Community

+ Access the SNMP page by right-clicking a node on the topology and selecting SNMP
Test from the shortcut menu. IP Address is set to the device's IP address by default and
cannot be changed.

Access the SNMP page by clicking SNMP Test in the shortcut area. IP Address is left

blank and must be set. The predictive text input function is available.

+ After setting required information correctly, click Test. The test information is displayed
in the Result box.

6. Telnet/SSH
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Encodieg  Languige

Misconnect Aecoanoct | Copy | Paste| | Teinet| SSH |

+ Access the Telnet/SSH page by right-clicking a node on the topology and selecting
Telnet/SSH from the shortcut menu. IP Address is set to the device's IP address by
default.

Access the Telnet/SSH page by clicking Telnet/SSH in the shortcut area. IP Address is
left blank and must be set.

4+ Click Connect. You can enter information in the operation area.

7. TraceRoute

TraceRoute

IP 3 Timeout Duration  © 1000
Address boa)

Max-Hop -

+ Access the TraceRoute page by right-clicking a node on the topology and selecting
TraceRoute from the shortcut menu. IP Address is set to the device's IP address by
default.
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Access the TraceRoute page by clicking TraceRoute in the shortcut area. IP Address is
left blank and must be set.

8. Web

Web Management Tool

Protocol . HTTP

URL

#0ok  ®cancel

+ Access the Web Management Tool page by right-clicking a node on the topology and
selecting Web from the shortcut menu. URL is http://device’s IP address and can be
changed.

Access the Web Management Tool page by clicking Web in the shortcut area. URL is
left blank and must be set.

4.7.9.5 Picture Library

The background operations are the same as picture operations. The following describes picture
operations.

Picture Library
e e
Picture Background

Digit... Host Laye.. Laye.. Platff.. Rout. Semnv.. Semrv.. Viru..

5.

Wire...

1. Adding a picture
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Picture Library

Picture Background

Picture Mame Picture File Picture Type Picture Size

T Information of uploaded file

Select

2. Deleting a picture
Select a picture and click Delete. A preset picture or a picture in use cannot be deleted.
3. Editing a picture

Select a picture and click Edit. A preset picture cannot be edited. The following figure shows
the Edit Picture page.

Edit Picture
Picture Name : picturel

Picture - 11z]" Change to...

Description: 4. The picture in only the JPG, JPEG, GIF PNG, BMP, or
SWF format can be uploaded.
2. The picture size must not be greater than 2M.
3. The maximum number of images per upload is 50.

v O ¥ Cancel
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4.7.9.6 Panel Management

Panel Management

1. Panel tree

The panel tree consists of device types and network device series. Device series are under the
device type. The number of devices of the same device type is displayed next to a device

type.
1) Import

Import

Select File : W Browse

Ifthe panel to be imported already exists, select a processing mode:

& Overwrite (overwrite only the panel name and panel picture information)
i@ Create a self-defined panel

i@ Cancel importing

@0k  ®cancel

2) Export
Export panel information. Only panel configurations are exported.

3) Device types can be added and exported.

(LA TTT L o T

(1) Create
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Create panel

Panel Mame

@ oxk  ®Ccancel

Panel Name: The panel name must be specified. The panel names for devices of the

same series cannot be identical.
(2) Export: Export panel configurations.
2. Panel-related operations
1) System panel
I
I
|

[T —

2) Non-system panel

1§ copy

. = Delete

|l Rename
B Export

3. Panel Configuration
4+ Displaying panel information
Panel information includes Panel Name, Device Type, Device Vendor, and Device Series.

+ Editing the panel

Ponel Conhoaration
Panel Mame 5 Device Type Crevice Vendar Ruijie

Il Case Wl Card i Interface | % @

& & @&

E: used to preview the panel

E: used to display the panel in full screen
Ei

: used to open the panel tool page

: used to automatically obtain an interface
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E: used to display the attributes of the selected object
m: used to align the selected object to the top

m: used to align the selected object to the center

u: used to align the selected object to the bottom

E: used to align the selected object to left

E: used to align the selected object to the middle

E: used to align the selected object to right

8. used to distribute the selected objects horizontally
E: used to distribute the selected objects vertically
B used to restore the panel configurations to the last saved ones
B used to delete the selected object

H: used to save panel configuration

4. Device Association
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Device Association

P Search

111 Total 4 4= First

1) List of associated devices
You can add or delete associated devices.

2) Adding an associated device

Add Device

IP Address E
Device Mame / Device Model
RG-32652G-E-3 217, 52652G-E
RG-326562G-E-4 (217677 52652G-E
S52652G-1 1724767 2 52652G-E

2662G-2

Model

Used Backplane

20k

% Cancel
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4.7.9.7 Automatic Inspection

Only users assigned a role having access to the Automatic Inspection page can use the automatic

inspection function.

Imnpection

{ Eocation List

1. Device and Location List
1) This tab page displays the physical locations of devices.

2) Search: You can search for devices by IP address, MAC address, device name, device

type, or device location.
3) You can export the data of the selected device or all devices.
2. Inspection Tasks
For details, see the function description of automatic inspection.
3. Inspection Reports

For details, see the function description of automatic inspection.

4.7.9.8 Address Book

An event is automatically generated in the case of IP address change or network interface

location change.

Address Book

14:14:4b:13

b1 1eTEIC

||
|
=
|
| |
L
|
|
L
B
L]

Di-1aadTe14:be
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1. Real-time Table

1)
2)
3)

The real-time table is obtained according to the devices on the topology.
Search: You can search devices by IP address, MAC address or upper-layer device name.
You can set the selected device or all devices as the benchmark.

Select information and click Set as the benchmark. The selected information is added to

the benchmark table according to the following rules:
i.  When the MAC addresses are the same

Check whether the upper-layer device name, upper-layer device IP, and upper-layer
device port are the same. If they are the same, the IP addresses are merged; if they

are different, the information cannot be added.
ii. When the MAC addresses are different
Check whether the IP address exists in the benchmark table. If the IP address exists

in the benchmark table, the information cannot be added; if the IP address does not

exist in the benchmark table, the information can be added.

2.  Benchmark Table

i

ii.

iii.

Adding a benchmark

Add Benchmark

MAC Address

IP Address

Upper-layer
Device IP 2 btain interface

Upper-layer
Device
Interface

Yok  ®cCancel

Deleting a benchmark

Select a benchmark and click Delete to delete the selected benchmark from the
benchmark table. If the deleted benchmark is from the historical table, the historical
information can be operable.

Importing benchmarks

The rules for importing information to the benchmark table are as follows:

4+ When the MAC addresses are the same
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Check whether the upper-layer device name, upper-layer device IP, and upper-layer
device port are the same. If they are the same, the IP addresses are merged; if they

are different, the information cannot be added.

4+ When the MAC addresses are different

Check whether the IP addresses are the same. If the IP addresses are the same, the

information cannot be added; if the IP addresses are different, the information can
be added.

iv. Exporting benchmarks
You can export the information from the benchmark table.
Historical Table

1) If the MAC address in the real-time table exists in the benchmark table, check whether
the corresponding IP address and upper-layer device name are changed. If so, the

information is displayed in the historical table.

2) Search: You can search for information by MAC address or change time. The change
time is the latest 24 hours by default.

3) Buttons: Set as the benchmark, Delete

4.7.10 Topology Switching

+

+

The topology tree lists topologies that the current user has permission to access. For layer 2
or 3 network topologies, if the user has permission to read or operate sub-topologies but no
permission to read or operate upper-level topologies, all upper-level topologies are listed in
the topology tree, but the user can neither view nor invoke the shortcut menu for these
topologies. For user-defined topologies, if the user does not have permission to read or
operate user-defined topology, but has the permission to operate the layer 2 network
topology, the category User-Defined Network Topology is displayed, and a right-click menu

can be invoked.

When the topology is displayed by default, the icon changes accordingly. Initial status: Layer
2 network topology is displayed by default.

If the user who has the permission to operate the current topology changes the current
topology and attempts to switch to another topology, a message prompting the user to save

the modifications is displayed.

If the user has permission (read-only or operation) over the topology diagram, the user can

double-click to access the topology and invoke the shortcut menu for related operations.

4.7.10.1 Operations on Layer 2 or 3 Network Topologies

el T L

Create a New Sub-Topology

Default Display
Additional Link Discovery

Reset Layout




? (make IT real
RIIL IT Business Management Operation Guide ’ 4 ’ L

1. Create a New Sub-Topology

A sub-topology cannot be added for a level 2 sub-topology. In this case, Create a New
Sub-Topology is unavailable.

2. Default Display

If the default page of the topology is displayed, the icon changes accordingly. The operation
takes effect immediately and is saved automatically.

3. Reset Layout

You can reset the layout according to different modes. If the currently operated topology is
not displayed, you need to manually save the modification. This operation takes effect

immediately. The modification must be saved manually.

4.7.10.2 Operations on Sub-topologies

T —
Create a New Sub-Topology

0|
Default Display

Delete

Edit

Reset Layout

1. Create a New Sub-Topology

A sub-topology cannot be added for a level 2 sub-topology. In this case, Create a New
Sub-Topology is unavailable.

2. Default Display

The function is the same as that for layer 2 network topology. For details, see the default

display function of layer 2 network topology.
3. Delete
The system performs the following judgments before deletion:

1) If the topology is the default display topology, makes the Delete option unavailable.

Create a Mew Sub-Topology

Default Display

Edit

Reset Layout

2) Checks whether any sub-topology exists under the topology. If yes, makes the Delete
option unavailable;

3) if no, displays the following message.
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Message

Whether to delete the topological diagram whose
name istest?

4) If the deleted topology is the currently opened topology, displays the default topology
after the current topology is deleted.

4. Edit
Select Edit. The Edit Sub-topology page is displayed.

Edit Sub-topology
Superior Topology Name : Layer 2 network topology

Sub-topology 3 : Sub-opology 2

List of Devices to be Selected List of Selected Devices

® IP Address E L §
Device Name Device Type
10.10.10.10 Cde. E | 72 B60.1 TJ4VFIF
10.10.10.11 ! o ] A R0437
RO45904
WIN-OMRQJT1JLIC | RIO0GE1
RIL-149
WIN-CRITTJ4VFIF
WIN-CRITTJ4VFIF
17217160175 SUNST

® Cancel

5. Reset Layout: The function is the same as that for layer 2 network topology. For details, see
the reset layout function of layer 2 network topology.

4.7.10.3 Self-defined Topology

1. Self-defined topology

When the wuser has permission to operate the self-defined topology,

B TTEEY;

Create a Sel~defined Topology

is available. The user is automatically assigned

permission to operate the self-defined topology.
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Create a Self-defined Topology

Superior Topology Name . User-defined network topology

Self-defined Topology Mame

List of Devices to be Selected

IP Addi E | [ ]
IP Address Device Name Device Type
10.10.10.10 tom2312
10.10.10.11 1
55760
WIN-OMRQJT1ILIC
WIN-CRITTJ4VFIF
A72.17.160.149 RIL-149
WIN-CRITTJ4VFIF
172.17.160.152  WIN-CRITTJ4VFIF

2. Operations on the self-defined topology

Default Display

Delete
Edit

1) Default Display

List of Selected Devices

IP Address E ®

IP Address Device Name Device Type

® Cancel

If the currently operated topology is not opened, Default Display is unavailable. If the

default page of the topology is displayed, the icon changes accordingly. The operation

takes effect immediately and is saved automatically.

2) Delete

For details, see "Delete" in 4.7.10.2 "Operations on Sub-topologies."

3) Edit

Select Edit. The Edit the Self-defined Topology page is displayed.
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Edit the Self-defined Topology

Superior Topology Name . User-defined network topology

Self-defined Topology Mame : test

List of Devices to be Selected List of Selected Devices

IP Address E @, IP Address E @

IP Addre: Device Name Device Type IP Address Device Name Device Type
10.10.10.10 o Wi
10.10.10.11 Wirel
S5T60 Lay
17217.160.14  WIN-OMRQUT1JLIC
WIN-CRITTJ4VFIF
RIL-149
WIN-CRITTJ4VFIF
172.17.160.152 WIN-CRITTJ4VFIF

® Ok ® Cancel

4.7.11 Resource Panel

Only users who have permission to operate the current topology can use the resource panel to
add resources. Resources include devices/links, pictures, regions, backgrounds, and shapes.

Topological diagrams of different types support different types of resources.

4.7.11.1 Device/Link

¥ Devicellink

Device Link Virtual I...

< @

==

Interco...  Virtual ...

1. Menu description:
+ Layer 3 network topologies do not have the Device/Link tab.

+ For alayer 2 network topology, the Device/Link tab includes Device, Link, Virtual Link,
Interconnection Link, and Virtual Device.

+ For sub-topologies of a layer 2 network topology, the Device/Link tab includes only
Link, Virtual Link, Interconnection Link, and Virtual Device.

+ Sub-topologies of a layer 3 network topology does not have the Device/Link tab.

+ For self-defined topologies, the Device/Link tab includes only Link, Virtual Link,
Interconnection Link, and Virtual Device.
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2. Operation buttons:

+ Drag D to the topological diagram. Then, the Add Device page is displayed. The

operations are the same as those on a layer 2 network topology.

+ Select -, and drag one node to another node. Then, the Add Link page is displayed.

If the node is a physical node, its source IP address or the destination IP address is the IP

address of the device you drag.

+ Select ., and drag one node to another node (either the source node or the

destination node must be a virtual device). Then, the Add Virtual Link page is
displayed, where you can view the source device name and destination device name. If
the device is a physical device, click Obtain Interface, and an interface is automatically

allocated. If the device is a virtual device, a virtual interface is allocated by default.

+ Select E, and drag one node to another node (source and destination nodes must be

picture nodes). Then, the Add Interconnection Link page is displayed. Select the source

and destination pictures, and click Search. If there are links, select one from them.

+ Drag Q to the topological diagram. Then, the virtual device attribute page is

displayed, where you need to specify the virtual device name and IP address.

4.7.11.2 Picture and Background

=¥ Background

Zansu

™ Picture

re

Host Laye..

Guizhou

ee

. Rout.. Senv..

Clinghai

+ Sub-topologies and user-defined topologies have the Picture and Background menus.

+ Click to access the Picture Library page.
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4+ Drag a picture node to the topological diagram. Then, the picture attribute page is displayed.
4+ Click a background picture to change the background of the current topology.
+ Click to delete the current background.

4.7.11.3 Shape

% Shape

Straight ...  Arrow  Double .

Square Circle

Right-click the mouse to exit
= the line drawing state.

+ Sub-topologies and user-defined topologies have the Shape menu.
4+ The Shape menu includes Straight Line, Arrow, Double Arrows, Square, Circle, and Text.

4+ Right-click the mouse to exit the line drawing state.

4.7.11.4 Area

4+ User-defined topologies have the Area menu.

4« Drag the area node to the topological diagram to generate an area.
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4.8 Traffic Analysis

4.8.1 Flow Topology

Only users having the traffic analysis permission can access the Flow Topology page. The
following briefly describes how to draw a flow topology.

4.8.1.1 Drawing a Flow Topology

On the Switch Topology panel, right-click a flow topology node and select New Flow Topology
from the shortcut menu. In the displayed New Flow Topology dialog box, select devices. Then, a
topological diagram for traffic between the devices is displayed. By default, traffic data is
presented by Velocity.
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4.8.1.2 Shortcut Button Area

1. Global Settings
Only the system administrator can set devices, links, and topologies globally.

1)  Access the Global Settings page, as shown in the following figure.

Flow Topology
Link Color Metric © |'Velocity
Metric Threshold Setting 7

Color
™

2) Select Link Color Metric, including Velocity and BandwidthRate, as shown in the

following figure.

Link Color Metric - SIS B

Metric Thresnox MU

BandwidthRate

3) If Link Color Metric is set to BandwidthRate, four options are available:
Bandwidth<10M, Bandwidth<100M, Bandwidth<1G, and Bandwidth>1G, as shown in
the following figure.

Bandwidth=10f

Bandwidth=100M

Bandwidth=1G

4

Bandwidth =1G
sl

4) Enter the threshold for each color, as shown in the following figure.
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2.

Metric Threshold Setting [ ¥+ Bandwidth=10f.

Color Threshold Settings
- = |9000

=

= c.
5) Click to save the global settings. In the topological diagram, each link is

displayed in the corresponding color according to the velocity threshold setting.

6) Click to restore the bandwidth threshold settings to the default settings.

Picture Library
Picture Library

_T
Picture Background

Clou... Digit.. Host Laye.. Laye.. Plaff. Rout..

Wire... pop-..

1) Click and add a self-defined picture, as shown in the following figure.
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Picture Library

a)

b)

¢)

————
Fictare Background

Picture Mame Picture File Picture Type Picture Size

@ Information of uploaded file

Select

Select
Click - and select a picture from the system.

Click to upload the selected picture to RIIL. The picture is displayed in

the picture library, as shown in the following figure.

1_::{" - ] "‘x"

Laye.. Platf.. FRout. Semn.. Sernv.. Virlu ..

Wire.. pop-..

. . Delete . .
Select a picture and click - to delete the picture from the list, as shown

in the following figure.
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Picture Library

Picture Background

Picture Mame Picture File Picture Type Picture Size

{2C6F2EE1-0CACAA {2C6F2EE1-0CACA. . png 102 kb

T File quantity:1Total file size: 102 kb

Select Upload Delete Clear

d) Click to delete all pictures from the list.

Back
e) Click : to return to the Picture Library page.

2) Select a picture and click to delete the picture. A preset picture or a picture in use

cannot be deleted.

3) Select a picture and click E to edit the picture. A preset picture cannot be edited, as

shown in the following figure.
Edit Picture

Picture Mame : 2011-11-12_11-01-35_859

Picture o + Changeto..

Description: 1. The picture in only the JPG, JPEG, GIF, PNG, BMF, or
SWF format can be uploaded.
2 The picture size must not be greater than 2M.
3. The maximum number of images peruploadis 50.

* Cancel
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4) Click E to export self-defined pictures. If there are no self-defined pictures, a prompt
message is displayed.

Note: The functions provided on the Background tab page are similar to those provided
on the Picture tab page. The following describes the functions provided on the Picture

tab page. See the following figure.
Picture Library

Picture

Gansu Guangxi Guizhou Liaoning

Qinghai Shaanxi Tianjin Xinjiang

4.8.1.3 Topology-related Operations

1. Setting to The Default Page

Right-click in the blank area and select Set to The Default Page from the shortcut menu.
Alternatively, right-click a traffic topology and select Default Display from the shortcut

menu, as shown in the following figure.

(=
(=]

‘ H B Traffic Topology

(]

Default Display

Delete
Edit

The current topology is set as the default page. View the default page, as shown in the
following figure.
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Enter a name o search

& Traffic Topology

= 34

=
=]
[=]
(=1
(=]
'_
=
o

esource Panel

2. Resource Panel
1) Adding a device
Right-click the blank area and select Add Device from the shortcut menu. Alternatively,

click the Resource Panel tab on the drawing panel, and drag =" from the Device/Link
area to the topology, as shown in the following figure.

=¥ Devicellink

Device Link Virtual I...

Switch Topology

m
e
m

o
i
=
=]
o
[#5]
QO

o

The Add Device dialog box is displayed, as shown in the following figure. Enter

required information and save it.
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Add Device

. Des_ 1721716 B

. Router ‘

IP Address
SMNMP Version . SNMP v2
Part

Read-Only
Community

Read-Write
Community

ok *cancal

2) Adding alink
Right-click the blank area and select Add Link from the shortcut menu. Alternatively,
click the Resource Panel tab on the drawing panel, and drag . from the Device/Link

area to somewhere between two nodes on the topology, as shown in the following

figure.

B Devicellink

m I

Device Yirtual I...

A

Virtual ...

The Add Link dialog box is displayed. Set Source (Destination) IP Address and Source
(Destination) Interface and save the settings, as shown in the following figure.
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Add Link

Source IP Address L | Obtain Interface

Source Interface ; E

Destination IP Address © 7 = SR Obtain Interface

Destination Interface : ‘ |

® Cancel

3) Adding a virtual device

Click the Resource Panel tab on the drawing panel, and drag from the
Device/Link area to the topology, as shown in the following figure.
Virtual Device Attnibute

Virtual Device Name :

IP Address

lcon : .Q Modify icon_..

¥ Cancel

Set Virtual Device Name (mandatory) and IP Address and click Ok. The added virtual
device is displayed on the topology.

4) Adding a virtual link

Click the Resource Panel tab on the drawing panel, and drag - from the

Device/Link area to somewhere between two nodes on the topology (a virtual link can
be added only between a virtual device and a physical device), as shown in the
following figure.
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=¥ Devicellink

™ PSR

Device

®

Virtual ...

5) Adding a picture

On the drawing panel, click the Resource Panel tab, drag a picture from the Picture area
to the topology, and then save the modification, as shown in the following figure.

... Digit...

e

La1'.re... Platf... Rout... Senv...

6) Adding a background

On the drawing panel, click the Resource Panel tab, drag a picture from the
Background area to the topology, and then save the modification, as shown in the

following figure.
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B DevicefLink
¥ Picture

=® Background

Guangxi Guizhou

Liaoning Qinghai

7) Adding a shape

On the drawing panel, click the Resource Panel tab, drag a shape from the Shape area
to somewhere between two picture nodes on the topology, and then save the

modification, as shown in the following figure.

=¥ Devicellink
™ Picture

=*® Background

¥ Shape

Straight ...

Square Circle Text

3. Adding a resource

Right-click in the blank area and select Add Resource from the shortcut menu. You can add a

new device directly or add a device from the resource pool, as shown in the following figure.
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4.

5.

Setto The Default Page

Add Device
Add Link

Mew Device

Resource Pool
Device Mark

Link Color Metric

Mode Setting

i. If you select New Device, add a device according to the procedure for adding a device
on the resource panel.

ii. If you select Resource Pool, select a device that is not displayed on the topology from
the resource pool. The Resource Library Selection window is displayed, as shown in
the following figure.

Resource Library Selection

Selpcted Resource

Resource Mame P Address  Resowce Ty Vendor  Operahon

(7)

Mo date exEtE

Select your desired resource and click Ok. The added resource is displayed on the
topology.
Adding a device mark

Right-click in the blank area and select Device Mark from the shortcut menu. You can view

the node information by device mark, as shown in the following figure.

Setto The Default Page

Add Device
Add Link

Device Mark
Link Color Metric

IP Address
Sys0ID

Mode Setting Display Mame

Device Type

Setting link color metric
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You can view link traffic information by Velocity or BandwidthRate and set different colors

for links according to the traffic level, as shown in the following figure.

Setto The Default Page

Add Device
Add Link

Device Mark

Link Color Metric e Vel

Mode Setting BandwidthRate

6. Performing node setting

Right-click in the blank area and select Node Setting from the shortcut menu. You can set
node text display, as shown in the following figure.

Set to The Default Page

Add Device
Add Link

Device Mark
Link Color Metric

Mode Setting

Hode Setting

Mode Text Scale: @

Mode Text Color: '

X Cancel

7. Deleting a node

Right-click a node on the topology and select Delete Node from the shortcut menu to delete

the node and the associated link and shape, as shown in the following figure.

Delete Mode

8. Link-related operations

Right-click a link on the topology. A shortcut menu is displayed, as shown in the following
figure.
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Delete
Edit Link

Traffic Analysis

1) Select Delete to delete the link.
2) Select Edit Link. The Edit Link window is displayed, as shown in the following figure.
Edit Link
Source IP address”7_ ... .10 55760) —= Destination IP address: 3
Source Interface - GigabitEthernet 044 i Destination Interface : FastEthernet 0/24
Value Obtaining Interface : Source Interface

® Cancel

3) Select Traffic Analysis. The Traffic Analysis window is displayed, as shown in the
following figure.

Traffic Analysis

Serial No. Source Device Destination Device Source Interface Destination Interface Value Obtaining...

1 S5760(172.17.160.1) 52026(172.17 167 .5) GigabitEthemet 0/44 FastEthernet 0/24 Source interface

Refresh Interval: 10Second I\ Index Selection: @ Receiving Rate L] Sending Rate

Mo data exists.

a) Click the Realtime Data tab, specify Refresh Interval, select Receiving Rate or

Sending Rate, and then click Start, as shown in the following figure.
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Traffic Amalysis

Desfinabon - ning

GigabiEtheme! 0idd FasiEthemat 03 Source interface

E index Sciection: @ Recemving Rate @ Seading Rate

Receiving Speed(Kbps)

LEhamrmat 0V44)

Note: In the process of real-time data analysis, Refresh Interval and Index
Selection are locked. Click the Historical Data tab. A prompt box is displayed, as

shown in the following figure.

Message

| E' The proc f Get Real-Time will be interrupted if you want to change to

the historical data. Are you sure to continue?

Yok ®cCancel

i e 4 : . . X Cance
e C(Click to switch to the Historical Data tab page, or click

to continue real-time data analysis.

e C(Click m to stop the real-time data analysis.

b) The Historical Data tab page displays the inbound and outbound traffic of the

source interface within one hour, as shown in the following figure.

& Velocity TR 1d 7d 30d 3650 % @E &

55760-GigabitCthernet 0/44-HowTrend

2013-04-22 01:06 2013-04-22 01: 16 2013-04-22 01:26 2013-04-32 01:36 2013-04-22 01:46 2013-04-22 01:56 2013-04-22 02:06
2013-04-22 01:11 2003-04-22 01:21 2013-04-22 01:31 2013-04-22 01:41 2013-04-22 01:51 2013-04-22 02:01

InVelocity Current :55.63K Average: 51.73K,Max :59.82K,Min :42.75K

OutVelocity Current :10.29K, Averaga:10.50K, Max :12.31K,Min 129.98K
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ii.

iii.

iv.

V.

Velocity E

Bandwidth

Select the metric , and the trend graph is refreshed

according to the selected metric.

Click to manually refresh the trend graph.

feiiteq " 1d 7d 30d 365d M display the data of the latest one hour, one

day, one week, one month, and one year.
Specify the time period, as shown in the following figure. The data of the

specified period is displayed.

StartTime - 2013-03-16 16.05 &

End Time © 2013-04-15 16:05 [E

Frequency . Please select I

2 0k ® Cancel

Click to export data to a Word file, an Excel file, and a PDF file.

4.8.1.4 Viewing Topologies

¥ [Velocity(100M)

‘ 78.13Mbps-83.01Mbps

You can click icons in the toolbar to view traffic topology as required.
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—_

. E (switch metric or legend): used to display the traffic topology by Velocity or

BandwidthRate

2. ﬂ (search node): used to search for a node by IP address or node name

3. (display/hide the move & zoom panel)

4. G (fit to window): used to fit the traffic topology to the window

5. (normal size): used to display the traffic topology in normal size

6. m (full screen): used to display the topology in full screen

7. H (auto layout): used to display the topology according to the selected layout mode
8. (show grid): used to display grids on the topology

9. (refresh): used to refresh the current topology

10. B (undo): used to undo the operation on the topology

11. (redo): used to restore the topology to the previous state

4.8.2 Interface Traffic Overview

5 R Gl sl et )40 ke Tt

Cagatatf iherast DAY
= r— E

S5 Pel-Uajale Kt O] 47 Fhew | raind

Interface Traffic Overview displays interface traffic trends. On this page, you can maintain
interface groups. You can also define interface groups to display the inbound and outbound

traffic velocity and bandwidth rate of the concerned interfaces within a certain period of time.

1. Adding an interface group



Rﬂmke 17 real

RIIL IT Business Management Operation Guide

1) Click to add an interface to be monitored.

Addmieriace Grouping

Intarface

2) Enter the interface group name and select the device interfaces to be monitored. (A

maximum of 10 interfaces can be added to an interface group.)

20
3) Click to create the interface group.

2. Deleting an interface group

1) Select an interface group to be deleted. The interface group name is highlighted.

Interface Traffic Overview

¥ Interface Group
B Testinter

2) Click = to delete the selected interface group.

3. Modifying an interface group

1) Select an interface group to be modified. The interface group name is highlighted.
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Interface Traffic Overview

B Interface Group
B Testinter

2) Click and modify the selected interface group.

Velocity E

Bandwidth

4. Select an interface metric from the drop-down list

P
5. Click to refresh the view.

ey " 1d 7d 30d 365d respectively to display the data of the latest one hour, one day,

one week, one month, and one year.

7. Click E and specify the time period. The data of the specified period is displayed.

StartTime . 2013-03-16 16.05 &

End Time © 2013-04-15 16:05 [E

Frequency . Please select I

2 0k ® Cancel

8. Click to export data to a Word file, an Excel file, and a PDF file.
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4.8.3 TOPN

Lotil 180 | O % P | Appicstios trame coma g

Lmatison E0EM

RIIL can display the terminal, application, session, protocol, IP grouping, and VPN traffic
rankings.

1. Select time in the drop-down list HEELEEISNIIN] ' and the data of the specified period is

displayed.

2.  Click E and set related parameters.
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Template Type
Paortlet Mame

Drefault ranking index
Chart settings

Display the Top

To Select
Interface
B Router
| k!
W RSR77

IP Groups

IP Grouping Traffic Ran

Incoming traffic ‘

@ Pie @ Bar

10 ‘ [resources

i

Selected

4
3. Click to refresh the view.

2 0k

% Cancel

4. When a chart is displayed on the portlet, click E to display a table; when a table is

displayed on the portlet, click to display a chart.

5. Click n to delete the view. (The four preset views cannot be deleted.)

6. Click n The following window is displayed.
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Settings

Refresh
Frequency

Mever [
E

Auto Paging : Mever

2 ok & cancel

1) Select the refresh frequency from the Refresh Frequency drop-down list to refresh

views at the specified frequency.

2) Enable automatic paging from the Auto Paging drop-down list.

7. Click m to automatically page up or down.

8. Adding a TOPN view

1) Click the plus sign to create a view, as shown in the following figure.

2) The following page is displayed.
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Template Type Terminal E

Portlet Mame

TerminalTraffic Rankin

Defaultrankingin_.. |nboundtrafic [

Chart settings & Pic @ Bar
Display the Top 5 ! resources

To Select
Interface

W Router

W RSR77

@0k ®cCancel

3) Select the template type, as shown in the following figure.
Tem p'EltE! T}'FIE! Terminal E |
Fortlet Mame
Application
Default ranking in...
Protocol
Chart settings Session
Dizplay the Top IP Grouping
VPN
4)

Specify Portlet Name, Default ranking in, Chart settings, and Display the Top
resources, and then click Ok.

When the top resources are displayed in a table, click a metric in the table header, and the

resources are ranked according to the selected metric. Additionally, when you switch the
display format, the statistic chart of the selected metric is displayed.
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10. When the top resources are displayed in a table, click a terminal name (application name, IP

group name, session name, protocol name, or VPN name). The details page is displayed.

4.8.4 Traffic Analysis Overview

RIIL can analyze traffic trends and rank the traffic of devices, interfaces, applications, terminals,

sessions, IP groups, and VPNs.

1. Left navigation pane

Interface Traffic Analysis

4

8 Application
[E Terminals
B2 conversation
EH IP Groups

& MPLSVPN

Click a node on the left to open the corresponding tab page. The right pane displays the

dimension details of the first interface in the tree.

2. Upper navigation bar

1) Select a time range for interface traffic analysis. The time ranges include Latest 1 day,
Latest 1 week, and Latest 1 month.

2) Select to display the data of top 5 or 10 resources, and the chart or table data is refreshed
accordingly.

3. Public functions



?(make IT real
RIIL IT Business Management Operation Guide ’ 4 ’ L

i. Click to refresh the data in the current view.
ii. By default, data is displayed in a chart. You can click D to display data in a table.
When the data is displayed in a table, you can click to display data in a chart.

iii. Move the cursor upon H Hover help appears, displaying the view statistics.

4. Device dimension

1) Click Device, as shown in the following figure.

I Device [ &)

B RSR7T
@ GigabitEthernet 1/1/1

@ GigabitEthernet 1/1/5

¢
2) Devices and interfaces in the Device tree are added on the Management Configuration
page. For details, see section 4.8.5 "Management Configuration."

3) Click any device interface, and the terminals, applications, sessions, and IP groups of the

interface are displayed in the right pane.

4) Terminal view: The terminal view records the top 5 or 10 terminals by traffic on the
interface. By default, the terminals are ranked by inbound traffic, as shown in the

following figure.

TerminalsTOP5— Bylncoming Traffic— Latest 1 hour

40,000.00 -
35,000.00 -
30,000.00 -

25,000.00 -

20,000.00 -

15,000.00 -
10,000.00 -
5,000.00 -

0.00 -
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The line chart closest to the X axis indicates the terminal with the maximum traffic. The
closer to the X axis, the larger the traffic is. The line chart of a terminal with smaller

traffic is drawn based on the ordinates of the terminal with larger traffic.

a) Switch to the table and click the incoming traffic, outgoing traffic, incoming packets,

or outgoing packets to re-rank the terminals, as shown in the following figure.

TerminalsTOP5— ByOutgoing Traffic— Latest 1 hour A

Term Incoming Traffic Outgoing Tr...+ Incoming Pac Outgeing Pac Percent

N CIZ T T

M 172.17.160.3 21 ¥ 20.07Mbyte 11.11KPackets

4 83KPack

Switch to the chart again. The chart is refreshed according to the selected column,

as shown in the following figure.

TerminalsTOP5— ByOutgoing Traffic— Latest 1 hour

70.00

01:05

b) The checkbox before each record in the terminal table indicates whether to draw the
data record in the chart. By default, all records are selected. Deselect a record, and
the record will disappear from the chart. Select a record, and the record will be

displayed in the chart, as shown in the following figure.

TerminalsTOPS— ByOutgoing Traffic— Latest 1 hour

Term Incoming Traffic Outgoing Tr.. 4  Incoming Pac ruTgumgl—gr. Pei

-

1 44Mbytes

. 6.7.14 vies v. Mbytes 255 86KPack_. 2! KPack .. 400%

M 172.17.160.3 2 ytes  11.11KPackets  17. s 4.00%

 172.17.160.5 : yies 18.65Mbytes 74 3 ackets  3.00%

The chart is refreshed (this function is available only in IE), as shown in the

following figure.
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0.00 -
20:20  20:25  20:30  20:35  20:40 2045  20:50  20:55  21:10 21115

¢) Click a terminal in the table, and the details page of the terminal is displayed, as

shown in the following figure.

5) The application view displays the top 5 or 10 applications by traffic on the interface. By

default, the applications are ranked by inbound traffic, as shown in the following figure.
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ApplicationsTOP5— Byincoming Traffic— Latest 1 hour

Wabh HTTE

a) Switch to the table and click the incoming traffic, outgoing traffic, incoming packets,

or outgoing packets to re-rank the applications, as shown in the following figure.

ApplicationsTOP5— ByOutgoing Traffic— Latest 1 hour

Application

™ World Wide Web HTTP

™ Http pr ol over TLS/ISS
ion Service

The Secure Shell (S5H) Pro.

ATE

Percent

Incoming Traffic Outgoing Tr... + Incoming Pac... Outgoing Pac

542 46Mbytes 16
85.86Mbytes
1.4TMbvies
36.48Kbytes 11.87Mbytes

0.54KPackets 253.33KPack

5 bytes 11.59Mby 36.84KPa 32 43KPack

The chart is refreshed according to the selected metric, as shown in the following

figure.

ApplicationsTOP5— ByOutgoing Traffic— Latest 1 hour

World Wide Web HTTP

Hitp protocol o

(https)

Bl Mico

b) Click an application in the table, and the details page of the application is displayed,
as shown in the following figure.
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g Traffc - Latest 1 hoar

Bincomy [rafhc— Laivst 1 hoar

Ehyles

6) The session view displays the top 5 or 10 sessions by traffic on the interface. By default,

the sessions are ranked by inbound traffic, as shown in the following figure.

SessionsTOP5— Byincoming Traffic— Latest 1 hour

172.17.161.17 1N 172.16.13.141

a) Switch to the table and click the incoming traffic, outgoing traffic, incoming packets,

or outgoing packets to re-rank the sessions, as shown in the following figure.

SessionsTOPS— ByOutgoing Traffic— Latest 1 hour 'l' 4

Incoming Traffic Outgoing Tr... 4+ Incoming Pac... OutgoingPac.. Percent .

__-

30.80KPackets

7.08

10.54KPackets 3. 0BKPackets 4.0

The chart is refreshed according to the selected metric, as shown in the following
figure.
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SessionsTOPS5— ByOutgoing Traffic— Latest 1 hour

Dula-i.lutram::it'lmu
Propartion:4.00%

e

12005

172.16.36.43 2,16 3 172.17.161.166 172.16.36.104

b) Click a session in the table, and the details page of the session is displayed, as

shown in the following figure.

7) The IP group view displays the top 5 or 10 IP groups by traffic on the interface. By

default, the IP groups are ranked by inbound traffic, as shown in the following figure.
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IP GroupsTOP5— Byincoming Traffic— Latest 1 hour

a) Switch to the table and click the incoming traffic, outgoing traffic, incoming packets,

or outgoing packets to re-rank the IP groups, as shown in the following figure.

IP GroupsTOP5— ByOutigoing Traffic— Latest 1 hour

IF Group Incoming Traffic Outgoing Tr... 4

M™iP Moytes 329 16Mbytes

The chart is refreshed according to the selected metric, as shown in the following
figure.

IP GroupsTOP5— ByOutgoing Traffic— Latest 1 hour

b) Click an IP group in the table, and the details page of the IP group is displayed, as
shown in the following figure.
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— Dyincoming Trafic— Lutes] 1 bow

5. Application tab
1) Click Application, as shown in the following figure.

C® Application
e =
B sttention Applaction
B Postof
B Cracle Database
B snvP
B erw

B File Transfer [Control)
B The Secure Shell (S5t
B Teinet

B Simple Mail Transfer
E wysoL

B Hitp protocol over TLS
B world Wide Web HTTE

r

2) Click . The Attention Application page is displayed, as shown in the following

figure.
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Attention Applaction
Application Name [ B Query @

Application Name Pon Protocol Na IP Address
--——-:-
TCP Port Senvice Multip._.. TCP

NIC Host Name Semver
ISO-TSAP CI
tyle Experi..

ACR-NEMA Digital Ima
CCS0 name server pro
ICOM-TSMUX

Remote Telnet Senvice

& Gateway Acces
Paost Office Protocol -

Active Users

SUN Remote Procedur

# Addto Attention % Cancel

¥ Add to Attention
Select an application and click _ to add the application to the

Attention Application list.

3) Click = to delete the selected application from the Attention Application list.

4) Click E The Select Interface Tree Data Source page is displayed. Select a data source,

and the applications are ranked according to the selected data source, as shown in the

following figure.

Select interface Tree Data Source

To Select

Interface
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5) The application view displays the applications by the traffic on the selected interface
data source. By default, the applications are ranked by inbound traffic, as shown in the

following figure.

6) The terminal view displays the top 5 or 10 terminals by the traffic on the selected
interface data source. By default, the terminals are ranked by inbound traffic, as shown

in the following figure.

TerminalsTOP5— Bylncoming Traffic— Latest 1 hour

300.00 -
250.00 -

200.00 -

150.00 -

100.00 -
50.00

0.00 -
00:55 01:00 01:05 01:10 01:15 01:20 01:25 01:30 01:35 0140 01:45 01:50

For details, see the description of the terminal view for the device dimension.

7) The session view displays the top 5 or 10 sessions by the traffic on the selected interface
data source. By default, the sessions are ranked by inbound traffic, as shown in the

following figure.
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SessionsTOP5— Bylncoming Traffic— Latest 1 hour

00:55 01:00 01:05 01:10 01:15 01:20 01:25 01:30 01:35 0140 0145 01:50

For details, see the description of the session view for the device dimension.
6. Terminal tab

1) Click Terminal, as shown in the following figure.

= Terminals [ 4]

i |l', TOP5(Bylncoming Traffic—
t 1 hour)

2) Click to display the top N tree, as shown in the following figure.
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TOPHN settings

Ranked by | Incoming Tra..l—-‘_ Select atime : Latest 1 hour ‘ Show Top : TOPS

To Select
Interface
Bl Switch
W 55760 _test
W Router

@0k ®cCancel

The terminals displayed in the left top N tree are the terminals with traffic flowing

through the selected data source.

3) The terminal view displays the trends of the current terminal's traffic flowing through
the interface data source. By default, the terminals are ranked by inbound traffic, as

shown in the following figure.

E1123— Byt ormensg Trafc— Litest 1 bt

4) The application view displays the top 5 or 10 applications by the current terminal's
traffic flowing through the interface data source. By default, the applications are ranked

by inbound traffic, as shown in the following figure.
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ApplicationsTOP5— Byincoming Traffic— Latest 1 hour

World Wide Web HTTP Hitp protocol over TLS/SSL(Hitps) [l Microsoft-DS

For details, see the description of the application view for the device dimension.

5) The session view displays the top 5 or 10 sessions by the current terminal's traffic
flowing through the interface data source. By default, the sessions are ranked by

inbound traffic, as shown in the following figure.

SessionsTOPS— Bylncoming Traffic— Latest 1 hour

172.17.161.123

For details, see the description of the application view for the device dimension.
7. Session dimension

1) Click Conversation, as shown in the following figure.
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B8 conversation [« ]

1l TOPS5 ( By Incoming Traffic
— Latest 1 hour )

O =k ek

n

-

2) Click to display the top N tree, as shown in the following figure.

Select Interface Tree Dat

Select Interface Tree Data Source

To Select

Interface
W Router
W RSR77

The devices displayed in the left top N tree are the sessions with traffic flowing through

the selected data source.

3) The session view displays the trends of the current session's traffic flowing through the
interface data source. By default, the sessions are ranked by inbound traffic, as shown in

the following figure.

TZAT- VB TS 100 487 900 20— Nglacaming Traffc— |aiwst 1 hoot

4) The session details page is displayed, as shown in the following figure.
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8. IP group dimension

1) Click IP Groups, as shown in the following figure.

=R IP Groups
= f
B TestiPGroup

2) Click to add an IP group, as shown in the following figure.

IP Group

IP Group Mame
IP Address s
[ : : : : : : Add

= Delete

@0k X Cancsl

3) Click = to delete an IP group.

4
4) Select an IP group and click to modify the parameter settings of the IP group.

5) Click E The Select Interface Tree Data Source page is displayed. Select a data source,

and the applications are ranked according to the selected data source.
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Select Interface Tree Data Source

To Select

6) The IP group view displays the top 5 or 10 terminals by the current IP group's traffic
flowing through the interface data source. By default, the terminals are ranked by

inbound traffic, as shown in the following figure.

Fourmmiin s TOPE— Dyie conning T Mie— Latist 1 bout

For details, see the description of the terminal view for the device dimension.

7) The application view displays the top 5 or 10 applications by the current IP group's
traffic flowing through the interface data source. By default, the applications are ranked

by inbound traffic, as shown in the following figure.

ApplicationsTOP5— Bylncoming Traffic— Latest 1 hour

01:00 01:05 01:10 01:15 01:20 01:25 01:30 01:35 01:40 01:45 01:50 01:55
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For details, see the description of the terminal view for the device dimension.

8) The session view displays the top 5 or 10 sessions by the current IP group's traffic
flowing through the interface data source. By default, the sessions are ranked by

inbound traffic, as shown in the following figure.

SessionsTOPS5— Bylncoming Traffic— Latest 1 hour

F.00%0 \

172.16.13.45 172.16.13.155 M 172.16.13.177 172.16.36.93 172.16.117.183

For details, see the description of the session view for the device dimension.
9.  MPLS VPN dimension
1) Click MPLS VPN, as shown in the following figure. For VPN settings, see interface

settings in section 4.8.5 "Management Configuration."

@ MPLS VPN
B spvpn

2) The VPN view displays the traffic trend of the current VPN. By default, the VPNs are
ranked by inbound traffic, as shown in the following figure.

3) The terminal view displays the top 5 or 10 terminals by traffic flowing through the VPN.
By default, the terminals are ranked by inbound traffic, as shown in the following

figure.
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TerminalsTOP5— Bylncoming Traffic— Latest 1 hour

70.00 -

60.00 -

50.00 -

40.00 -

——

10.00

02:05

For details, see the description of the terminal view for the device dimension.

4) The application view displays the top 5 or 10 applications by traffic flowing through the
VPN. By default, the applications are ranked by inbound traffic, as shown in the

following figure.

ApplicationsTOP5— Bylncoming Traffic— Latest 1 hour

World Wide Web HTTP Http protocol over TLS/SSL(https) [l The Secure Shell (S5H) Protocol -

For details, see the description of the application view for the device dimension.
4.8.5 Management Configuration

1. Device Management

1) Click to add a device from which data is to be collected.
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Add a device
Collector
P 0l Name Automatch

| Add a device ® Select from the resource library

@ SNMPVI-V2

Community Name

2) Click to delete a device from which data is to be collected.

3) Click [ 3 display the interface settings of the device, as shown in the following

figure.

Interface Settings172.17.166.9

Interface Mame WVRF Mame Interface Index ¥ Bandwidth(Byte/s) Status
GigabitEthernet /... B 1000000000 Auailable
GigabitEthernet 1/... f 1000000000 Awvailable

GigabitEthernet 1/... L 1000000000 Unavailable
GigabitEthernet 1/... 0 1000000000 Unavailable
GigabitEthernet 1/... 1 1000000000 Unavailable
GigabitEthernet 1/... p 1000000000 Unavailable
GigabitEthernet 1/... 13 1000000000 Unavailable

Mgmt 0 4095 1000000000 Unavailable

>
v
o
=
-
3
a
-
-
N

Mull 0 4096 429496729° Available

You can specify the VPN name in VRF Name.
2. Application mapping
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ik

Input an IP address B (40 options

Aftention Applaction u

4) Select an application and click to delete the application mapping.

5) Click [E_Restore default seftings [ AENERTSUTNN application mapping to the default

application mapping.

@ Add Attention

6) Select an application not in the Attention Application list and click
to add the application to the list.

& Cancel Attention

7) Select an application in the Attention Application list and click
delete the application from the list.

3. Manage IP Group

1) To create an IP group, click .
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IP Group

= Delete
2) To delete an IP group, click .

4.9 KPI & Statistics Reports

4.9.1 Resource Reports

K& Stafistics

Fron 2013041441120 | 1o 200304151920 [

1. Click to create a view.
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Creating a View for the Resource Report

View Mame : A maximum of 30 characters can be input.

Report Name A maximum of 30 charac can be input.

Domain : |All l Resource Type: Host E

= Select Resource (]

When more than 12 resources sine pplications are selected, only a two-dimension report
isplayed, and the graph is /|

Resources to be Selected Selected Resources
Resource/Resource group

W windows

RUINE-OR
IN-CRITT.
W 172.17.160.940WIN-CRITT.
W 172.17.160.72(T)-DDOCEY
W 172.17.161.152(R04127)
4 3
B Select Metrics
Metric Mame Metric Unit
CPUUsage 0%

Ping Delay

Memory Usage

Select the resource type to query sub-resource information such as CPU, memory, and
network interface. Select the sub-resource type to filter the resources meeting conditions and

display the metrics of the current sub-resource type.

2. Click = to delete a view.

3. Click to edit a view.

4. Click D to subscribe to a view.

5. Click to export reports to a PDF file, a Word file, and an Excel file.

Freguency . Pleaseselect [

6. Click

report.

to set the horizontal ordinate of the graphic
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1) The maximum values, minimum values, and average values of the performance metrics

of the selected resource are displayed in the tabular form.

2) The average values of each performance metric within one day, one hour, or five

minutes are displayed in line charts.

4.9.2 Analysis Reports

From 01304141525 B 1o 20130s15 1128 Pl Esecute

1. Click to create a view.
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Creating a View for the Trend Report

View Mame A maximum of 30 characters can be input.

Report Name A maximum of 30 characters can be input.

Domain : |All l Resource Type: Host !

=1 Select Resource (]

applications are selected, only a two-dimension report

Resources to be Selected Selected Resources
Resource/Resource group

W windows

(RUIJIE-OR
VIN-CRITT.
W 172.17.160.940WIN-CRITT.
W 172.17.160.72(TJ-DD0OCEY
W 172.17.161.152(R04127)
4 3
B Select Metrics
Metric Mame Metric Unit
CPU Usage B
Ping Delay

Memory Usage

Ping D

| Default Settings

2) Click . The Default Settings page is displayed.
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Default Settings

CPU Usage

Ping Delay

Memory Lisage
B note: Expected values can only be numbers.

@ Ok ® Cancel

2. Click = to delete a view.

3. Click to edit a view.

4. Click D to subscribe to a view.

5. Click to export reports to a PDF file, a Word file, and an Excel file.

6. The metric values and the differences between the values and the expected values are

displayed in tables and bar charts.

—
Aamtyin Resgeard (2043044

1. Click to create a view.
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Creating a View for the Trend Report

View Mame : Trend Report A maximum of 30 characters can be input.

Report Mame  Trend Report A maximum of 30 charac can be input.

Domain: All E Resource Type E

= Select Resource (]

When more than 12 resources sine pplications are selected, only a two-dimension report
isplayed, and the graph is /|

Resources to be Selected Selected Resources

Resource/Resource group

W windows

RUINE-OR
IN-CRITT.
W 172.17.160.940WIN-CRITT.
W 172.17.160.72(T)-DDOCEY
W 172.17.161.152(R04127)
4 3
B Select Metrics
Metric Mame Metric Unit
N CPU Usage Ta
| Ping Delay

I | Memory Usage

Only one resource can be selected for a trend graph. Multiple metrics can be selected, and

each is displayed in one trend graph.

2. Click = to delete a view.

3. Click to edit a view.

4. Click D to subscribe to a view.

5. Click to export reports to a PDF file, a Word file, and an Excel file.

Select Display Value © Awerage value I

6. Select the display value in

7. View the metric trends of the previous cycle, current cycle and next cycle. One cycle is 7 or 30

days.
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4.9.4 Top N Reports

KP1& Statrstics - Top N Reports

s= /0

uutta B o anesnal

1. Click to create a view.

Creating a View for the Top N Report

View Mame

Report Name

Domain : Al

= Select Resource
i
is displ:
Resources to be Selected
Resource/Resource group
W Windows
IN-CRIT1
WIN-CRIT1
WIN-CRITT
(RUIJIE-OR
NIN-CRITT.
W 17217160 94(WIN-CRITT.
W 172.17.160.72(TJ-DDOCREY
W 172.17.161.152(R04127)
1 2
[ Select Metrics
Metric Name
CPU Usage
Ping Delay

Memory Usage

2. Click = to delete a view.

3. Click to edit a view.

4. Click D to subscribe to a view.

5. Select the sorting rule o the charts in

Sorting Rule:

A maximum of 20 characters can be input.

A maximum of 30 characters can be input.

l Resource Type: Host E

applications are selected, only a two-dimension report

Selected Resources

Metric Linit

@ Ascending Order

& Descending Order



?(make IT real
RIIL IT Business Management Operation Guide ’ 4 ’ L

6. Click to export reports to a PDF file, a Word file, and an Excel file.

7. Top N rankings are displayed in descending or ascending order in the two-dimensional table
and bar chart. If more than 12 resources or services are selected, only the two-dimensional

report is displayed, and the pie chart is not displayed, as shown in the following figure.

KM & Stefistcs - Faull Reports

#=/0

From 20130441036 ™ s nas B PR Executs

1. Click to create a view.
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Creating a View for the Fault Report

View Mame A maximum of 30 characters can be input.
Report Mame : A maximum of 30 characters can be input.
Event Severity : [l Al [l Critical [l Major [l Minor Il Warning Il Unknown [l Information

Display Alarm : [l

Domain : Al B’ Resource Type: Host

=1 Select Resource (]

'hen more than 12 resources or busine pplications are selected, only a two-dimension report
is played, and the graph is not displayed.

Resources to be Selected Selected Resources
Resource/Resource group

W Windows

W 172.17.160.148

W 172171602

W 17217 160.223(WIN-CRIT]
W 172.17.160.188(RUIJIE-OR
W 17217 160.96(WIN-CRITT.
W 17217160 94(WIN-CRITT.
W 172.17.160.72(TJ-DD0OCRY
W 172.17.161.152(R04127) w

*

2. Click = to delete a view.

3. Click to edit a view.

4. Click D to subscribe to a view.

5. Click to export reports to a PDF file, a Word file, and an Excel file.

table and bar chart.

The resources and the generated events and alarms are displayed in the two-dimensional
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.
1204-14 1236 — 20130415 11

WIN-CRITTMVFIF{ 172

o4
WIN-CRITT 40

111 s=s0

Last day From 2010 ST o 203 nsT R i Executs

1. Click . to create a view.
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Creating a View for the Resource Analysis Report

View Mame A maximum of 30 characters can be input.

Report Name A maximum of 30 characters can be input.

Domain : |All l Resource Type: Host I»

=1 Select Resource (]

pplications are selected, only a two-dimension report

Resources to be Selected Selected Resources
Resource/Resource group

W windows

W 172.17.160.960WIN-CRITT.
W 172.17.160.940WIN-CRITT.
W 172.17.160.72(TJ-DD0OCEY
W 172.17.161.152(R04127)
4 3
B Select Metrics
Metric Mame Metric Unit
MTTR_R
MTBF_R

Mumber of Breakdown Times

MTEF_R(%]

2) Click B.Dstaul Selags . The Default Settings page is displayed.
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Default Settings

CPU Usage

Ping Delay

Memory Lisage
B note: Expected values can only be numbers.

@ Ok ® Cancel

2. Click = to delete a view.

3. Click to edit a view.

4. Click D to subscribe to a view.

5. Click to export reports to a PDF file, a Word file, and an Excel file.

6. The metric values and the differences between the values and the expected values are

displayed in tables and bar charts.

4.9.7 My Feeds

Cancel subscription

1. Click to cancel subscription.

2. Click a table header to list the subscription within the specified subscription time.

4.10 CMDB

The configuration management database (CMDB) is an information database for managing

resource configurations and changes.

You can create and audit configuration items (ClIs).
4.10.1 Configuration Overview

1. Overall ClIs
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varall Cis - 1 lhormalion

Cl{43)
[ Host(40)
#2 Network Device(0)
® Storage Der )
‘ Application(0)
MR Office Device(0)
pplication(2)
13, Busin Senvice(1)

&% Resource(0)

* Add
and click to

1) Select a leaf node in the CIs tree
add a CI.
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Addacl

Basic Attribute

Damain Group

Windows Hest
Enatled

Running

Attachment

2) Click to delete a CI.

) Jelete
3) Click to export a CL.
4) Click to export all CIs.

a4 UserDefinedView €

2. Click to customize a CI view.

+ Click to create a view.

You can perform simple configuration and advanced configuration for the created view.
Simple Configuration lists all conditions that are in AND relationship.

In Advanced Configuration, you can set conditions that are in AND or OR relationship

as required.
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Add a Cl View

Name

Simple Configuration

Add a CI View (Simple Configuration)

Add a Cl View

Advanced Configuration
#rad = Delste
] Left Bracket Content Condition {EyWO Right Brackat Relation

] | CiCode B Contain [ B

Add a CI View (Advanced Configuration)

+ Click = to delete a view.

+ Click to edit a view.

+ Click to export a CL.
Export all
+ Click to export all CIs.
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4.10.1.1 Structure Chart

Edit the Ci

. | @, | Association. "Rl

A newly created CI has only the current CI node that is highlighted.

4.10.1.2 Browsing a View

1.
2.

The view displays the logical relationship between the current CI and all other Cls.
Eagle eye: can be dragged to zoom in or out the structure chart.

Thumbnail image: appears only when a part of the chart is zoomed in to over 100%. You can

use the thumbnail image for locating.
The current CI is highlighted.
Toolbar:

| @ | Association: "A]|

1) : used to switch to the edit page

2) n: used to display the structure chart in its actual size

3) : used to fit the structure chart to the size of the window
4) Helll: used to display the structure chart in full screen

5) : used to refresh the structure chart

6) u: used to search for and highlight a CI in the structure chart
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7) Hops: used to present the number of connection lines between the current node and the
farthest node. The default value is 3.

8) Association: used to filter ClIs by their association. The default value is All. After you

-
click , Association is set to All automatically.

6. Hover help is available for CIs.

7. ClIs under permission control can be drilled to switch the CI structure chart.

4.10.1.3 Editing a View

1. Eagle eye can be used to zoom in or out the current structure chart.

2. Thumbnail image: appears only when a part of the chart is zoomed in to over 100%. You can

use the thumbnail image for locating.
3. The current Cl is highlighted.
4. Toolbar:

== IR A =
RE=mo =§

1) : used to switch to the explorer view
2) : used to re-calculate node locations for re-displaying the structure chart
3) E: used to display the structure chart in its actual size

4) u: used to fit the structure chart to the size of the window

5) =: used to delete a device, a straight line, or an area. The current central node cannot

be deleted.

6) E: used to save the nodes of the current topology and their positions

5. Resource panel:
Search: supports search by resource name or IP address. Fuzzy search is supported.
6. Association:

There are 11 associations: dependency, connection, hot backup, physical, cold backup,

document, use, composition, running, monitoring, and installation.
7. Area: cloud type, rectangular, lane

When an area is dragged, nodes in the area move with the area. When a node is dragged, the

area does not move with it.
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4.10.1.4 Change History

Edit the C1

Changs Time Chanping Method

0452013 10710:39 Manua

= First &= Previous  =¢ Nedd = End

1.  Manually change the CI attributes and click Apply. A version change record is generated,
and Changing Method changes to Manual.

2. Change the CI attributes through auditing. A version change record is generated, and
Changing Method changes to Automatic.

4.10.2 Auditing CIs
4.10.2.1 Auditing Tasks

®sa0 = Dweie [ Expot

1. Display conventions:

Common users can access only audit tasks created by them. The system administrator can

view all audit tasks but cannot edit or change them.

By default, audit tasks are sorted by Task Creating Time in descending order.

& 2
2. Click to add an audit task.
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Add an Audit Task

Basic Information

Execution Time

® Ew

@ Every Month
Cl Information

7] Domain Gl Code Cl Name ype Person in Charge

W

1) Click to add a CL
2) Click to delete a CI.

3. Click to delete an audit task.

Export .
4. Click B Expo to export an audit task.

4.10.2.2 Auditing Reports

Auditing reports are classified into three types: not reviewed, passed, and not passed.



R ﬂmke 17 real

RIIL IT Business Management Operation Guide

Féo data edsts

1) Click to delete an audit report.
2) Click to export an audit report.
3) Click to export all audit reports.

1. Audit reports to be reviewed

Click the audit report name to access the Auditing Reports page.
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Auvditing Reports

Basic Information

Execution Time

201

Cl Information

de: Cl Mame: Status: B Search

Domain Ci Code Ci Name Atiribute Obtained V... alues

(¢)

Mo data exists

You can agree or disagree an audit report in Review Opinion.

| Auditing Reports

Difference Type

] : Diffe I asribute Difference [l Relationship Diference

Difference Descripfion

Cause Analysis for Inconsistency

Rectification Solution

Review Opinion

® Agree © Disagree

@ 0Ok % Cancel

If the audit report is not passed, all CIs in the report do not change.

If the audit report is passed, CI Values of a changed CI in the report changes to Obtained
Values, a change record is added, and Changing Method is Automatic.
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Edfit the C1

Cnange ) *ers of Changing

minisirator

3. Reviewed audit reports

Auditing Reporis
Basic Information

k Mame T

Execution Time
4-15 14:22

Cl Information

Domain

Difference Type

Difference Des

Cause Analysis for Inconsistency

Rectification Solution

Mo data exsts

All

Aftribute
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4. Not Passed

Auditing Os - Awditisg Repons

4.10.3 Configuration Wizard

The wizard will guide you through all CMDB configuration pages, including import, associating,
allocating a domain, and configuring permissions. It will also help you to complete CMDB
setting.

Welcome to IT Business Management

1 4BER WILAHT wt D vt 0PI T OeRal beBngs ol CULE

B impor

d & kemplais

W Browse

B impont

1. Allocate CI types to resources monitored by RIIL and import the resources to the CMDB.
2. Import data from the Excel file to the CMDB.

4.10.3.2 Automatic Import

Allocate CI types to resources monitored by RIIL and import the resources to the CMDB.
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After the resources are imported to the CMDB, the following message is displayed.

Message

Adding the resource to the CMDB

4.10.3.3 Allocating a Domain

To allocate a domain for CIs, perform the following steps:

Allot Domain

Allot Domain  © Group

& ok ® Cancel

1. Select a domain to which resources are to be added. Click Ok to proceed or click Cancel to
quit.

2. Click Export to export the selected CL.
3. Click Export all to export all CIs.
4. Click Next.
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4.10.3.4 Permission Setting

1. Display ClIs in the default workgroup.

2. Add CIs to a non-default workgroup and assign permissions (for proprietary attribute and

¥ add

asset attribute). Click a non-default workgroup and click . The Add dialog box is

displayed.
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Type: Host

Selecta Cl Permission

W Windows Host(2) Proprietary Attribute
[l Windows Server nly @ Read-Write

set Attribute

-Only @ Read-Write © Mo

B 1 Linux Host(0)
W  OtherH

& 0Ok ® Cancel

e S T 1

1) Read-Only: A read-only CI cannot be edited.
2) Read-Write: A read-write CI can be edited.

3) No Permission: The corresponding tab is hidden.

4.10.3.5 Relationship

1. The global structure chart is affected if the relationship name or type is changed.

2. Arelationship in use cannot be deleted, but the relationship name and type can be changed.

Cremquraten vhea

EEr S [ [ e e

4.10.3.6 Complete

Click Complete to exit the configuration wizard.
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4.11 Knowledge Base

The knowledge base helps you solve problems encountered during operation and maintenance.

You can add knowledge records during event handling or resource maintenance or directly add
knowledge. In addition, when an event is generated, the system automatically associates the

recorded knowledge to help you handle events and maintain resources.
4.11.1 My Knowledge

1. Viewing knowledge
1) Latest 30 Days

2) By type: You can view released knowledge by type. For example, you can view
knowledge by Windows.

My Knowledge

& Knowledge View @
Ep Latest 30 Days
."I"fr'pe
B Dcfault Classification
B windows

3) Customize a view for released knowledge.

& Custom View o

rd
B MyRelease (4)

4+ Click to add a knowledge view.

You can perform simple configuration and advanced configuration for the created

view.

Simple Configuration: The conditions are in AND relationship.
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Advanced Configuration: You can set conditions as required. The conditions are in
AND or OR relationship.

Create a View

Simple Configuration

Simple Configuration

Create a View
Mame

Advanced Configuration

$4dd = Delete

] Left Bracket Confent Condition Keyword Right Brac Relation

] B Serial Number B3 Contain | - | (- |

Javascriptaview.table.addRowi);

Advanced Configuration

+ Click = to delete a knowledge view.

+ Click to edit a knowledge view.
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Edit a View B

View Mame: My Knowledge Advanced Configuration

Simple Configuration

Serial Number

Knowledge

2. Saving knowledge

B Favorite
g = 4
I Ungrouped (0)

1) Click to create the Favorite folder.

Create a Favorite

Favorite :

& ok ® Ccancel

2) Click = to delete the Favorite folder. The default folder Ungrouped cannot be
deleted.

3) Click to edit the Favorite folder. The default folder Ungrouped cannot be edited.

3. Maintaining knowledge

1) Creating knowledge

Click I The New Knowledge dialog box is displayed, where you

can specify Serial Number (automatically assigned), Title, Type, Creator (the current

login user by default), Keyword, Solution, Description, and Attachment. If you click
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Save, the Draft Knowledge page is displayed. If you click Submit, the Pending
Knowledge page is displayed.

New Knowledge

Serial Mumber : KBOOOO00G6
Title

Type : Default Classification

Creator : System Administrator
Keyword

Solution

Description

Aftachment

& An attachment must be smaller than 10M.

Save 4 Submit

2) Draft Knowledge

Mamenance- Draf Knowiedge

+ Click to delete knowledge.

3) Pending Knowledge

+ Click to delete knowledge.

4) Rejected Knowledge

Wantenance: Rejech
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4+ Click to delete knowledge.

4.11.2 Knowledge Management

Only a knowledge administrator has permission to manage knowledge, including knowledge

audit, knowledge statistics, and knowledge setting.

1. Knowledge Audit

1)  When you click a knowledge record in the list, the Details page of the knowledge is
displayed. The Details page displays Serial Number (unchangeable), Title, Type,
Creator (unchangeable), Grade, Keyword, Solution, Description, and Attachment, as
shown in the following figure.



2.
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Details

Serial Number KBOOO000E

Title test knowledge

Type Diefault Classification
Creator o System Administrator
Grade : A

Keyword test knowledge

Solution 2 test knowledge

Description 3 test knowledge

Attachment

B An attachment must be smaller than 10M.

Review Opinion.  © Agree @ Disagree

£ ok  ® Cancel

& Audit
2) Select knowledge to be reviewed and click . A prompt box is displayed, as
shown in the following figure.

Message

. E' Are you sure to set the selected knowledge to Passed?

& 0Ok ® Cancel

Knowledge Statistics
You can collect statistics of knowledge according to the statistics type or chart type.

1) Click to create a view.

You can perform simple configuration and advanced configuration for the created view.
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Create Statistic View

Basic Information

Chart Na

Advanced Configuration

Simple Configuration

@ Ok ® Cancel

Simple Configuration

Create Statistic View

Information

© Knowledge fype
Chart Type © Bar Chart @ Pie
ple Config
Advanced Configuration
®Add = Delete

[} Left Bracket Content Condition Keyword RightBrac... Relalien

I [ ~ | Type - | contain [ B B

®X Cancel

Advanced Configuration

The Create Statistic View page is displayed. Select Statistics Type and Chart Type, set
conditions, and then click Save.
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Knowledge Sisfistics

2) Click = to delete a view.

3) Click to edit a view.

3.  Knowledge Setting
1) Basic Setting

You can set conditions of hotspot knowledge and excellent knowledge.

Knowhadge Setling

2) Type Maintenance

+ Click to add a knowledge type.

+ Click = to delete a knowledge type.

4.12 Wireless Management

The Manage Wireless module provides visualized monitoring and management of wireless
networks, including the homepage, wireless topology, overall events and alarms, resource

management, Top N, security management, statistics report, and wireless configuration.
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4.12.1 Homepage

B e Togoligy

AP Rate Btatistics (Kbps)

The homepage provides six information panels, visually presenting the wireless resource
availability, number of online users, wireless network topology, AP rate statistics (fit AP), AP
out-of-service rate (fit AP), and event statistics.

4.12.1.1 Resource Availability

1. The availability status of monitored ACs and fit APs is displayed in pie charts. You can click
the pie chart to open the list of the resources in corresponding status.

Resource availability

AC Availability P

Available[2])
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an [BEspon  [BEsponsa

Urage

2. Click a resource in the resource list. The details page of the resource is displayed.

LRI Usage E Memory lbage  17.20%

4,12.1.2 Users Number Statistics

1. This panel displays the statistics of AP users and all users.

Revipiesl
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Users Number Statistics

AP Users All Users

AP Mame T AP Location Current Online Users
apz2 -

APZ2100-1

ap3

apd

Users Humber Statistics

R

AP All Users

Users Online

2. On the AP Users tab page, click the view all button. The statistics of online AP users are
displayed.

Users Humber Statistics

All Users

AP Mame T AP Location Current Online Users

ap2 -

3. On the AP Users tab page, click the rollover button to switch to the bar chart.
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Users Number Statistics

e

R i All Users

10.00

AFPZ2100-1

4.12.1.3 Network Topology

1. This panel provides shortcuts to the Heat Map or Topology tab page. You can right-click in
the blank area of the topology and select Preview from the shortcut menu to create a
shortcut on the homepage.

Network Topology

Heat Map

2. Click the Heat Map or Topology tab on the Network Topology panel of the homepage to
quickly access the corresponding view.

4.12.1.4 AP rate Statistics

1. This panel displays the rate statistics of all fit APs.



R ﬂmke 17 real

RIIL IT Business Management Operation Guide

AP rate Statistics

AP Rate Statistics (Kbps)

60,000.00
50,000.00
40,000.00
30,000.00
20,000.00
10,000.00

0.00

APZ2100-1

2. Click the view all button. The statistics of rates of all APs are displayed.
AP rate Statistics
AP Rate Statistics (Kbps)
60,000.00
50,000.00

40,000.00

3. Click the rollover button to switch to the table.

AP rate Statistics

AP Rate Statistics (Kbps)
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AP rate Statistics

AP Uplink Rate (...

ap2 107
AP2100-1 0
ap3

apd

4,12.1.5 AP out-of-service rate

=

Downlink Rat... Total Rate (K...

14.07
0

18519.89

1. This panel displays the out-of-service rate statistics of all fit APs.

AP out-of-service rate

AP Name t Location
ap2 =
APZ2100-1

ap3

ap4

= =
7d 20d

Out-of-Senvice Rate
10.37%
0.1%

2. Click the view all button. The out-of-service rate statistics of all APs are displayed.

AP out-of-service rate

AP Mame T Location

ap2 -

AP2100-1

3. Click the rollover button to switch to the table.

w =
¥d 30d
Cut-of-Semnvice Rate
10.37%

0.1%
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AP out-of-service rate —
Jd 30d
AP Mame 1 Location Cut-of-Service Rate

ap2 = 10.37%

AP out-of-service rate

AP Dut-of-Service Statistics{%)

AP2100-1

4.12.1.6 Event Statistics
1. This panel displays event statistics by event severity.

Event Statistics

Event Statistics

Warning: 1040.00%0

Warning(7)

2. Click the pie chart to display the event list.
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Evont Statistics

™ infarmation 0

4.12.2 Wireless Topology

The wireless topology module provides two functions: heat map and geographic location
topology. To use the functions, you need to discover and monitor ACs in the system, and then

allocate geographic locations for fit APs in Wireless Configuration > Hotspot Configuration.
4.12.2.1 Heat Map

If a heat map is created, the heat map is automatically displayed after you access the Wireless
Topology page.

The heat map visually displays the AP signal coverage in the graphic form.

1. Click the add button on the right Wireless Heat Map panel to create a heat map.

Heat Map Hame

l ] 100

Farent Heat Map - 3 # Clear

* |: Aanc -'-_'1
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2.

3.

4.

5.

1) The heat map name must be entered.

2) To add an AP to the heat map and associate it with a monitored AP, you need to

associate a geographic location when creating the heat map.

3) After a parent heat map is configured, heat maps are listed in a tree on the right

Wireless Heat Map panel.
Note: After a heat map is created, only the plotting scale can be changed.
@ = 7

i Heat Mapl

="
]
=
s
L]
a
==

ESS

firel

On the Wireless Heat Map panel, select a created heat map and click the edit button to
change the plotting scale.
C N 4
& Heat MMapl

. T

On the Wireless Heat Map panel, select a created heat map and click the delete button to
delete the heat map.

r 4
& Heat Mapl

I T

On the Wireless Heat Map panel, right-click a heat map and select Default Display from the

shortcut menu.

Eleat hiapl

M—

Defanlt Display

) Heat Map2

Double-click a heat map name. After the heat map is displayed, the Resource Panel panel is

displayed on the right.
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® = o
& Heat Iviapl

= Haat Map

E

fireless Heat Map

e

£Y

£
=
9

ource FPanel

Bes

Picture
Backgronnd

Barners

6. Basic functions: After a heat map is created, perform the following steps to draw the heat
map:

Note: Any operation on the heat map (for example, adding a node) must be manually saved.

1) Dragging a background: On Resource Panel, click Background and upload a

background. Before dragging the background to the topology diagram, check the

plotting scale of the background picture. It is recommended that the picture use the

same scale as the heat map does.

Note: The scale of the heat map can be changed.
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Hos

]

2) Dragging an AP: On Resource Panel, drag an AP from the Device area to the topology.
After the AP is dragged to the topology, the New page is displayed, where you can
configure the AP associated with the node. The AP that can be associated is an AP

allocated for the geographic location associated with the current heat map.

Add Besources

Dizplay Hame

Teon

i |: anc F_-l

List of Wireless Device

IP Address 3 MAC Address = AC : AP Group i Location

-_ 172.17.163.2 14:14:4b:13:53:2b Ruijie_group Level1 Location

ap3 172171634 14:14:4b:54:2f 03 wsh Ruijie_group Level1 Location

1/1 Total 2 |4= First 4= Previous =+ Next =»|End

@ok % Cancel
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3)

Note: If you make any modification on the heat map, you must click the

Ehasbdabeti dbutton, so that the heat map is refreshed.

100

The node may or may not be associated with an AP. If the node is not associated with an
AP, the signal coverage is not displayed. If the node is associated with an AP, you can
right-click the node and edit it.

Adding a barrier: On Resource Panel, drag a barrier from the Barriers area to the
topology. Adding barriers aims to make the heat map reflect the actual AP signal

coverage.

After a barrier is dragged to the topology, the Barriers page is displayed.
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Medium: Briclk Weall: 3

Thick(em]: 20

Attenuation (dE): B.B

Note: After the barrier is added, you can right-click the barrier and edit it.
7. Advanced function: drilling down

1) To use the drilling down function, drag a picture node from the Picture area on
Resource Panel to the topology. (After the node is dragged to the topology, the New
page is displayed.)
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lizplay Hame

Tcon @ I"-'IDdIf_’,’ 1000,

Hot associate

Az iate Geographic I

K Cancel

1.1) To use the drilling down function, you need to associate a geographic location.
1.2) You can only associate the immediate child node of the geographic location
associated with the current heat map. For example, in the following configuration
I8 Levell Location
& Level Location
[ Level3-1 Location

the heat map is associated with Levell Location,

the picture node can be associated only with Level2 Location.

B Level? Location

* Cancel

® Cancel

2)  You can use the drilling down function for two purposes:

Double-click a picture node and drill down to the heat map associated with the same

geographic location as the picture node.

Right-click a picture node and drill down to the heat map associated with the immediate

child node of the geographic location associated with the picture node.
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3) To activate the drilling down function, you need to associate a heat map with the

geographic location that is associated with the picture node. See the following example.

3.1) The geographic location configuration is as follows:

& Levell Location
& Levell Location

[ Level3-1 Location

3.2) The current heat map is associated with Levell Location, and the Test Picture
node is associated with Level2 Location.
PR g iy

1 o — L=

- : I_|:_ et 0.
| o | ) !
:él : . @ ! _.
B | ! A 2
JD =] T erroe ]
e =
e | ]l L 1'.';-.:_...-

3.3) Assume that Level2 Location and Level3-1 Location are associated with heat
maps.

3.3.1) Double-click the Test Picture node, and the heat map associated with
Level2 Location will be drilled.

3.3.2) Right-click the Test Picture node, and the immediate child node of Level2
Location are displayed. Because Level3-2 Location is not associated with a

heat map, it is grayed out.
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Select Level3-1 Location. The heat map associated with Level3-2 Location
can be drilled.

8.  Other operations on the heat map:

1) Signal strength toolbar

Redraw Heatmap Signal Strength... 0 e _] ()

Click the signal strength toolbar. The Advanced Settings page is displayed, where you

can set the maximum signal strength displayed on the AP and some other parameters.

Advanced Setting=

Fading
Coefficient:

Signal Strength:
100

Hide Barriers:
Siznal Cowerage’ Signal Strengthz. 4GHz[b-

—i
Legend Text Color:

& X Cancel

2) Right-click in the blank area. The following shortcut menu is displayed.

2.1)

2.2)

Preview

Advanced Settings

Node Setting

Preview: Click it to generate a shortcut to the Wireless Heat Map tab on the

Network Topology panel of the wireless management homepage.

Advanced Settings: Click it to display the Advanced Settings page the same as
you click the signal strength toolbar.
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2.3 Node Setting: Click it to set node text format on the topology.

Note: Node Setting is used to set the text display effect of nodes. Legend Text Color on
the Advanced Settings page is used to set the colors of the scale and signal strength
toolbar.

3) Edit button on the left toolbar

Sig

3.1) If you select a node (such as an AP node or a barrier) and click the Edit button, a
page for editing the node is displayed. If you click the Edit button without
selecting any node, the Advanced Settings page is displayed, which is the same as
that displayed when you click the signal strength toolbar.

4.12.2.2 Geographic Location Topology

If no heat map is configured, the Wireless Topology page is displayed. The topology of the first
node (not the All node) in the geographic location tree in Hotspot Configuration.

TiEmRRS TR z Eer Termes g Fipar TIpEIa Usnage verniens e nabam

1. The topology includes all fit APs configured under the node and the ACs of the fit APs.

2. (Click any other node on the Wireless Topology panel. The corresponding topology will be
displayed.

3. When the geographic location topology is displayed, the right panel does not display the
Resource Panel tab.
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4. Right-click in the blank area. The following shortcut menu is displayed.

1)
2)

3)
4)
5)

6)

7)

Export

Presrewr

Eeset Layout

Dioes not Display Hidd...
View the List of Hidde. ..
Device hiark

Node Setting

Export: Click it to export a screenshot of the current topology.

Preview: Click it to generate a shortcut to the Topology tab on the Network Topology

panel on the wireless management homepage
Reset Layout: Click it to apply the star layout
Display/Does not Display Hidden Node: Click it to display or not display hidden nodes.

View the List of Hidden Resources: Click to view the list of hidden resources and

change the hidden state of the resources

Device Mark: Click it to specify the IP address or resource name to be displayed for a

device on the topology

Node Setting: Click it to set node text format on the topology

5. Right-click an AC. The following shortcut menu is displayed.

D)
2)

3)
4)
5)
6)

Hide node

Business Strocture Chart
Detailed Information
Ewent Details

Common Tools

Information Table

Display/Hide node: Click it to display or hide nodes.

Business Structure Chart: Click it to view resource locations in the business structure
chart.

Detailed Information: Click it to display the Resource Details page.
Event Details: Click to display the Event Details page.
Common Tools

Information Table: Click it to view the AC interface table and routing table

6. Right-click an AP. The following shortcut menu is displayed.
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1) Display/Hide node: Click it to display or hide nodes.
2) Detailed Information: Click it to display the Resource Details page.
3) Event Details: Click it to display the Event Details page.
4)  Online users: Click it to display the AP online users.
7. The left toolbar provides some operation buttons for easy operations.

8. Except that hiding or displaying nodes is automatically saved, all other operations on the

topology (for example, moving a node) must be manually saved.

4.12.3 Overall Events and Alarms

4.12.3.1 Event Console

s ol Aesource Manageman! Mebweark Tapalogy

111111!11111111%5

Only events generated by wireless resources are displayed.
1. Viewing events

1) You can view events in the unprocessed, processed, and already recovered states.
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Overall events and alarms

¥ Event Status [ +]

Il Processed

& Already Recovered

Unprocessed events are further classified into all unprocessed events and the latest 100
unprocessed events.

Event Console -> Event Status - Unprocessed
Latest 100
Au19 [ critical 0 [l Major 0 [ Minor 0 [ Warning 19 ™ Unknown 0 ™ Information 0

Event Mame IP Address

™ (Ruijie Wireless AC Devices)Slight overrun of Ping Delay 1727167 .6

[ (Ruijie Wirele C Devices)Slight overrun of Ping Delay 10.10.10.10
ght overrun of Ping Delay 10.10.10.11

[ (Ruijie Wireless AC Devic ght overrun of CPU Usage 10.10.10.10

™ (Ruijie Wirele C Devices)Slight overrun of CPU Usage AT217 167 6

[ (Ruijie Wireless AC Devices)Slight overrun of Current number... 17217 167 6

o B Expor B, Export Al
2) Click - or B co to export one or all events.

3) Filter events quickly by event severity.

AlL19 P Critical 0 [ Major 0 ™ Minor 0 P Wamning 19 ™ Unknown 0 ™ Information 0

Note: The function of filtering events by event severity is available on all other event
views except the Latest 100 view.

4) Click the unfold button to unfold the search bar.

Event Console - Event Status - Uaprocessed

—

™ Minor 0 [ Warning 19 ™ Unknown 0

information
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Evenl Console = Evenl Status - Unprocessed

YWaming

Note: This function is available on all other event views except the Latest 100 view.
2. Processing events

1) Unprocessed events can be manually processed. The processed events no longer

displayed for the resource node on the wireless topology.

2) You can click to process one or all events in the
unprocessed event list.
3. Defining a view

1) You can define an event view for your concerned events. In the self-defined view, events

are also classified into unprocessed, processed and recovered events.

® Recoverad
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Create a New View

& simp

& add

Lett Bracket Content Condition Keyword Right Bracket  Relation

()

Mo data ensts.

anced Configuration e Configura

3) You can click to perform
advanced configuration or simple configuration for the created view. On the Advanced

Configuration page, you can flexibly set search conditions for specific filtering.

4)  You can also process events in the self-defined view for unprocessed events.

4.12.3.2 Alarm Console

When an event generated by the wireless resource meets the alarm condition of the wireless
device, RIIL generates an alarm. You can view all alarms generated by wireless resources on the

alarm console.
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Al Consaok -+ Owiral Alarms - Casrant Alarm

1. Viewing events

1) Alarms are classified into current alarms and historical alarms by generation time.
Current alarms are generated on the current day. Historical alarms are generated

previously.

OF Overall Alarms [+ ]

B Historical Alarm

. Ep Export Export All
2)  You can click - or B co to export one or all alarms.

2. Defining a view

1) You can define a view for your concerned alarms. In this view, alarms are also classified

into current alarms and historical alarms.

W Current Alarm
- Historical Alarm

2) are used to create, delete, or edit a view.
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Create a New View

tion @ Current Alarm ® Historical Alarm

View Mame

Simple Configuration

Create a New View
sarm @ Historical Alarm
View Name
Advanced Configuration
#Fadd = Delete

B LeRBracket Content Condition Keyword Right Bracket

(¢)

Mo data exists.

l_g'g.ﬂ-.n“u':a nced Configuration

E,,E:im ple Configuration

3) You can click or to perform
advanced configuration or simple configuration for the created view. In the Advanced

Configuration area, you can flexibly set search conditions for specific filtering.
4.12.4 Wireless Resource Management

On the Wireless Resource Management page, you can view information of the monitored AC, fat
AP, fit AP, and WLAN resources, number of online users, and details of out-of-service fit APs,
and manage the access ports of fit APs.
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4.12.4.1 AC

10,90 10,70

1. The AC list displays all monitored AC resources.

el Monitoring
2. You can click

to stop monitoring an AC. The unmonitored AC

resource is no longer displayed in the resource management list.

i t* E“:pnrt 1 1 1 3
3. You can click or to export resource monitoring information.

4. Click a resource name. The Resource Details page is displayed.

P g Momory lssge  1F.21%

1) On the Resource Details page, click the setting button to set the panel displayed on the
details page.
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Customize

B The columns of the portlets, most shows four.

Select
E Key Metric
rformance Metric
I EventConsole
B slarm Console
W cConfiguration Metric

W Information Metric

&0k ®Ccancel

2)  On the Key Metric or Performance Metric panel, click the real-time collection button to
collect data in real time.

Key Metric

CPU Usage Memory Usage 17.21%

3) Click a metric name on the Performance Metric panel. The historical data of the metric
is displayed.

Performance Metric

Metric Mame Current Value Latest Collection Time
Memory Usage(%) .. 2013-04-22 02:08
CPU Usage(%) 2013-04-22 02:08
Throughput(kbps i 2013-04-22 D208

Broadcast Rate(@ma!) o 2013-04-22 0

Ping Delay(ZE3) & 2013-04-22 02:08

Current number of STAs connec... 2013-04-22 02:08

Currant numbear nf APe rannact N1 3-NA-27
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x
W 1d 7d 30d 3650 HENED &

Memory Usage(2013-04-22 01:07 - 2013-04-22 02:07)

100.00
90.00
80.00
70.00
60.00
50.00
40.00
30.00
20.00
10.00

0.00
04/22 01:08 0422 01:23 04/22 01:38 04/22 01:53

ac

4) Click the drop-down list in the upper left corner of the Resource Details page. The
sub-resources or associated WLANS of the AC are displayed.

Resource Details{172.17.167.6)

(Ruijie wirele o devi
 wessozutie wicless ACdevces)
[—MIC
[—Ruijie wirzless AP
test_1{Ruijie WLAN)
3446_123(Ruijie WLAM)
ruijie-office_10{Ruijie WLAMN)

5. In the resource list, you can click the button in the Operation column to view information

and complete some operations.

curce Management - AC

| | is i Dmice Name T L e55 Wengor Madel AP Comnn AP Online (1] Onl Cunrent Current CPU Usage oy U
R =3 TN S ) K I T O N T
. 10 1 1 L] Q k! % 1%

17
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4.12.4.2 Fat AP

Vireless Resource Management - Fat Ap

2. You can click to stop monitoring a fat AP. The unmonitored fat AP

resource is no longer displayed in the resource management list.

o B coor B Export Al o ‘
3. You can click or to export resource monitoring information.

4. Click a resource name. The Resource Details page is displayed.

CPU Usage

1) On the Resource Details page, click the setting button to set the panel displayed on the
details page.

CTarE Vi
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Customize
B The columns of the portlets most shows four.

Select

B Key Metric

- [@ Performance Metric

B Event Console
B Alarm Console
W Configuration Metric

Il 'nformation Metric

@0k ®cancel

2) On the Key Metric or Performance Metric panel, click the real-time collection button to

3)

collect data in real time.

Key Metric

Click a metric name on the Performance Metric panel. The historical data of the metric
is displayed.

Performance Metric ie e B R

-

Metric Name Status Current Value Latest Collection Time
CPU Usage{%) 2 2013-04-22 0212
Memory Usage(%) ; 2013-04-22 0212
Throughput(Kbps) 0. 2013-04-22 02:07
Broadcast Packet Rate(pac ) 2013-04-22 02112
Packet Loss Ratio{packetl/s) Y 2013-04-22 0212

Rate of receiving and sending |... .8 2013-04-22 0212

Kumhar nf TP interfara rnnnae f N 201LNA-27 N-17
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b4
T 1d 7d 20d 365d HEAE B

CPU Usage(2013-04-22 01:15 - 2013-04-22 02:15)

100.00
90.00
80.00
70.00
60.00
50.00
40.00
30.00
20.00
10.00

0.00
0422 01:16 0422 01:31 04422 01:46 04422 02:01

FAT_AP

4) Click the drop-down list in the upper left corner of the Resource Details page. The
sub-resources or associated WLANS of the fat AP are displayed.

Resource Details{172.17.161.254)

FAT_AP(Ruijie Wi

i FAT_AP{Ruijie Wireless AP)

—NIC
&k Other Information

Key Metric

5. In the resource list, you can click the button in the Operation column to view information

and complete some operations.

Resource Managenent - Fal Ap
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4.12.4.3 Fit AP

o Marapement = Fit A7

AP Himia

1. The fit AP list displays all monitored fit AP resources.

@ Cancel Monitoring

2. You can click to stop monitoring a fit AP. The unmonitored fit AP

resource is no longer displayed in the resource management list.

. Export = Export All L .
3. You can click or t i to export resource monitoring information.

4. Click

. The Fit AP Scan page is displayed. The fit APs not discovered can be

scanned and automatically monitored. Select an AC in the AC drop-down list, and the scan

automatically starts.
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Fit AP Scan
AC: Please select [dscan BBadd o Monitor | BAda Al to Monitor |

| J | Awailability / IP Address MAC Address

Q

No data exists

! Total 4= First 4= Pre s =» Next = End

dd to Monitor '—?.ﬂ.dd All 1o Monitor .
5. After the scan ends, click or 2 hotichat to monitor the

scanned fit APs.

6. Click a resource name in the fit AP list. The Resource Details page is displayed.

A

Cureani Vals

i

P LSl

1)  On the Resource Details page, click the Users Online tab to view the online users on the
fit AP.
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2) On the AP Information tab page, click a performance metric name. The historical data

of the metric is displayed.

RN

x
W 1d 7d 30d 3650 SEAAEI R

Packet Loss On AP Ethernet Port(04-22 17:19 - 04-22 18:19)
1.00
0.90
0.80
0.70
0.60
0.50
0.40
0.30
0.20

Unit: packet/s

0.10

0.00
04/23 17:20 04/23 17:35 04/23 17:50 0422 18:05

Eak

7. Click the operation buttons in the resource list to view the unprocessed events of the fit AP.

Wireless Resource Management = Fil AR
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4.12.4.4 Online Users

1. This page displays information of all online users.

. = Export Export All . .
2. You can click or B Exo to export information of the selected or all

online users.

4.12.4.5 WLAN Service

airce Marapsmenl © WA Semic

1. This page displays information of all monitored WLANSs.

Maonitaring

2. You can click to stop monitoring a WLAN. The unmonitored

WLAN resource is no longer displayed in the resource management list.

B B coport B Export Al . .
3. You can click - or B e to export resource monitoring information.
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4. Click . The WLAN Scan page is displayed. The WLANSs not discovered can be

scanned and automatically monitored. Select an AC in the AC drop-down list, and the scan

automatically starts.

WLAN Scan 53]
E Add to Monitor m Add All fo Monitor

WLAN ID VLAN ID 381D

Mo data exlsts.

P ; 2 Add All to Monitor
5. After the scan ends, click A Monior or = to monitor the

scanned WLAN:Ss.
6. Click a resource name in the WLAN list. The WLAN Details page is displayed.
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The AP Information page displays the managed APs on the WLAN. The Users Online page

displays user information.

#010EMAD

Channsi

1
1
155
i

1"
1

]

1

1

1

1

7. In the WLAN list, click the button in the Operation column. The Edit WLAN page is
displayed.
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Edit WLAN

Assoclated

# add = Delete

iP Address AP Location

No data is found.

1) On this page, you can set the available status, health status, and busy status of the
WLAN.

F A
2)  On the Associated tab page, click and associate an AP.
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Select AP

AP IP Address AP Location

1/1Total 3 |[€= First 4= Previous =k Next =] End =

®0k % Cancel

3) On the Availability Status tab page, configure the available status of the WLAN.
Edit WLAN

Avallabllity Status

Resource Relation: ® anD © OR Advanced Configuration

=2 Resource Name IP Address Resource Type
= ws5302 172171676 Ruijie Wireless AC Devices

v Apply * Cancel
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4)  On the Weight Rule tab page, configure the weight of the WLAN-associated resources
for measuring the health and busy states of the WLAN. The configuration method is the
same as that for business services.

Edit WLAN

Resource Na... | 4 sverage v Apply

B Resource Name IP Address Resource Type Weight Setings

W ws5302 7217.167.6 Ruljle Wire SHE % 100 100

4.12.4.6 AP Access Port

Flesouice Management Mebssari: Tapaicgy Man,

w

n Az AP Hame 1 AC P Agdress WAL Aoxiress AT Dedre. AL Par
R S S Y T S S 7T A
e : o= : . 8

1. This function is available only after automatic topology discovery is complete.

2. This function controls the status of the uplink network device (switch or router) port of the

fit AP, so as to control the available or unavailable state of the fit AP. The SNMP set operation
is used to complete this function.
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. Export E& Export all ) )
3. You can click or to export information of the selected or all

online users.

4. Click the button in the Operation column. The Set uplink interface page is displayed.

Set uplink interface

Status i Enable ® Disable

Read-Write
Community String

20Kk ®Cancel

Select the port status, set the read-write community name, and click OK to use the function.

Note: In the list, the availability status of APs is collected alternately. Therefore, the AP status
does not change immediately after the uplink port is enabled. The specific waiting time is

subject to the configured policy.

4.12.4.7 AP Out-of-Service Details

1. This page displays information of all online users.

. Export E} Export all ) ]
2. You can click or to export information of the selected or all

online users.
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4.12.5 TOP N

The Top N page provides eight information panels on two screens to display top N metric
rankings of ACs and fit APs.

4.12.5.1 Basic Information Description

1. For AC resources, statistics and top rankings of six metrics are displayed, including the CPU
utilization rate, memory utilization rate, online users, uplink rate, downlink rate, and total

rate.

2. For fit AP resources, statistics and top rankings of four metrics are displayed, including

online users, uplink rate, downlink rate, and total rate.

3. Metrics to be displayed on the portlets in the first screen can be defined, but the portlets
cannot be closed. The portlets in the second screen can be added, closed, and configured.

4.12.5.2 Basic Operations

AC CPU Utilization Rate

Tws5302

1. Click E: in the upper right corner and set the information to be displayed on the portlet.
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5.

6.

METE HaeT
Click or to switch between the statistics chart and table.

Click the page up button.

In the second screen, click the plus sign on a blank portlet to configure the contents to be
displayed on the portlet.

In the second screen, click to close the portlet.

Click a record in the statistics chart or table. The Resource Details page is displayed.

AC Memory Utilization Rate

20.00

Memory Usage(%o)

M s e

(Sws5302
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7. Click n and set Refresh Frequency and Auto Paging. The settings are valid for all
portlets.
Settings

tefresh ..
Freguency : Newver ‘

Auto Paging : Mewver [

@ ok & cancel

4.12.5.3 Portlet Settings

Click E i the upper right corner and set the information to be displayed on the portlet.
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Portlet Settings

Basic Info Settings
Template Type AP
Portlet Mame AP Uplink Rate

Default Metric Uplink Rate E | © Descending @ Ascending

Default ay @ Chart @ Table
w Top 5 E | resou
@ Apply  ® Cancel

Selected AP
& Add = Delete

AP Name IP Addrass MAC Address Location
10.10.100.4 00:12:a9.71.d6:9b Level1 Location

211122222

AP2100-3""8&%E(&) 10.10.100.3 00:1a:39.7Fd5:c9 Level1 Location

Ccocccoee 10.10.100.5 00:12:397Fd5 b9 Level1 Location

1/1 Total 3 l4= First 4= Previous = Next = End =2

1. Select Template Type, Default Metric, Default Display, and Show Top N resources.

) v Apply
2. Click and select resources.

& .
3. Click . The page for adding resources is displayed.
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D)

2)

3)

¥ Add

AP Mame IP Address MAC Addres Location

ap2 172.17.163. 14:14:4b:13:532b
AP2100-1 10.10.100.3 00:1a:a9:7f:d5:c9
ap3 217 3. 14:14:4b54:27.0a

ap4 17217 1635 00:1a:a9c1:abdf

1/1Total 4 |[#= First 4= Previous =k Next =b|End =2

P 0OK  ®Cancel

You can filter resources by column name. Click the triangle button next to a column

name, and the Filter menu is displayed.

AP Mame IP Address MAC Address

ap2 Filter

AP2100-1 Columa 00:1a:a9:7f.d5:c9

ap3 17217 1634 14:14:4b:54: 210
Click to add the selected resource or click to add all resources
to the portlet.

On the Top N page of wireless management, you do not need to click Apply in Basic
Information after you add a resource on the page for adding resources. The setting

applies automatically after you close the configuration page.
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Portiet Settings

Basic Info Settings

AP

AP Uplink Rate

Uplink Rate

Default Display © Chart ® Table
ow Top 5

@ Apply *® Cancel

4)  You do not need to click Apply after deleting associated resources.

Portlet Settings
Basic Info Settings
Template Type AP
Portlet Mame AP Uplink Rate
Default Metric Uplink Rate E © Descending @ A
© chart ® Table

5
@ ppply R
Selected AP
® Add = Delete
AP Name IP Address MAC Address Location

211122222 10.10.100.4 00/ 12:a9:7r.d6:9D Lewvel1 Location

AP2100-3""8&%A&(8) 10.10.100.3 001229 7rd5.co Level1 Localion

10.10.100.5 00:1a:a9.Tr.d5:b9 Level1 Location

4.12.5.4 Creating a Resource Portlet

In the second screen, click the plus sign on a blank portlet to configure the contents to be
displayed on the portlet.
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Portlet Settings

Basic Info Settings

CPU Usage E © Descending @ A

© Chan ® Table
5 E | resources
@ Apply  ® Cancel
Selected AC
& add = Delete

AC Mame | Vendor Model

No data exists.

I Total |4= First 4= Previous = Mext =b|End =

The configuration method is the same as the method for editing a portlet.

v Apply
Note: On this page, you need to click - after setting basic information. Then, you can

select resources.
4.12.6 Security Management

Before using this function, you need to add an AC on Wireless Configuration > Find & Set AC.

RIIL remotely connects to the AC added in Wireless Configuration, obtains the information of

rogue APs and rogue clients recorded on the device, and displays the information to users.
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errianl - Nagus Cheai

4.12.7 Statistics Reports

Heport Management -+ Hesource stafstics

Type E

For wireless resources, RIIL provides five statistics reports, including resource statistics reports,
user statistics reports, AP availability details reports, AC rate statistics reports, and AP rate

statistics reports. RIIL also provides the report subscription function.

Report Management
A User statistics
AP availability details

AL rate statistics

AP rate statistics

' My subscription

4.12.7.1 Resource Statistics Report

1. Resource statistics reports can be generated by type, vendor, or model.

1) By type
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& Slalishs

AP S¥ 140

2) By vendor

Resouroe Statistios P Chart
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APTI-L: ERETS

2. Click to export the current report to an Excel file, a Word file, and a PDF file.

3. Click n to subscribe to the current statistics report.

Report Subscription

Time Setting

Report Type - ©Daily Report ®Weekly Report @
Monthly Report

Export File Format - [BEE I

The subscribed report will be sent to your e-mail.

#® ok X Cancel

After the subscription is successful, RIIL sends the subscribed report to the current user by

email.

Note: The email address of the subscriber must be specified.

4.12.7.2 User Statistics Report

1. The user statistics report records the statistics of the AC users.

F = + B0
_ are used to create, delete, edit, and subscribe to a statistics report.

1) Creating a statistics report



RIIL IT Business Management Operation Guide

R ﬂmke 17 real

View Name

Report Name

Selected

B ACMName

Enter at most 30 characters.

Enter at most 30 characters.

& Apply

= Delete

Vendor Model

Mo data exists.

Specify the view name and report name, and then click Apply. Then, you can select

resources.

Click . The To Select page is displayed.
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To Select

AC Mame Vendor MMaodel

al Ruijie WS5302 10.10.100.100

ws530: Ruijie Ws5302 17217167 .6

1/1 Total 2 |#= First 4= Previous =k Next =# End D

& ok ® cancel

You can filter resources by column name. Click the triangle button next to a column

name, and the Filter menu is displayed.

AC Mame = Mendor = Model

Filter

Ruijie WS5302

On the statistics reports page of wireless management, you do not need to click Apply
in Basic Information after you add a resource. The setting applies automatically after
you close the configuration page.

In addition, you do not need to click Apply after deleting associated resources.
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AC Mame Vendaor Model

ws5302 Ruijie WS5302

ac Ruijie WSs3302

Ruijie W55302

2) Editing a report

Report Management - User quantity statistical report

View " Please select s =70

ser
LISERZ

e fange From '2012-04-2118:29 To 2013

Select the report view and click to edit the report. The page for editing a report is
the same as the page for creating a report.

3) Deleting a report

Report Management - User quantity statistical report

View - Please select E ® =70

Lser
LISERZ

Time range

From 2013-04-2118:29 To 2013

Select the report view and click ! to delete the report.

Note: When a report is deleted, the subscription relationship of the report is also
deleted.

4) Subscribing to a report
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Report Management > User quantity statistical report

E =0

Fram 2013-04-2 To 2013-04-

Select the report view and click n to subscribe to the report. The subscription
method is the same as that for resource statistics reports.

3. Execute the report.

Report Mansgement - User quantity statisfical report
User E # =10

Lk ey E

1) Select View, Time range to execute and

generate a report.

Heport Management - Uses guaniity stabstical report

Fuerage Value

User quantity statistical report-Auerage Vale

2) After a report is executed, you can export the results.

4.12.7.3 AP Availability Ratio Detail Report

1. This report provides the statistics of available duration, unavailable duration, and
availability ratio of the fit APs on the AC.

2. The methods for adding, editing, deleting, subscribing to, and executing reports are the same
as the methods for user statistics reports.
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ont - AP awadabdity roo detad report

AP ivailahlity ratio detal report Aversge Vil

4.12.7.4 AC Rate Statistics Report

1. This report provides statistics of AC rate.

2. The methods for adding, editing, deleting, subscribing to, and executing reports are the same

as the methods for user statistics reports.

AC rate statistice report-Total Average Rate(kbps)

4.12.7.5 AP Rate Statistics Report

1. This report provides statistics of AP rate.

2. The methods for adding, editing, deleting, subscribing to, and executing reports are the same

as the methods for user statistics reports.
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Report Management AP rate stabrstical repord

AP plame AP Locabon - & Liplink Dicramilink Rals{isps |

AP rate statEticd report-Tolal Average Rate(kbips)

4.12.7.6 My Subscription

1. My Subscription displays the subscription information of the current user.

Feparnt Mansgement - My subsornption

File Format
Expst

POF

Cancel 5 cription

2. Click to cancel subscription to a report.

3.  Select a subscription record and edit it.

(Resource Statistics) Type

Time Setting

Report Type - @Daily Report ®Weekly Report @
Monthly Report

Export File Format " PDF E

The subscribed report will be sent to your e-mail.

@ 0ok ® Cancel

4.12.8 Wireless Configuration

On the Wireless Configuration page, you can complete two functions:

Log in to the device to directly configure the device or configure backup (including the Discover
& Set AC, More AC Settings, and Backup Settings tabs).
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Configure geographic locations and allocate locations to fit APs (Set Hotspot tab).

4.12.8.1 Discover & Set AC

On this page, you can perform AC remote login settings (Telnet or SSH). Currently, this function

is valid only for Ruijie AC devices.

® idd  alFisciup = Deeste

*® Add

. The page for adding the AC is displayed.

Find & Set AC =
B Selectan AC to configure. B Discover %% Configure
Select Device Name Vendor IP Address
Ruijie 10.10.100.100

Ruijie 17217.167.6

1/1Total2  |4=First 4= Previous =» Next =l End )

Note: Before setting an AC to be remotely connected, discover the AC and add it to the
resource library. This page lists all ACs in the resource library.

1.2 If the AC to be remotely connected is not in the resource library, click

discover it.
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Discoveries

DCs : DCS_ 17217160239 53

IP Address
SMMP Version o SNMP w2
Port 161

Read-Only
Community

Read-Write
Community

w O ® Cancel

After the desired AC is discovered, return to the AC selection list.

Configure
1.3 Select an AC and click to configure the AC.
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Find & Set AC
AC Discovery

Login Parameters

Connection
IP Addre 10.10.100.100 &
¥

Telnet

23 EH

Authentication Privileged password

Privileged Password

1.4 On the AC Discovery tab page, select the remote device connection mode and click

Apply. Four basic configuration tabs appear.
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Find & Set AC

Login Parameters

IP Address 10.10.100.100
Prot Telnet

Port 23

Authentication Usemame+Passwords Privil... [

User name ruijie
P, wvord

Privileged

X Cancel

nfiguration

1.5 Click the tab.

Find & Set AC

[ Real-Time
Device Name x4
Wireless Device Mame b1 : 4
IP Address 10.10,100.100
Country Code . CHINA AUSTRALIA JAPAN AMERICA . TAIWAN
Maxmum Number of Users for AC

Maximum Number of A

W' Ap

Modify the settings and click to write the settings to running-config. Click

I Reat Tinje to refresh the data on the current page.

1.6 Click the tab.
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ew and edit the VLAN Fl Real-Time @ Add = Delete

VLAM ID VLAN Name IP Address Mask WLAN Interface

-_

VLANOOOD2 T
VLANDOO3 - - Gi0M,Ca

VLANDODS 123111 255255.255.0

Note: Do not change VLAN configuration arbitrarily. Incorrect VLAN settings may

cause failure to connect to the device.
1) Click to add a VLAN and set the I” address of the VLAN interface.

VLANAdd

YLAM ID
WLAN Mame
IP Address

Mask

@ 0K % Cancel

2) Selecta VLAN and click to delete the VLAN interface and the VLAN.

3) Click a VLAN ID to access the VLANEdit page.

VLANEdit

VLAM ID |
VLAM Mame @ VLANOOOA
IP Address ;1010100100

Mask : 2552852550

@ oK ® Cancel

El Real-Time

4) Click to refresh the data on the current page.

1.7 Click the tab.
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[ Real-Time ® Add = Delete

Destination Address Mask Next Hop
0.0.00 0.0.0.0 10.10.100.1
1.1.1.0 255.0 10.10.10.12
1110

11.1128

Note: Do not change VLAN configuration arbitrarily. Incorrect VLAN settings may

cause failure to connect to the device.

1) Click to add a route.

RouteAdd
Destination
Address
Mask

Mext Hop

2) Select a route and click to delete the route.

3) Click a route record, edit the route, and then click OK. The route settings will be
changed.

RouteEdit

Destination

0.000
Address

Mask 0000

Mext Hop : 10101001

& oK X Cancel

[ Real-Time

4) Click to refresh the data on the current page.
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Find & Set AC

DHCP Server Status

Status

DHCP Address Pool

DHCP Pool Mame S Mask Default Gateway
T 2323 255,

liji3

Iiji1 A 12.1.12.1

22 0 . . A

= Ned = End e

~ Apply

es Excluded

DHCP Relay

Server Address 10.10.10.121,1.1.1.1

® Cancal

1) The DHCP tab page displays DHCP Server Status, DHCP Address Pool,
Addresses Excluded, and DHCP Relay.

Note: For Ruijie AC devices, if an address pool is configured, the local DHCP server
configuration takes effect; if no address pool is configured, the DHCP relay

configuration takes effect.

F a
2) Click in DHCP Address Pool to add an address pool.
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DHCPAdd
DHCP

Pool Mame

Address Pool
Subnet

Mask

Gateway _ _ : ¥ Add

= Delete

DMNS Server . . . % Add

Delete

OPTIONAP Address @ OPTION . . . £ Add

Delete

® Cancel

3) On the DHCP tab page, you need to click for the settings to take effect

after adding, deleting, or modifying the excluded addresses.

Excluded

4) Multiple DHCP relay servers can be configured. Use a comma (,) to separate the

servers in between. After configuring the DHCP relay servers, click for
the configuration to take effect.

DHCP Relay

10.10.10.121,1.1.1.1

5) Click mlEN o refresh the data on the current page.
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1.9 In the Find & Set AC list, click a device for which an AC is added. The edit details page
is displayed.

Find & Set AC

Acms iy v AC Confic

Login Parameters
v Test Connection

IP Address 10.10.100.100

Telnet

23

Usemame+Password+ Privil... [E

ruijie

sSssssses

LLL ALl

2. Writing into startup-config

Note: The settings on the Find & Set AC page and the More AC Settings page are only
written to running-config of the device. To save the settings permanently, you need to write

the settings to startup-config.

In the Find & Set AC list, click the button on the Operation column to write running-config

into startup-config.

® a0 s Backug

3. Backup

In the Find & Set AC list, select an AC and click to back up the device settings.

You can download the backup configuration files on the Backup Settings page.

4.12.8.2 More AC Settings

You can perform more AC settings on the More AC Settings page.

1. In the toolbar on the left, select the IP address of an AC, and then select a menu to access the
corresponding page for configuration.
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More AC Settings &

10101011

2.1 Click to add a WLAN.

Add WLAN

A

Basic Info
WLAN ID
SSID

Broadcast SSID O ves @0

Authentication

Authentication Open System. .. [

@ ok ® cancel

2.2 In the Set WLAN list, select one or more WLANSs and click to delete the
selected WLAN or WLANSs.

2.3 In the Set WLAN list, click a WLAN ID to edit the WLAN. On the displayed Edit
WLAN page, you can perform advanced configuration.
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3.

Edit WLAN

WUAN Basic

Basic Info
2000
1000

Broadcast SSID O yes ®No

Authentication

Authentication Open System...

@ ok ® cancel

2.4 Click . The Mapping tab page is displayed, where you can set
mapping VLANs and AP groups for the WLAN.
Edit WLAN
e
T —
- AP Group Name VLAN ID Radio ID
Click to add mapping or to delete mapping.
2.5 Click the , Availability Status , and tab to set the
availability status, health status, and busy status of the WLAN.
Note: The configurations completed on these three tab pages are monitored by RIIL and
not configured on the device. The configurations are the same as those in Wireless
Resource Management > WLAN Service.
Set AP

3.1

3.2

Select an unavailable AP and click to delete it.

Click the name of an available AP to set the AP.
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Edit AP

AP APZ100-1

IP Addres: 10101003
MAC Addr 001a.a971.d5co
Working Mode Maonitor

Maximum Mumber of STAS 50

AP Group default

@ ok ® cancel

eal-Time

3.3 Click to obtain the AP configuration on the device in real time.

4. Set Radio

® Enable
4.1 Select a radio in the list and click or

radio.

gilill to enable or disable the

4.2 Click the operation button in the Operation column to enable or disable one radio.

4.3 Click a radio ID to edit the radio.
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Edit Radio

Radio ID
AP 211122222
Country code ALSTRALIA

Radio Type g802.11b

Channel 9

Power (%)

Beacon Period

#ok & cancel

[ Real-Time

4.3 Click to obtain the radio information from the device in real time.

5. Set AP Group

5.1 This page lists all AP groups configured on the device.

5.2 Click to add an AP group.
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Add AP group

Thadap

Edit AP group

AP Group Mame

Selected AP
® Add = Delete

IP Address MAC Address AP Group

Mo data is found.

1) Enter the AP group name and click to create an AP group on the
device.

2) Add APs to the AP group.

3) Click the W tab and configure the WLAN, VLAN, and radio

mapping.

Edit AP group

¥ Add = Delete

] WLAN ID VLAN ID Radio ID

5.3 Click an AP group name. The Edit AP Group page is displayed. Then, you can add APs

and associations to the AP group.

= Delete
5.4 Select an AP group and click - to delete the AP group.

] Real-Time

5.5 Click to obtain the AP groups in real time.
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6. Set Mobility

6.1 You can perform mobility configuration on this page

6.2 Click to add a mobile group.

Add Mobility Groups

Mobility Group Mame
Keepalive Count 4
Keepalive Interval 10
Share Messages among Groups © Yes @ No

F Add

Members
Delete

+ Add

Delete

# ok R Cancel

6.3 In the mobility group list, click a mobility group name to edit the mobility group.
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Edit Mobility Group
Mobility Group Mame
Keepalive Count 4
Keepalive Interval 10

Share M : damong Groups ® ves © No

Members F Add

= Delete

F Add

= Delete

¥ 0ok ® Cancel

6.4 Select a mobility group and click to delete the mobility group.

] Real-Time

6.5 Click to obtain the mobility groups in real time.

6.6 Click the Member column or n to view the mobility group members and the
member details.

7. Set Redundancy

ation . Mone AC Settings-: Set Redundancy

7.1 This page displays the redundancy configuration of all APs on an AC.

7.2 Click to configure APs in batches. Click an AP name to configure the AP.
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Add Redundancy Configuration
Redundancy Configuration

10.10.10.1

Selected AP

¢

IP Address MAC Address AP Group

This field cannot be left blank

Edit Redundancy Configuration

AP2100-1
Redundancy Configuration
Preferred backup AC 10101011
Second preferred backup AC Please select

Third preferred backup AC Please select

# ok ® cancel

7.3 Select an AP in the redundancy configuration list and click Delete to delete the

redundancy configuration of the AP.

] Real-Time

7.4 Click to obtain the mobility groups in real time.

8. Set QoS Rule
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iquration -« More AC Sefiings - Sof GoS Rule

Downie Fais fibpe )

Jaz

K 3 B Burs tale
] 1 344 1T 344 344 3 ETT 34 344

8.1 RIIL implements QoS rate limit based on WLAN, AP, or user.

N # Add
8.2 For each category, click to add a QoS rule.

8.3 For each category, click an ID or a name to edit the QoS rule.

8.4 Setting a WLAN QoS rule

Add Qo5 ﬁute
WLAN ID
WLAN ID
WLAN Qo5
QoS Type: per-user-limit
El  uplinkRate . Uplink Burst Kbps
/] Downlink Rate : Downlink Burst Kbps
QoS Type: total-user-limit

E  uplinkRate ; Uplink Burst Kbps

/] Downlink Rate : Downlink Burst Kbps

# ok % Ccancel

Note: On Ruijie AC device, QoS rate limit is based on 8 kbps. On RIIL, QoS rate limit is
based on kbps. Therefore, user configuration data may be different from the actual
configuration on the device. For example, the rate configured by the user is 65 kbps, but

the actual rate on the device is 64 kbps. The rate displayed by RIIL to users is also 64
kbps.

8.5 For each category, select a QoS rule and click to delete the QoS rule.

9. User Authentication

RIIL allows you to set two authentication modes separately.
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9.1 AAA Authentication

User Auihpafication

9.2 Web Authentication

10. Rogue Rule
RIIL allows you to set four kinds of Rogue rules.

10.1 Static Attack List

10.2 Allowed MAC Address
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10.4 Allowed Vendors

4.12.8.3 Backup Settings

On the Backup Settings page, you can back up and download the AC configurations added on
the Find & Set AC page.

\Whneless Configurabion - Backes Setings

il Start Backup

1. Click and select an AC to back up the configurations of the selected AC.
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3.

All IP Address

at 10.10.100.100

10.10.10.11

1/1Total2 4= First 4= Previous = Next = End &3
# ok ® cancel

A
In the backup list, click in the Operation column to download the backup file.

Each backup record includes AC running configuration, AC startup configuration, AP

running configuration, and AP startup configuration.

Select a backup record and click to delete the backup record.

4.12.8.4 Hotspot Configuration

1.

Before using the wireless topology function, you need to perform hotspot configuration.
Hotspot configuration includes geographic location configuration and allocation of
geographic locations to fit APs.

=4
Configuring geographic locations: in the left toolbar are used to add, delete,

and edit a geographic location. The specific operations are the same as geographic location
configuration in System Management.

Note: You cannot change the selected upper-level location when adding a geographic
location. To modify the upper-level location, you need to delete the geographic location and

add it again.
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Add a geographic location.

Mame

Mame of Parent Geogra... Please select

Diescription

¥ 0K ® Cancel

3. Allocating geographic locations to fit APs
1) Click the All tab. All fit APs are listed. The All, Assigned, and Unassigned tabs display
all APs, APs assigned with locations, and APs without locations respectively.

——

Click the button in the Hotspot Location column to directly assign a location to the
corresponding AP.

2) Click the Assigned tab. The APs assigned with a location are listed.
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2.3)

Click the button in the Hotspot Location column to directly assign a location to the

corresponding AP.

Select one or more APs and click JALoCSRNg

selected AP or APs.

to assign a location to the

: = Cancel . :
Select one or more APs and click to unassign the locations from the

selected AP or APs. The APs without an assigned location are no longer displayed
in the Assigned list.

3) Click the Unassigned tab. The APs without a location are listed.

3.1)

3.2)

SRS

semlaziy p IPA A

Rugie

| e 172 o ot
I T N SO S
] . "

Rigie

Click the button in the Hotspot Location column to directly assign a location to the
corresponding AP.

gn Location

Select one or more APs and click to assign a location to the

selected AP or APs. The APs with an assigned location are no longer displayed in
the Unassigned list.

Unaanijned

4) After configuring geographic locations, click any node other than All in the tree. The fit

APs under the node are listed.

jaratei - Sat Hotsgot

4.1)

Click the button in the Hotspot Location column to directly assign a location to the
corresponding AP.
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4.2) Select one or more APs and click to unassign the locations from the

selected AP or APs. The APs without an assigned location are no longer displayed
in the Assigned list.

4.3) Click . The Set Hotspot page is displayed.

Set Hotspot

AP IP Address 1 AP Group
AP2100-1 10.10.100.3 001229 7ra5.c9 - a 2344444
AP2100-2..

APZ100-3

ap4 217.1635 00132918 = Ruijie_group

1/1 Total 4 |4= First 4= Previous =b Next

The filter function is available. Click the triangle button next to a column name to

use the filter function.

AP * |P Address MAC Address
AP2100-1| Filter .

Column

Select an AP in the list and click to add the AP to the current geographic

location.

Click F Add Al to add all APs in the list to the current geographic location.

4.4) Select one or more APs in the list and click to unassign the locations

from the selected AP or APs. The APs without an assigned location are no longer

displayed in the current geographic location list.

5 Appendix
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