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Preface 

Thank you for using our products. This manual matches RG-SAM+ ENTERPRISE_4.00_Build20150829. 

 

Audience 

This manual is intended for: 

 Network engineers 

 Technical support and servicing engineers 

 Network administrators 

 

Obtaining Technical Assistance 

 Ruijie Networks website: http://www.ruijienetworks.com/ 

 Ruijie service portal: http://case.ruijienetworks.com 

 

http://www.ruijienetworks.com/
http://case.ruijienetworks.com/
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Preface 

Thank you for choosing the RG-SAM+ Security Accounting Management System. It is a great honor to provide you 

with Ruijie Networks products. We have sufficient user manuals that familiarize you with operations quickly. We also 

attach the e-document to the installation CD.  

We have made great efforts to include comprehensive content in the manual and make it simple and easy to understand, 

helping you obtain all aspects including installation environment, basic operation, software usage and precautions. To 

help you use the RG-SAM+ system properly, please read carefully all the materials in the CD before you start to install 

and use it. 

Ruijie Networks will update the RG-SAM+ software to improve performance and availability at any time. For this 

circumstance, Ruijie Networks will update related materials such as manuals and CDs in the first time. However, 

inconsistency in some details may still exist. We hope you to understand.  

Ruijie Networks has made reasonable efforts to ensure that the instructions contained in the document are adequate and 

free of material errors and omissions. If necessary, Ruijie Networks will explain issues not covered by the document, and 

correct errors as soon as possible. The customer assumes full responsibility when misunderstanding it. Ruijie Networks 

welcomes customer comments and questions by dialing the hotline 4008111000. In no event will Ruijie Networks be liable 

to any damage caused by improper operation or for any performance problem caused by substandard hardware.  

Copyright ©  2015, Ruijie Networks. All rights reserved. The information in this document is subject to change without 

notice. Without the prior written consent of Ruijie Networks, no part of this document may be photocopied, duplicated, or 

referenced. 

Overview 

The RG-SAM+ system developed by Ruijie Networks adopts the standard RADIUS protocol to cooperate well with Ruijie 

equipment and manage online users systematically. 

This manual is applicable to the RG-SAM+ (Enterprise Edition) system. Users of this version will enjoy unique operations 

different from other versions. For example, the enterprise edition has a different way of disabling RG-SAM+ services. 

Please refer to the “RG-SAM+ Service Manager” section of the Operation Manual of RG-SAM+ Security Accounting 

Management System. In this manual, the figures of installation and operations in Windows are for the enterprise edition. 

Unless specially indicated, they do not vary with versions except slight difference in figure display which will not be 

explained respectively. 

System components: To run the RG-SAM+ system properly, you should install the following programs. 

RG-SAM+ Security Accounting Management System 
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MS SQL Server 2008 database, MS SQL SERVER2012 database, and initialization of them 

This manual introduces the software and hardware configuration, detailed installation steps, and precautions for installing 

the RG-SAM+ system. 

Installation Preparations 

 Relevant patches must be installed in the operating system of the SAM+ server, and otherwise unexpected 

exits of SAM+ may occur. See the Software Configuration table. 

 During the SAM+ installation, close security software such as the 360 Anti-Virus, 360 Safe Guard and QQ 

housekeeper, or unpredictable problems may occur. 

Requirements for Hardware and Operating System 

The following tables describe the requirements for the hardware and operating system of the RG-SAM+ system. 

1) Hardware Configuration: 

Minimum Configuration: 

Dell PowerEdge R710 

CPU: 4-core Intel Xeon E5606 2.13GHz * 2 

Memory: 8G 

Drive: 130MB throughput, at least 100G capacity 

Network: 1000 Mbps full duplex NIC * 3 

 

Recommended Configuration: 

Dell PowerEdge R710 

CPU: 4-core Intel Xeon E5606 2.53GHz * 4 

Memory: 16G 

Drive: 266MB throughput, at least 200G capacity 

Network: 1000 Mbps full duplex NIC * 3 

2) Software Configuration: 

Operating 

system 

Windows Server 2008 Enterprise Edition SP1 X64 + Windows Server 2008 R2 

Enterprise Edition SP1 X64 patched with KB975808 (including patches KB976932 and 

KB976902) 

Windows Server 2012 R2 Standard Edition 

Database 
SQL Server 2008 Enterprise Edition SP1 X6 

SQL Server 2008 R2 Enterprise Edition SP1 X64 
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SQL Server 2012 Enterprise Edition SP1 

3) Turn off the firewall: 

 

 You should reserve about 200GB on the hard drive to store the SAM+ program, and reserve at least 20GB 

on the C drive.(WINDOWS) 

 The database files must be stored on the NTFS partition of a non-system drive with a minimum space of 

200GB. 

 If any version of SAM+ is already installed in the server, please uninstall it, restart the server, and then install 

a new version. To install the new version in the path of previously installed version, you should delete the 

SAM+ directory manually. 

 Install the database before installing the RG-SAM+ software. For details, see Section 1.1 of Chapter 1. 

 Before installation, please confirm that the server time is correct. Do not modify the server time during 

operation later. 
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Installation Steps 

Step 1: Install the SQL Server Enterprise Edition. See Chapter 1. 

Step 2: Install the RG-SAM. See Chapter 2. 

Step 3: Establish and initialize the SQL database. See Chapter 3. 

Required Files 

Installation program: RG-SAM+ ENTERPRISE_4.00_Build20150829.exe. The exact file name is subject to the release 

number.



 
 

RG-SAM+ENTERPRISE_4.00_Build20150829 Installation Manual 
 

Innovation Beyond Networks 

Chapter 1 Installing &Upgrading RG-SAM+ 

Installing the SQL Server 

The RG-SAM+ supports the Microsoft SQL Server 2005 or SQL Server 2008 as well as the SQL Server 2012 as the 

background database. The installation steps for the latter two are described as below. 

Installing SQL Server 2008 Enterprise Edition 

The operation of the RG-SAM+ system requires a background database. If you use the Microsoft SQL Server 2008, you 

must install the Microsoft SQL Server 2008 Enterprise Edition. 

The SQL Server 2008 is a large database server of Microsoft. This section describes the software and hardware 

configuration requirements for installing the SQL Server 2008 Enterprise Edition, detailed installation steps and notes.  

1) Insert the CD of SQL Server 2008 Enterprise Edition, click setup.exe, and a message will be prompted asking 

whether to install the NET framework. Click OK. 

 

2) After automatic installation, the following interface is prompted. 
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3) Click Installation >New Installation or add features to an existing installation.  
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4) Click OK. 



 
 

RG-SAM+ENTERPRISE_4.00_Build20150829 Installation Manual 
 

Innovation Beyond Networks 

 

 

5) Click Next. 
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6) Tick I accept the license terms, and click Next. 
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7) Click Install. 
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8) Click Next. 
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9) Click Next. 
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10) Tick the components you need as shown in the following figure, and then click Next. 
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11) Click Next. 
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12) Choose Default instance, and then click Next. 
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13) Click Next. 
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14) Choose NT AUTHORITY/SYSTEM from the Account Name drop-down list. 
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15) Choose NT AUTHORITY/SYSTEM for the three services as shown in the figure below. 
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16) Choose the Collation tab. 
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17) Configure collation. Make sure that the configuration is done exactly as shown in the following figure, or otherwise 

the SAM+ cannot run properly. 

 

18) Click Next. 



 
 

RG-SAM+ENTERPRISE_4.00_Build20150829 Installation Manual 
 

Innovation Beyond Networks 

 

19) Configure a user account and a password. 
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20) In the Data Directories tab, you can use the default configuration. If the default drive space is insufficient, choose 

another drive. 
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21) In the FILESTREAM tab, configure as shown in the following figure. Click Next. 
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22)  Click Next. 

 

23) Click Next. 
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24) Click Next. 
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25) Click Next. 

 

26) The installation is complete. Click Close. 
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27) Double click the SP1 patch, and click Next. 
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28) Tick I accept the license terms, and click Next. 

 

29) Click Next. 
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30) Click Next. 
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31) Click Update. 
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32) Click Next. 
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33) The installation is complete. Click Close. 
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Installing SQL Server2012 Enterprise Edition 

1) Double-click the setup.exe file, and the following interface is prompted. 
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2) Click Installation >New SQL Server stand-alone installation or add features to an existing installation.  
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3) Click OK. 
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4) Click Next. 
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5) Tick I accept the license terms, and click Next. 
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6) Keep the default setting, and click Next. 
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7) Click Next. 
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8) Click Next. 
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9) Tick the components you need as shown in the following figure, and then click Next. 
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10) Click Next. 
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11) Choose Default instance, and then click Next. 
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12) Click Next. 
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13) Choose Browse from the Account Name dropdown list. 



 
 

RG-SAM+ENTERPRISE_4.00_Build20150829 Installation Manual 
 

Innovation Beyond Networks 

 

 

14) Click Advanced. 
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15) Click Find Now, and then choose the Administrator user. 
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16) Click OK. 
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17) As shown in the following figure, choose Administrator for the five services, and input the system login password as 

the password. 
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18) Choose the Collation tab. 

 

 

19) Configure collation. Make sure that the configuration is done exactly as shown in the following figure, or otherwise 

the SAM+ cannot run properly. 
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20) Click Next. 
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21) Configure a user account and a password. 
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22) In the Data Directories tab, you may use the default configuration. If default drive space is insufficient, you may 

choose another drive. 
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23) In the FILESTREAM tab, configure as shown in the following figure. Click Next. 
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24) Click Next. 
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25) Click Next. 
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26) Click Next. 
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27) Click Next. 
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28) Click Next. 
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29) Click Install. 
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30) The installation is complete. Click Close. 
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31) Double click the SP1 patch, and click Next. 
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32) Tick I accept the license terms, and click Next. 



 
 

RG-SAM+ENTERPRISE_4.00_Build20150829 Installation Manual 
 

Innovation Beyond Networks 

 

 

33) Click Next. 
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34) Click Next. 
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35) Click Update. 
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36) Click Next. 
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37) The installation is complete. Click Close. 
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Installing RG-SAM+ 

1) Run the setup.exe file under the installation program directory to start the program. The installation interface as 

shown in the Figure 1.2.1 is displayed. 
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Figure 1.2.1 

 

2) Click Next, and the License Agreement interface as shown in the Figure 1.2.2 is displayed. 

Figure 1.2.2 
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3) Read the agreement. If you accept the agreement, click Next to continue, or otherwise click Cancel to quit. After 

Next is chosen, the interface as shown in the Figure 1.2.3 is displayed. 

Figure 1.2.3 
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4) In the Installation Type interface as shown in the Figure 1.2.4, choose Standard, and click Next. The interface as 

shown in the Figure 1.2.5 is displayed.(If you want to install only the RG-SAM+ Security Accounting Management 

System or the RG-SAM+ User Self-Service System, you may choose User-defined and then enter the 

Component Selection interface as shown in the Figure 1.2.4.) 

Figure 1.2.4 
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5) After Standard in the Installation Type interface (shown in the Figure 1.2.4) or components to install in the 

Component Selection interface (shown in the Figure 1.2.4) are chosen, click Next to enter the Installation 

Location Selection interface as shown in the Figure 1.2.5. 

Figure 1.2.5 
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In the Figure 1.2.5, you may define an installation directory. 

 Under the RGAC environment, install the SAM+ under the directory of a drive with large idle space. 

 Make sure there is no blank or Chinese character in self-defined path, and otherwise the program will not run 

normally. It is recommended to install it in a non-system disk, for example, D:\RG-SAM. 

 If the chosen installation directory already exists and is not empty, a prompt box for overwriting installation 

will be displayed. Click Yes, and program will delete the existing files under the directory and continue 

installation. If files are critical, please click No and change the directory before going to the next step. 

 

6) After an installation directory is defined, click Next. The interface as shown in the Figure 1.2.6 is displayed. 

Figure 1.2.6 
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In the interface, input parameter values. The parameters are described as below. 

Database IP: The IP address of the MS SQL Server database. 

Port: The port number of the MS SQL Server database. 

Database Name: The name of your database, which is the same as the database name you use. 

Username: The login name of the MS SQL Server database. 

Password: The password corresponding to the database login name. 

Bind IP: Please fill in the IP address bound for the SAM+ service. When the SAM+ is deployed standalone, fill in the 

actual IP address of the server providing service; when it is deployed in cluster, fill in cluster IPs; when it is deployed as a 

standalone self-service server, fill in the actual IP address of the server. 

 All the above parameters must be set, and the database name, username and password should not contain 

such characters as "<", "&", ".", "_", "-", "、", "”" and ">". Please use English letters or numbers as much as 

possible, and make sure these parameters are correct. 

 If the specified database already exists, then the prompt as shown in the following figure will be displayed. 

Click Yes to delete the database and initialize it using the initdb.sql (The initialized database will be created 
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under the default drive directory of the SQL Server. Please ensure sufficient space for the directory.), or click 

No not to delete and initialize the designated database. 

 

7) In the previous step, fill in correct configuration of the database server, and then click Next. The interface as shown 

in the Figure 1.2.7 will be displayed. 

Figure 1.2.7 

 

8) In the Figure 1.2.7, set the link names for the management and the self-service platforms. Usually you may use the 

default configuration. Click Next. The interface as shown in the Figure 1.2.8 is displayed. Confirm the information, 

and click Next. 
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Figure 1.2.8 

 

9) The interface as shown in the Figure 1.2.9 is displayed. 

Figure 1.2.9 
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You should choose an encryption way for the SAM+ to save user passwords on demand. If you choose Encrypted 

Password(Recommended), passwords queried in the database are saved as encrypted texts, and if you choose Plain 

Text Password, passwords can be obtained by enquiring the database directly. 

 The settings cannot be changed once set. It is recommended to choose Encrypted 

Password(Recommended). Click Next. 

10) Choose whether to enable system maintenance. If you enable system maintenance, the SAM+ will perform it 

automatically. Otherwise, system maintenance will not be performed. It is recommended strongly to enable system 

maintenance! See the interface as shown in the Figure 1.2.10. 

Figure 1.2.10 
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11) When system maintenance is enabled, you need to choose a drive for database backup. By default, the system 

takes the drive with the largest idle space, whose space must be larger than 20G. The system automatically creates 

the SAMDBBAK directory under the drive you choose to be the backup folder. See the interface as shown in the 

Figure 1.2.11. 
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Figure 1.2.11 

 

 When the remaining space of the drive for database backup is smaller than 3 times of the database size, the 

system prompts an "Insufficient drive space" alarm. Please set a proper drive space based on the database 

size. 

12) The interface as shown in the Figure 1.2.12 is displayed. 
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Figure 1.2.12 

 

Confirm all the configuration information of this installation, and click Install. 

13) The interface of installation process is as shown in the Figure 1.2.13.  

Figure 1.2.13 
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1. If a message to install software during the installation is prompted, always click Continue. 

For example, an RGAC-related program RGAC Miniport is integrated in the SAM+ installation process, and a warning 

message will be prompted if it is not signed. If you see the warning message, please click Continue. If you click Stop 

Installation, the program will not be installed. You may install it manually in future. 

To manually install the RGAC drive, open the DOS window, enter the rgac subdirectory under the SAM+ installation 

directory (for example, SAM+ is installed under the C drive). For a Windows 2008 X64 operating system, execute the 

drvcnsl64 /install C:\RG-SAM\rgac\driver\AMD64\win2008. 

 

2. If a failure of NTP service installation is prompted during the installation, you need to execute the NTP_Client.bat and 

the NTP_SERVER.bat in the NTP subdirectory under the installation directory after the installation is completed. 

 

3. If you have selected to initialize the database, there might be a prompt of initialization failure during the installation. 

Please click OK and manually initialize the database after the installation is complete. 

 

14) The interface after the installation is complete shown in the Figure 1.2.14. 

Figure 1.2.14 

javascript:void(0);
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Click Finish to finish the SAM+ installation.  

After installation, run the RG-SAM. Please refer to the “Starting RG-SAM” section of the Operation Manual of RG-SAM+ 

Security Accounting Management System. 

Upgrading RG-SAM+ 

You may upgrade previous RG-SAM+ systems to this SAM+ version. See the corresponding release package for details.



 
 

RG-SAM+ENTERPRISE_4.00_Build20150829 Installation Manual 
 

Innovation Beyond Networks 

Chapter 2 Installing &Uninstalling the RG-SAM+ Service 

Click Start>Program>Ruijie Networks>RG-SAM+ Security Accounting Management System (SAM+ Enterprise 

Edition) to start the RG-SAM+ Service Manager, and the interface of which is shown in the following figure. The program 

name is shown in the title, below the title are operation menus, and below the menus is the output interface of the program. 

The administrator is able to check the system condition through the output information. The Service Manager icon is on 

the right side of the taskbar. 

 

 If a software dog is inserted, the RG-SAM+ prompts "Encryption dog or authorization file does not exist, the 

system automatically quit!" after startup. See the following figure. 
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 Please replug the software dog. Under the driver directory under the SAM+ installation root directory, for 

example, C:\RG-SAM\driver,click the MicroDogInstdrv.exe file. 

 

The following interface is displayed. 
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Click Install Driver, and successful driver installation is prompted.  
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Service Installation 

You can install and uninstall services through the Install Service menu. The confirmation window for service installation is 

shown in the following figure. Click Yes to finish installation, or otherwise it is cancelled. 

 

Confirmation box of service installation 

After RG-SAM+ services are installed, the Start Service and Uninstall Service in the operation menus become 

selectable. Now the administrator can perform further operation (start or uninstall services). 

 Service installation is the precondition of starting and uninstalling services. If no service is installed on the 

system (By default, services are installed automatically after the RG-SAM+ system is installed, and the 

administrator does not need to install manually.), Start Service and Uninstall Service are disabled. After 

services are installed successfully, the message as shown in the following figure is prompted.  

 

Confirmation box of successful service installation 

You may uninstall services through the Install Service menu. The confirmation window for service uninstallation is shown 

in the following figure. Click Yes to finish uninstallation, or otherwise it is cancelled. 

 

Confirmation box of service uninstallation 
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After services are uninstalled successfully, the message as shown in the following figure is prompted. After uninstallation, 

the Start Service and Uninstall Service become unselectable. 

 

Confirmation box of successful service uninstallation
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Chapter 3 Other Precautions 

Solution to Rejection by Digital Signature Scheme During Installation 

During the SAM+ system installation, sometimes such error as File C:\WINDOWS\Installer\filename.msi is rejected by 

the digital signature scheme occurs. There are usually two solutions for this. 

Running regedit to Modify Registry 

Modify the PolicyScope value under the registry entry  

HKEY_LOCALMACHINE\Software\Policies\Microsoft\Windows\Safer\CodeIdentifiers from 0 to 1.If there is no such 

key, you may create one of the DWORD type. Then run net stop msiserver under the cmd. For security, you need to 

change the key value back after installation. 

For convenient use in future, you may create two registry entry files SetPolicyScope.reg and ResetPolicyScope.reg, 

open and edit them in Notepad. The content is shown respectively as below (above the dotted lines). 

Execute the following registry files before installation: 

SetPolicyScope.reg 

Windows Registry Editor Version 5.00 

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\windows\safer\codeidentifiers] 

"PolicyScope"=dword:00000001 

------------------------------------------------------------------------------------------------ 

Execute the following registry files after installation: 

ResetPolicyScope.reg 

Windows Registry Editor Version 5.00 

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\windows\safer\codeidentifiers] 

"PolicyScope"=dword:00000000 

------------------------------------------------------------------------------------------------ 

 

Modifying Local Security Policy 

Enter Control Panel>Administrative Tools. 
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Choose Local Security Policy. 

 

Click Software Registration Policies> New Software Restriction Policies. 
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Double click Enforcement. 

 

The following window is prompted. 
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Click OK. 

After modification, run cmd and execute the net stop msiserver command before installation.
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Chapter 4 Establishing and Initializing SQL Database 

Here we take the SQL Server 2008 for an example. The initialization of the SQL Server 2012 is the same as that of the 

SQL Server 2008. 

Take the following steps to initialize the database. 

1) Click Start>All Programs>Microsoft SQL Server 2008>SQL Server Management Studio, and a dialog box is 

shown in the following figure.  

 

2) Log in with the username sa and create a database in the local database server, for example, SAMDB 

(recommended). 

 A database name must contain English letters and Arabic numerals, and symbols like ".", "_" and "-" are not 

allowed. The database files must be stored on the NTFS partition of a non-system drive with at least 200G 

space. 
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3) After establishing the database, create a query. Click File >Open, choose SQL initialization script, which is 

initdb.sql (in the initdb folder under the RG-SAM+ installation directory) in this example. The actual script name is 

the file name under the directory. 

 

4) After opening the script (as shown in the following figure), select Query >Execute to finish initialization. 
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Precautions 

The initialization script automatically limits memory for the database according to the following rules. 

1) For the recommended configuration (of more than 8G physical memory), enable Use AWE to allocate memory, set 

the Minimum Server Memory to 3GB and the Maximum Server Memory to -3GB (the maximum memory). 

2) For the recommended configuration (of 8G physical memory), enable UseAWE to allocate memory, set the 

Minimum Server Memory to 3GB and the Maximum Server Memory to 5GB. 

3) For the lowest configuration (of 4G physical memory), enable UseAWE to allocate memory, set the Minimum 

Server Memory to 1GB and the Maximum Server Memory to 2GB. 

 After executing the initialization script, make sure to restart the database so that the memory limitation will 

take effect. 

 If Use AWE to allocate memory does not take effect after restarting the database, please enter the 

Properties of the SQL Server as shown in the following figure. 
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Set the database memory limit and restart the database. 
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