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This chapter describes how to configure the typical functions of RG-SMP. After reading this chapter, you will have a
preliminary understanding of the functions of RG-SMP and be able to complete basic security management
configuration.

This chapter is organized as follows:

® User Access — Wired Access

User Access — Wireless Access

User Access — Correlation with External Identity Center

User Access — Web Authentication

PEAP Authentication Configuration

1.1 User Access — Wired Access

This section describes how to configure RG-SMP for authentication in wired access.

1.1.1 Adding Devices

1. Go to Authentication & Authority > Device from the left menu.
cueqr

NAS IP MAS Configuration Templates: All hd
NaS Name:

I Add “ Delete H Search Device H Import Device “ Synchronize MAC ] NAS Configuration Templates
Totally 2 Records | Each Page 20  Records | Page 1 I totally 1 Pages | 60 A B e
e wser L swor | wsComovmen tenpes

O 101.1.25 00d0f82233b3 25 Telnet | View | Modify

O 172.18.8.109 00d0ff122457 109 Telnet | View | Modify

O 172.18.8.85 0013a9c3f4c9 85 Telnet | View | Modify
Totally 3 Records | Each Page 20  Records | Page 1 I totally 1 Pages | 60 o &
2 Tips:

1. You can set a template for the devices sharing the same SNMP version, authentication and Telnet parameters.
2 Ifyou cannot telnet device, please click ghere to download the registry repair tool. Please restart your browser after repairing

information is not registered in the system, the user authentication may fail.

2. Click Add. The Add window is displayed. Fill in the NAS IP and NAS Configuration Templates fields (you can
select an existing NAS configuration template or add one). Click Obtain Device Information. RG-SMP will
obtain device information automatically.
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€ Authentication & Autharity = Device = Add

Basic Information

* MASIP: (Format 192 168.20 1)
* NAS Configuration Templates: Mot Selected || Dbtain Device Information | View Template|| Add Template
NAS MAC: (Fi ; )
Select FAS-Configuration— O a0 CODOFBO0000T) 10 s confisuration
MAS Name: Template Template

MAS Location:

MAS Infarmation:

'ti Tips:

You can set a template for the devices sharing the same SMNMP version, authentication and Telnet parameters.

[ Add ] [ Reset ] [ Return l

€ Authentication & Authority = Device = Add

Basic Information

* MNASIP: 10.1.1.25 (Format: 192.168.20.1)

* NAS Configuration Templates: Ruijie Wireless Device| v|| Obtain Device Information | View Template | Add Template
MAS MAC: 00d0f8223303 {Format: 00DOFS000001)
MNAS Mame: Ruijie Click to obtain device information automatically.

The confizured NAS configuration template must
be consistent with the key or community name on

Ruijie 10G Wireless Switch(wss70g) | the device.
By Ruijie Networks.

MNAS Location: 32RAC

MNAS Information:

u Tips:

You can set a template for the devices sharing the same SHNMP version, authentication and Telnet parameters.

[ Add ] [ Reset ] [ Return l

To add a NAS configuration template, click Add Template.
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€ Authentication & Authority = Device = NAS Configuration Templates = Add

Basic Information
* Template Mame: RG-AC * Type: Ruijie Wired Device ﬂ

Identity Authentication Configuration
* ldentity Authentication Key:

2 Tips: The system and deviges perform user authentication via the Radius Protocol. Identity authentication key is used for the encryption of data packets and

should be the same as that of the devices.

Web Authentication Configuration

Web authentication Key:

1) Tips:After the Web authentication key is specified, the system will support Web authentication.

SHMP Configuration
* SMNMP v2c Community:

2 Tips:The SMMP configuration should be the same as that on the devices. Otherwise the system cannot manage the devices.

Security Management

Device based MAC: (O Supported ® Unsupported

Q& Tips:
You can set a template for the devices sharing the same SNMP version, authentication and Telnet parameters.

[ Add [ Reset ] [ Close l

3. After device information is obtained successfully, click Add.

— Note:

If device information fails to be obtained, check whether the device IP address and SNMPv2c Community are
configured correctly. If yes, check whether the communication between RG-SMP and the device is normal. Some
devices (for example, RG-ePortal) can be added even when their information cannot be obtained. If the NAS
configuration template is inconsistent with the actual configuration of the device, go to Authentication & Authority >
Device and click NAS Configuration Templates to add a NAS configuration template or modify the existing NAS

configuration template.

1.1.2 Enabling Wired Access

1. Go to Authentication & Authority > User Group from the left menu. Click Add or Modify to access the
configuration window of the corresponding user group.
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Ol Authentication & Authority = User Gmup#ﬂuer}‘ User Groups

User Group Name:

Totally 4 Records | Each Page |20 | Records | Page 1 i totally 1 Pages | G0 k] <0 0 (0
O new?2 View | Modify
O newl View | Modify
Guest User Group View | Modify | Restore Default Settings

Default User Group ¢ | Restore Default Settings

Totally 4 Records | Each Page |20 | Records | Page 1 i totally 1 Pages | 60 K <0 & 0

2. Check the Enable Wired Access check box and save the configuration.

© Authentication & Autharity = User Group = Modify User Group

User Group Name: Defaul Use

Access Control || Behavior Restrict Access Rules

Enable Wired Access Enable Wireless Access

Network Information Verification [ All Network Information Verification [] Al
[[J HD Serial Number Verification ["THD Serial Number Verification
1P Type Authentication ® Static © Dynamic [T11P Type Authentication @ Static © Dynamic
] User IP Verification [J user IP Verification
[[J User MAC Verification

[[J User MAC Verification
Cusermsl

[userms!

[[] NAS IP Verification [ $8ID Verification

[J NAS Part Verification

@ Tips

1. Wirgless SSID names are separated by commas (), e.g., web-wired-SSID, web-wirgless-SSID

2. The MAC address verification and the IMS| number/mobile phone number verification cannot be enabled atthe same time.

2

. When the network information auto-learning and the network information verification are enabled, you can bind users to networks. Or the system will bind users to networks through network information auto-learning in the
next authentication

4. When the network information verification is enabled, the client must upload network information and the uploaded network information must be consistent with that in the user information. Otherwise, authentication may be
failed

5. Ruijie clients, such as RG-5A For Windows, will upload all network information while other clients do not upload hard disk serial number and IP address type.
Other Settings
[] Enable VPN Access

‘When network information verification is enabled, the server auto-learns the network binding information

[ The user can access the network only through Ruijie Security Agent.

1.2 User Access — Wireless Access

This section describes how to configure RG-SMP for authentication in wireless access.

1.2.1 Adding Devices
See section 1.1.1 "Adding Devices."

1.2.2 Enabling Wireless Access

1. Go to Authentication & Authority > User Group from the left menu. Click Add or Modify to access the
configuration window of the corresponding user group.
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@[ Authentication & Authority > User Group F Query User Graups

User Group Name:
Add

Totally 4 Records | Each Page |20 |Records | Page 1 1 totally 1 Pages | 60 K Q9 & &
| newz View | Modify
| new1 View | Modify
Guest User Group View | Modify | Restore Default Seftings
Default User Group View Restore Default Seftings

Totally 4 Records | Each Page |20 |Records | Page |1 { totally 1 Pages | 60 k] < & G0

2. Check the Enable Wireless Access check box and save the configuration.

© Authentication & Autharity = User Group = Modify User Group

User Group Name: Defaull User Croup

Access Control || Behavior Restrict Access Rules

Enable Wired Access Enable Wireless Access

Network Information Verification [] All Network Information Verification [ All

["JHD Serial Number Verification
[T11P Type Authentication ® Static © Dynamic
[J User IP Verification

[T] User MAC Verification

[_] HD Serial Number Verification
O IP Type Authentication '® Static Dynamic
[J user P verification

[[] User MAC verification

O [Jusermsi
User IMS1

[[] NAS IP verification [ SSID Verification
[T NAS Port Verification

& Tips

1. Wireless SSID names are separated by commas (), e.0., web-wired-SSID, web-wireless-SSID

2. The WAC address verification and the IMSI number/mobile phone number verification cannot be enabled at the same time.

3. When the network information auto-learning and the network information verification are enabled, you can bind users to networks. Or the system will bind users to networks through network information auto-learning in the
next authentication

4. When the network information verification is enabled, the client must upload network information and the uploaded network information must be consistent with that in the user information. Otherwise, authentication may be
failed

5 Ruijie clients, such as RG-SA For Windows, will upload all network information while other clients do not upload hard disk serial number and IP address type
Other Settings
["] Enable VPN Access

‘When network information verification is enabled, the server auto-learns the network binding information

[ The user can access the network only through Ruijie Security Agent.

1.3 User Access — Correlation with External Identity Center

This section describes how to configure RG-SMP for correlation with the external identity center.

1.3.1 Authentication Using Generic LDAP Server
1. Go to Authentication & Authority > External Identity Center.

2. Check the Enable External Identity Center check box, click the Generic LDAP tab, and configure correlation
with LDAP.
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O| Authentication & Authority = External Identity Center

External Identity Center

) windows AD Domain ) External Database ) Remote Radius Server O Websenvice

LDAP Server IP:

LDAP Server Port 389 (Default: 389)
Root DM is the root node of an LDAP directory tree. For example, dc=my-domain and dc=com
Support Anonymaous O

Ifthe administrator password of the LDAP server is NULL, please select Anonymous Login.

Administrator User Name:

For example, the administrator user name for OpenLDAP is the rootdn of the slapd.conffile. (For example, cn=Manager, dc=my-domain, and dc=com})

Administrator Password:

For example, the administrator password for OpenLDAP is the rootpw of the slapd.conffile. (For example, secret)

* Identity Authentication Mode: (®) Implement Identity Authentication by querying LDAP users () Implement Identity Authentication by logging in to the LDAP server
* User ObjectClass person
* User Mame Aftribute Mame: uid

The system queries users based on attributes of User ObjectClass and User Name Aftribute Mame
* User Password Attribute Name userPassword

Enable an Encryption and Decryption Plug-in O

Learn new users during authentication
Learn the user group during new user authentication

* User Group Containing Auto Added Users (&) Select User Group

Ifyou don't configure the user group attribute name, all users newly learnad will be a o this user group

Existing users update the user group automatically
User Group Aftribute Name

If you configure User Group Attribute Name, the system will learn the user group from the LDAP server and add newly learned users 1o this group.

User Name Affribute Name cn Address Altribute Name : street
Telephone Mo. Attribute Name: telephoneNumber Mabile No. Attribute Name: telephoneNumber
Post Code Attribute Name: postalCode Email Address Attribute Name.

Test User Name:

Test Password: Identity Authen

YYou can verify whether a user passes LDAP server authentication by entering a test user name and test password and clicking Identity Authentication,

| Modify | | Reset | | Refresh |

3. Click Modify to save the configuration.

1.3.2 Authentication Using Windows AD Domain
1. Go to Authentication & Authority > External Identity Center.

2. Check the Enable External Identity Center check box, click the Windows AD Domain tab, and configure
correlation with Windows AD domain.

Innovation Beyond Networks



? —
A u’l’e RG-SMP Professional_2.63 _EN_Build20151106 Configuration Guide

Networks

© Authentication & Authority = External Identity Center

External ldentity Center

Enable External Identity Center

O Generic LDAP ® windows AD Domain O External Database © Remote Radius Server O Websenice

Mo Window AD Domain Server has been added to the system yet Please click "o Windows AD Domain Server” to view and configure the Windows AD Domain Server for login
* Synchranization Interval for AD Domain User Info: [7 days (from 1to 28, default 7)
Learn new users during authentication
Learn the user group during new user authentication

Existing users update the user group automatically

AD Domain User Aftribute Aftribute Mapping

Beeper No.
CityiCounty ~
Company
Country
Depar_tmem v
Description
42

SMP User Attribute
Address

Email Address
Full Name

Mobile No.

Postal Code
Telephone No.

l Modify ] [ Reset ] l Refresh ]

3. Click the Windows AD Domain Server link to access the AD Domain Server > Query window. Click Add to
add an AD domain server.

€3 Authentication & Authority = External |dentity Center = AD Domain Server = Query

AD Domain Name: | Domain Server P : [ Query H Reset ]

Delete H Close ]

| Add

U Mo matching AD domain server is found.

4. Configure the AD domain server and click Add.
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/& RG-SMP Security Management Platfarm - Windows Internet Explarer =] @ (=)
[ hito://172.18.7.88:8080/smp/adserverserviet [=]
© Authentication & Authority = External Identity Center = AD Domain Server = Add i
Basic Info
* AD Domain Name smpad.com

* Preferred Domain Server IP: |172.18.34 46
Standby Domain Server IP:

* Domain Server Port: 389

Tip: The default port for AD domain server is 389.

Dedicated AD Domain Account
* Login User Name: administrator
* Login Password: sssssssnsss
PEAP-MSCHAPv2 for 802.1X PCs
*PC Name: SMPAD-SERVER

m

2 Tips:

1. The AD domain user name is configured exclusively for SMP on the AD domain server to correlate with the AD domain. This account should have at least
read-only permissions for all directories of the AD domain free.

2. Ifthe AD domain user password is not entered, the original password will remain unchanged.

3. To change the PC name, add the SMP server to the corresponding AD domain, and login it by the administrator.

4 To enable PEAP-MSCHAPvZ, PCs must be registered with passwords the same as AD login password.

Other Info
* User Group Containing Auto Added Users:  |Default User Group Z) Select User Group
Y Tips:

1. The user not grouped or added to several groups is added to the specified user group by default.

Identity Center Correlation Test

Test User Name: 1108

Test Password: ssssssssses Identity Authen
4| 1 L2

= & Internet | FiRE: BR v ®|100% ~

1.3.3 Authentication Using Remote RADIUS Server
1. Go to Authentication & Authority > External Identity Center.
2. Check the Enable External Identity Center check box and click the Remote Radius Server tab.

© Authentication & Authority > External Identity Center

External ldentity Center

‘ Enable External ldentity Center

") Generic LDAP ) windows AD Domain () External Database ® Remote Radius Server O Websenvice
* Remote Radius Server IP: 1114

* Remote Radius Server Authentication Port: 1812 (Default 1812)

* Remote Radius Server Accounting Port: 1813 (Default 1813)

* Remote Radius Server Key: r

Learn user information when authentication is enabled

Existing users update the user group automatically

Learn Grouping Method: (®) Add users to specified group () Group users based on user name suffix
* User Group Containing Auto Added Users newl (&) Select User Group

Peap Authentication Agent Type: TERMINAL v

|- Modify | [ Reset | [ Refresh |

3. Configure correlation with remote RADIUS and click Modify to save the configuration.
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1.3.4 Correlation with External Database

1. Go to Authentication & Authority > External Identity Center.
2. Check the Enable External Identity Center check box and click the External Database tab.

External ldentity Center

| Enable External |dentity Center ‘

) Generic LDAP ) Windows AD Domain (® External Database ) Remote Radius Server ) Webservice

* Database Type |saL server (Support SQL Server 2008 R2)

* Database Server |P Address 172.18.8.19

* Databage Server Port: 1433 (Default: 1433)

* Administrator Account sa

= Administrator Password: ssse

* Database Name: Test

* Database Characler Set @ UTF-8 () GBK

= InTable UserInfo > Column UserID ~ | is user name, Column | Password ~ | is password.

Leamn new users during authentication
Learn the user group during new user authentication
* User Group Containing Auto Added Users new2 (@) Select User Group
If you don't configure mapping among the user group, table name and column name, all users newly learned will be added to this user group.
Existing users update the user group automatically
Enable an Encryption and Decryption Plug-in: O

Ifthe user password of the database server is encrypted, you can enable and configure an encryption and decryption plug-in by clicking 2 Import Password Plug-in to import a password plug-in

You can configure mapping ameng the user group, table name and column name to enable the system to learn user information from the database during user authentication.

Table Name
Use table’s v
User Group. v v Add
to associate the tableUserinfo’s >
Wobile No. Userinfo Moblie phone Self Reference Delete

TestUser Name: 111

Test Password: ae Identity Authen

You can verify whether a user passes database server authentication by entering a test user name and test password and clicking |dentity Authentication

d_part_,rauthenservlet?kind:quer'_,rf—.'] [ Modify ] [ Resat ] [Refresh l

3. Configure correlation with the external database and click Modify to save the configuration.

1.3.5 Correlation with Remote Web Service
1. Go to Authentication & Authority > External Identity Center.
2. Check the Enable External Identity Center check box and click the Webservice tab.
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External Identity Center

| Enable External |dentity Cemer|

) GenericLDAP ) Windows AD Domain () External Database () Remote Radius Server

* Remote Web Senice Server IP:

* Remote Web Senvice Server Port:

Remote Web Service Server Address: Obtain
Remote Web Senice Access URL: hittp:ir:!

You can click gDuwnluad WSDL File to download the Web service information description file

Identity Authentication Mode: (@ Login to the remote Web server for Identity Authentication () Query user Information on the Web service server for Identity Authentication
Learn new users during authentication

Learn the user group during new user authentication
* User Group Containing Auto Added Users: ), Select User Group

Ifyou don't configure mapping between the data element to be returned and user group information for the user information obtaining interface, all users newly leamned will be added to the default user group
Existing users update the user group automatically
Parameter Settings for Identity Authentication Interface

* Interface Mame: et

* Parameter  indicates the user name in DataTypeIChafaCT.

* Parameter indicates the user password in Data Type Charad. Add Parameter

The return value in Type Charac‘l. with content indicates that authentication succeeded
Configure the User Information Obtaining Interface: |
Enable an Encryption and Decryption Plug-in [l

TestUser Name

Test Password Identity Authen

You can verify whether a user passes remote web senvice server authentication by entering a test user name and test password and clicking Identity Authentication

1 Tip: Ifthe Web senvice provided by the External Identity Center does not comply with WSH specifications, or the security mechanism and other special configurations cause disconnection problems, please connectvia the Web
senvice adapter.

| Modity | | Reset | [ Refrash |

3. Configure correlation with the remote web service and click Modify to save the configuration.
1.4 User Access — Web Authentication
This section describes how to configure RG-SMP for authentication of mobile terminals.

1.4.1 Enabling Web Authentication of Mobile Terminals

1. Go to Authentication & Authority > User Group from the left menu. Click Add or Modify to access the
configuration window of the corresponding user group.

Ol Authentication & Authority = User Gmuplwﬂuery User Groups

User Group Name:

Totally 4 Records | Each Page 20 Records | Page 1 I totally 1 Pages | 60 K <9 &
AlllMone User Group Name ¥ Operation
O new2 View | Modify
O newl View | Modify
Guest User Group View | Modify | Restore Default Settings

Default User Group

Restore Default Settings

Totally 4 Records | Each Page 20  Records | Page |1 1 totally 1 Pages | G0 k) <3 > ™0

2. Check the An account can register [ ] mobile terminals check box and save the configuration.
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User Group Mame:

Access Control | ||Behavior Restrict Access Rules

Multi-Access Limit

* An account can be used on a maximum of 1 |terminals atthe same time (Default: 1)
An account can register maobile terminals (Default: 1)

A mobile terminal will be deregistered ifit does not go online in consecutive |90 | days (Default: 90)

¥ Tip: Aregistered mobile terminal can access a wireless S5ID without providing the user name and password.

Time management of messages displayed on clients

[] Amessage displayed on a client automatically close in seconds (Time range: 5-300)

Y Tip: When auto-closing is disabled, the online bulletin and messages will not close automatically.

Ruijie Client Anti-Uninstall
[ Enable Ruijie Client Anti-Uninstall

¥ When the Ruijie Client Anti-Uninstall is enabled, the Ruijie client user must enter a password before uninstalling the client.

User Password Management

[] Enable Initial Password Check (A user must change the initial password)
[] Enable Passward Complexity Check
[] Enable Password Validity Period Check

Online users failing in Password Validity Check will be forced offline in minutes (Range: 3-60)

Enable Sel-Service Password Change

1.4.2 Configuring Offline Timer

Daily Timer

Daily Timer is used to set the maximum one-day online time X for users of a specified group on User Group setting
page. (X is a positive integer in the unit of minutes, ranging from 5 to 1,440. The default value is 120 minutes.)

With Daily Timer enabled, the online time will be detected every 1 minute. If the maximum time X is exceeded, users
will get offline, suspended and logged.

1. Choose Authentication & Authority > User Group, click Modify in the Operation column.
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[ Feedback § Online Service = Technical Forum 1, About

Technical Support Hotline: (+86)4008-111-000

Administrator [admin] Login IP [172.12.7.19] Login Date [2015-10-19 10:19:43] [:Z0nline User /A System Status {3 Change Password () Logout

| © & Authority > User Group. Iy User Groups
& online User

& user User Group Name:

& Device
e Blackiist
Totally 3 Records | Each Page 20 |Records |Page 1 | / totally 1 Pages | 0 o o
I e ooer
B arcode View| Modity
5 External dentity Center GuestUser Group View | Modity | Restore Default Setings
Default User Group Restore Default Setlings
entication Settings
ElFortal Setings Totally 3 Records | Each Page 20 |Records |Page 1 |/ totally 1 Pages | <0 ool

& Bulletin Information

2. Choose Offline Timer, and click Daily Timer option, set Timer to 5 minutes, and click Modify to save the
setting.

[] Feedback § Online Service '3 Technical Forum i, About

‘ Prafessional

Technical Support Hotline: (+86)4008-111-000

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-10-19 10:19:43]

[##0nline User 2 System Status £ Ghange Password (1) Logout
i w

[+] & Authority = User Group > Modify User Group. o
& Online User
8 user User Group Name:
& User Group =
B e Access Control || Behavior Restrict | Access Rules
Beiackist Multi-Access Limit

* An account can be used on a maximum of 1 |terminals at the same time (Default: 1)

[J An account can register || mobile terminals (Default: 1)

&5 1AC Terminal

D Tip: Aregistered mobile terminal can access a wireless SSID without providing the user name and password.
B External dentiy Center

Offline Timer
uthentication Setlings © Disabled
B Portal Setings @ Daily Timer
- * Timer 5 minutes (minutes range(s, 1440])
- Bulteln Inormaziog U can Use wian senice 5 minutes everyday
@ ciient control * cause
© Total Timer
© single Timer
D Tips:

1. Daily Timer: When the daily imer ends, users will be forced ofline on that day and recover online chance next day.
2. Total Timer: The total timer starts when enabled. When the total imer ends, accounts will be suspended or cancelled
3.Single Timer: When the single timer ends, users will be forced offine or accounts will be suspendead

3. After users succeed in login, choose Authentication & Authority > Online User to view their online time.

£410:38

@ Online Web A... X +

< m W  http://172.18.34.41/smp/commonauth?wlanuserip=37... & C '&'

« User IP: 10.1.1.105
« Online Duration: 0:00:08
« Login Time: 2015-10-20 10:38:20

« Online Bulletin: Authentication success.
Go Offline

Pre-Login URI

Self-Service Change Password

i ] Tips:You have not completed the Password Protection
Settings. Click here to complete settings.

N 00000000

e ©
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4. If their online time exceeds 5 minutes, they will get offline and suspended; Choose Log Audit > Network Access
Logs to verify the result.

© Log Audit> Netwark Access Logs > Query Logs

User Name: UserIP: Offline Cause: All -
Login Time:  [2015-10-20 [[[] [0 [0 [/o Logout Time: 2015-10-20 [[]] 2359}, 59 |- Query [ Reset | susnces searcn
[ Delete [ Export Query Results [ Delete Al Metwork Trafic and Online Duration Report
Totally 1 Records | Each Page 20 |Records | Page 1 I totally 1 Pages | 60 REQTeTH
(=} 2011 1011105 2011 101128 2015-10-20 10:38:20 2015-10-20 10:44:00 The offline timer ends! View
Totally 1 Records | Each Page |20 |Records |Page 1 | / totally 1 Pages | 60 Q& el

© Log Audit > Operation Logs = Query Logs

Operator. Log Content: Record Time:[2015-10-20 ] - [2015-10-20

| Deete || DeleteAl |
Totally & Records | Each Page 20 |Records |Page|1 | / totally 1 Pages | 60 K <Q & ol
(=] system 2015-10-20 10:44:00 The daily offline timer of 5 minutes for User(2011, 10.1.1.105)ends with user suspension

Total Timer is used to set the total online time X for users of a specified group on User Group setting page. (X is a
positive integer in the unit of hours, ranging from 1 to 8,760. The default value is 168 hours.)

With Total Timer enabled, the online time will be detected every 1 minute. If the maximum time X is exceeded, users
will get offline, suspended and logged.

1. Choose Authentication & Authority > User Group, and click Modify in the Operation column.

[ Feedback § Online Senvice = Technical Forum (1 About
Technical Support Hotline: (+86)4008-111-000

Administrator (admin] Login IP [172.18.7.19] Login Date [2015-10-19 10:12:43] :0nline User /. System Status @ Change Password () Logout
(AN LM © Authentication & Authorily = User Group > Query User Groups
& online User
8 user User Group Name:
éow‘“
Blackiist
@ seltRegistration Totally 2 Records | Each Page 20 |Records |Page 1 | / totally 1 Pages| €0 KJ oo

Mobile Terminal
I e T

[ arcode View | Modify

B External dentity Center GuestUser Group View | Modify | Restore Default Settings
Default User Group View fModity| Restore Defauit Setinas
Authentication Setiings
[EPortal Setiings Totally 3 Records | Each Page 20 |Records |Page 1 | / totally 1 Pages | 60 K Qoo

@:Bulletin Information
@ cient Control

2. Choose Authentication & Authority > User Group, and click Total Timer option. Set Timer to 1 hour, and
click Modify to save the setting.

Innovation Beyond Networks



12uijie

Networks

RG-SMP Professional_2.63 _EN_Build20151106 Configuration Guide

© Authentication & Authority = User Group = Modify User Group

User Group Name:
Access Control || Behavior Restrict| | Access Rules

Multi-Access Limit
An account can be used on a maximum of 1 | terminals atthe same time (Default 1)

[T] An account can register mobile terminals (Default: 1)

U Tip: Aregistered maobile terminal can access a wireless SSID without providing the user name and password

Offline Timer
) Disabled
©) Daily Timer

@ Total Timer

* Timer 1 hours(hours range:[1, 8760])
* Response () Cancel @ Suspend
u can use 1 hour everyday -
* Cause =1
() Zingle Timer
9 Tips
1. Daily Timer: When the daily timer ends, users will be forced offine on that day and recover online chance next day.
2. Total Timer: The total timer starts when enabled. When the total timer ends, accounts will be suspended or cancelled.
3. Single Timer: When the single timer ends, users will be forced offline or accounts will be suspended

3. After users succeed in login, choose Authentication & Authority > Online User to view their online time.

E%10:38

@ Online Web A... X +

< m W http://172.18.34.41/smp/commonauth?wlanuserip=37... & C | %

v Success

o User Name: 2011

« User IP: 10.1.1.105

« Online Duration: 0:00:08

« Login Time: 2015-10-20 10:38:20

* Online Bulletin: Authentication success.

Go Offline

Pre-Login URL

Self-Service Change Password

© Tips:You have not completed the Password Protection
Settings. Click here to complete settings.

4. If their online time exceeds 1 hour, they will get offline and suspended; Choose Log Audit > Network Access
Logs to verify the result.
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| © Log Audit > Netwark Access Logs > Query Logs

Ll

Login Time: o o Ho | Logout Time: [2015-10-20[[] (2359 }{59 {wQuery | Reset | Advanced search
[ Delete [ Export Query Resuts J|.  Delete Al | Network Traffic and Online Duration Report

Totally 4 Records | Each Page 20 |Records [Page|1 | / totally 1 Pages | 60 K a > ol

2011 10.1.1.118 2011 10.1.1.28 2015-10-20 11:16:36 2015-10-20 11:38:00 The offline imer ends! View

© Log Audit> Operation Logs = Query Logs

operator| | LegContent| |  RecordTime: |2015-10-20 [T - 2016-10-20 [I) | Query | | Reset |

Totally 13 Records | Each Page Records | Page 1 | / totally 1 Pages| 60

system 2015-10-20 11:38:00 The total offine timer of 1 hour for User(2011, 10.1.1.118)ends with user suspension.

Ka e e

D system 2015-10-20 11:38:00 The total offine timer of 1 hour for User(2011, 10.1.1.105)ends with user suspension.

Single Timer

Single Timer is used to set the maximum single online time X for users of a specified group on User Group setting page.
(X is a positive integer in the unit of minutes, ranging from 5 to 86,400. The default value is 60 minutes.)

With Single Timer enabled, the online time will be detected every 1 minute. If the maximum time X is exceeded, users
will get offline, suspended and logged.

1. Choose Authentication & Authority > User Group, and click Modify in the Operation column.

[ Feedback § Online Senvice =/ Technical Forum i About
Technical Support Hotline: (+86)4008-111-000

[s%Zonline User /A System Status {3 Change Password () Logout

& Online User
8 user UserGrowpName| ]
Zoeve

e Blackiist
@ seltRegistration Totally 3 Records | Each Page 20 |Records |Page[ | / totally 1 Pages| €0 K Qoo
Bl mosite Terminal

inons b o
[rn— ibizn Operaon

[ arcode View | Modify
5 External dentity Center GuestUser Group View | Modity | Restore Default Setings
Default User Group view fuoaity| Restore Defaut Setings

Authentication Setlings
EZ Portal Setings Totally 3 Records | Each Page 20 |Records |Page[1 | / totally 1 Pages| <0 KW a ool

«:Bulletin Information
@ cient Contral

2. Choose Authentication & Authority > User Group, and click Single Timer option. Set Timer to 5 minutes, and
click Modify to save the setting.
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© Authentication & Authority = User Group = Madify User Group

User Group Name:
Access Control || Behavior Restrict || Access Rules

Multi-Access Limit
* An account can be used on a maximum of 5 terminals atthe same time (Default: 1)
[T] An account can register mobile terminals (Default: 1)

) Tip: Aregistered mobile terminal can access a wireless SSID without providing the user name and password

Offline Timer
) Disabled

) Daily Timer
© Total Timer

@ Single Timer

* Timer 5 minutes{minutes range:[5, 86400])
* Response () Offline @ Suspend
* Holding Time 30 minutes(minutes range:[5, 1440])
every 30 minute can use 5 minute -
* Cause =)
Y Tips:

Daily Timer: When the daily timer ends, users will be forced offline on that day and recover online chance next day.

Total Timer: The total timer starts when enabled. When the total timer ends, accounts will be suspended or cancelled

RN

Single Timer: When the single imer ends, users will be forced offine or accounts will be suspended.

3. After users succeed in login, choose Authentication & Authority > Online User to view their online time.

@ Online Web A... +

W  http://172.18.34.41/smp/commonauth?wlanuserip=37... & D — ds
< o =

v/ Success

» User Name: 2015

o User IP: 10.1.1.105

* Online Duration: 0:00:17

* Login Time: 2015-10-20 13:53:57

* Online Bulletin: Authentication success.

Go Offline

Pre-Login URL

Self-Service Change Password

i ] Tips:You have not completed the Password Protection
Settings. Click here to complete settings.

o
©
O
[#)
©
o
o

4. If their online time exceeds 5 minutes, they will get offline and suspended; Choose Log Audit > Network Access
Logs to verify the result.
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© Log Audit= Network Access Logs = Query Logs

User Name: User IP: Offline Cause Al -

LoginTime:  [2015-1020 [ [0 Jo 1o Logout Time:  [2015-10-20 [ 23 /{89 59 - Query [ Reset ] acvanced Searc

[ Delete [ Export QueryResults || Delete A ] Network Traffic and Online Duration Report
Totally 5 Records | Each Page|20 | Records |[Page 1 | / totally 1 Pages | 60 K QG o
2015 10.1.1.105 2015 10.1.1.28 2015-10-20 13:53:57 2015-10-20 13:59:00 The offline timer ends! View

© Log Audit = Operation Logs = Query Logs

Operator. Log Content Record Time: [2015-10-20 [[]] - [2015-10-20
| Delete [ Deletear |
Totally 16 Records | Each Page 20 | Records |Page|1 | / totally 1 Pages | 60 kK Q & &
system 2015-10-20 13:58:00 The single offline timer of & minutes for User(2015, 10.1.1.105)ends with user suspension of 30minutes:

1.4.3 Configuring QR Code Authentication

Prerequisite:

Configure the redirection addresses of Web authentication:

HTTP address: http://172.18.8.140:80/smp/grcodecardservlet
HTTPS address: https://172.18.8.140:443/smp/qrcodecardservlet

1. Choose Authentication & Authority > Portal Settings, and check Enable Guest Registration box to enable QR
code authentication.

Enable Guest Registration
* GuestValidity Period: 1 Dayis) 0 v Hour(s) 0 v Minute(s) (Default: 1 day, range: 5 minutes to 365 days)

test greode

* Bulletin Board Information

Guest scan QR code to register QR logo customization

* User Group: Default User Group (&) Select User Group
* QR wizard steps: Pleass scan your QR card o finish authentication!

* QR authentication success message: |Guest QR authentication success!

2. Choose Authentication & Authority > User Group > Modify User Group. Check Allow user to scan QR to
authentication box in Guest User Management Rights to allow QR authentication for the default user group.

Guest User Management Rights

Allow user to scan QR to authentication

[ Alow guest users to access network by scanning a QR Code

[C] Allow managing guest users on a Ruijie client

[] Allow managing guest users on a Ruijie Self-Service platform (registering users in common mode)

[] Allow managing guest users on a Ruijie Self-Senvice platform (registering users in SMS mode)
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3. Log into RG-SMP Self-Service Platform by users in the default group to view their QR codes.
r 2|

O

RG-SMP
Self-Service Platform

UserName: |ar |

Password: |ooo I
Validation Code: [7712 el 50N
m Forgot Password

A A
4. Click Print QR code, QR saved as, or Regenerate QR to print, save or regenerate QR code.
IF BRG=SMP Self-Service Platform

User Heme[qr] Login Time[2015-10-19 13:54:53]

© My self-senvice > QR card

E My Infarmation QR card
&P Change Password

@ Password Protection

B ar code card

QR brief introduction:

QR is generation from your profile
Guest scan the QR to pass access authentication

guest who scan the QR will binding to your account

EFrint QR code

EH QR saved as

Eegenerate QR

Effective days (Default 7)
Effective scanning times (Default 30):

Generation time:2015-10-19 13:54:55

@ Tips:
Regenerate QR, the previous QR fails automatically

5. After Wi-Fi is connected, the following page is displayed in the browser.
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L4126 y

Welcome to the QR ¢

< & M 172

Pleass scan your QR card to finish a
uthentication!

Tips for 10S:
wecpmBRY  reme

{ien Wi-Fi

®

Wi-Fi

Scan the QR code displayed in RG-SMP Self-Service Platform by using QR scanners (e.g. WeChat App).

1. If the following page is displayed, QR authentication succeeds and access is available.

EH:29

Welcome to the QR QR code card authen

Q m 172.18.7.55/smp/qrcodecardserviet?wlanuserip: v ﬂ v =

Guest QR authentication success!

User IP:10.1.1.105
Expiration Date:2015-10-15 13:30

2. The Regenerate QR function in RG-SMP Self-Service Platform will deactivate previous QR codes.
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RG=SMP"Self-Service Platform

User ame[qr] Login Time[2015-10-20 14:34:47]
Q" elf-service © My selfsenice > QR card

[Z] My Infarmation QR card

&7 Change Password

ﬂ Password Protection

QR brief introduction:
BB or code cara
QR is generation from your profile

Guest scan the QR to pass access authentication

guest who scan the QR will binding to your account

EPrint QR code

QF zaved as

Ej Regenerate QR

Effective days (Default 7) |7

Generation time:2015-10-20 14:36:18 . _—
Effective scanning times (Default 30): |30

Y Tips
Regenerate QR, the previous QR fails automatically

Authencation fails, the QR
code card has been revoked!

1.4.4 Random Verification Code of Web Authentication

1. Go to Authentication & Authority > User Group from the left menu. Click Add or Modify to access the
configuration window of the corresponding user group.
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Ql Authentication & Authority = User Gmup% Query User Groups

User Group Name: Query Reset
Add

Totally 4 Records | Each Page Records | Page i totally 1 Pages | G0 k] <0 0 (0
O new?2 View | Modify
O newl View | Modify
Guest User Group View | Modify | Restore Default Settings
Default User Group View | Modify | Restore Default Settings
Totally 4 Records | Each Page Records | Page i totally 1 Pages | 60 K < & o

2. Check the Enable Authentication via Web SMS Verification Code check box and save the configuration.

Authentication via Web SMS Verification Code

Enable Authentication via Web SMS Verification Code

* Expiry time of SMS Verification Code is: 15 minutes (Default 15 minutes, range: 5-30 minutes)

Enable Mobile Phone Mumber Authentication
(@ Tips:
1. ESA Please disable Authentication via SMS Verification Code when authentication-exemption is enabled.
2 3M3 verification codes can be checked only by an embedded portal.
3. Expiry time of SMS verification codes: After obtaining an SMS verification code, the user must submit it within the expiry time of the verification code.

4 When " Enable Mobile Phone Number Authentication " is selected, the system will automatically display a text box for the user to enter a mobile phone number.

1.4.5 Configuring Web Authentication
1. Go to Authentication & Authority > Portal Settings.

[ Feedback § Online Senice -/ Technical Forum ¥, About

| o
M | Professional Technical Support Hotline: (+86)4008-111000

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [¢“Online User /@ System Status @ Change Password ;) Logout

Enable Guest Registration =

& Online User * Guest Validity Period: 1| Day(s) 0~ Hour(s) 0 = Minute(s) (Default: 1 day, range: & minutes to 365 days)

& user

B user Group

& pevice

S Blackiist

@ SeftRegistration
Mobile Terminal

&5 MAC Terminal

* Bulletin Board Information

B External Identity Center

2 Authentication Settings
Portal Settings

I

[T Guest scan QR code to register QR logo customization

User Group: ¢

QR wizard steps:  |Pleass scan you

t User Group

& Bulletin Information

o finish auth
@ ciient Control

ar success message: |Guest OR authe

[T Enable Guest QR Code Registration
Enable Guest Validity Period by Scanner
Message for QR Code Scanning: [Please ask

juct authentication for
Message for Successful QR Code [You have pa: b |
System Maintenance ~ o

u can no

2. Enable SMS first if you want to enable Guest SMS-Self-Service Registration.

3. Check the Enable Guest Registration and Enable Guest QR Code Registration check boxes, and configure the
URL for QR code authentication.
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Networks
o V [ [7] Feedback s Online Service ./ Technical Forum ! About
IG=SMP Security Management Platform erofessional P S ——————

Administrator [admin] Login IP [172.18.7.18] Login Date [2015-11-10 11:20.52] [s3’Online User a System Status o Change Password ﬂLngnut
[..\jmmw_] For commeon user authentication, configure the HTTP redirection page:hiip://172.18.7.55: BU/smp/mmmanaum or H‘WPS red\reclmn page:https:/172.18.7.55:443/smp/commonauth =

& For guest user authentication, configure the HTTP redirection page:http:/172.18.7.55:80/ HTTPS page:https /172.18.7 55:443/smplguestauth

Online User

& User Web Authentication & Self-Service

& User Group * HTTP Port 80 |(Default: 80)

& Device + HTTPS Port 443 | (Default 443)

B, Blackiist

Self-s 1172.18.7.56:80/smpi:
Q Sel-Registration ) Tip: You can access the Self-Semvice platform through hitp:/i172.18.7.55:80/smpiselfservice

Eh-lubne Terminal L
[0 Enable Web Authentication

I

%HAC Terminal
[C] Enable Authentication-Exemption Rule for Web Users

5 external dentity Center
Enable Guest Registration

2 Authentication Settings * Guest Validity Period: 1 Day(s) 0 ~ Hour(s) 0 ~ Minute(s) (Default 1 day, range: 5 minutes to 365 days)

[l Portal Settings guestuser

& Bultetin Information
0 Client Control

* Bulletin Board Information:

Guest scan QR code to register QR logo customization
User Group: test (@) Select User Group
* QR wizard steps: Pleass scan your QR card to finish authentication!
* OR authentication success message: Guest QR authentication success!

QR code for authentication:

Please ask the reception personnel
to scan the QR Code.
In order to conduct authentication for

accessing network.

HTTPS access is supported. For details, see Tips in the Authentication & Authority > Portal Settings window.

1.4.6 Configuring Password Authentication

Disclaimer is added into the user authentication page. You can configure the disclaimer in Portal Settings menu.
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Authentication can continue only after the disclaimer is accepted. Then, enter the password and click OK to get access.
(Note: Users are added by the administrator. Username and password must match)

1. Choose Authentication & Authority > User. Click Add to add User 2011 with 2011 as its password.

[ Feedback § Online Senvice - Technical Forum 1, About
Technical Support Hotline: (+86)4008-111-000

Administrator [admin] Login IP [172.18.7.18] Legin Date [2015-10-12 10:18:43] [#Online User A System Status @ Change Password () Logout

RN © Authentication & Authority > User> Query Users

& Online User

& user User Name | Full Name: User Group: User Type: Al * Userstatus: Al v

B user croup

& Device Online or not: Al > InBlackiist ornot: Al > [Accurate Search Advanced Search  Query users offline for 3 long time
& Brackist

@ selrRegistration Import Users Import Network Binding Information Export All Results

Bl mobite Terminal

B yac Terminal |- Add to Blackist |Issue Message or Patch] | Suspend|

) External gty Canter Totally 3 Records | Each Page (20| Records | Page

T — Number of Blackisted
Full Name User Group ¥ o Exiry Date . Online Info Operation
EPortal Seings e e
0

3 Authentication Settings
[5] 2011 2011 Default User Group Never Expire Offine View | Moy | Mobile Terminal

| Delete [ Modify Al [ DeleteAr |

ime Customize User Fields SIM Card Nanagement Customize QueryList User Information Sel-Senvice Maintenance

I fotally 1 Pages | 60 K9 Bl

2. Choose Portal Settings, check Open Disclaimer Page box to enable and configure the disclaimer. Click Modify
to save the configuration.

NF BRG

Administrator [dmin] Login [P [172.18.7.19) Login Date [2015-10-18 10:19:43]

[ Fee

SMP Security Management Platform |"professional

[#Zonline User

| Authentication & Authority ™ 1 1. After Guest User Self-Service Registration is enabled, users can obtain a temporary password via SMS to access the Internet.

&Omme User

8 user
@UserGruup
%Dew:e

e Blackiist

@ serReaistration
Mnm\e Terminal

& MAC Terminal

3 Authentication Settings
Edlponai seffngs:

U&iaulletm Information
achenICumru\

EEmmal Identity Center

2. Please configure the URL for QR Code authentication
HTTP Address hitp:#172.18.34 41:80/smpl/grcodesenviet
HTTPS Address:https/172.18.34.41.443/smplqrcodeserviet
3. Please configure the URL for QR Code card authenticationer Online Heartbeat Period
HTTP Address:http:/(172.18.34.41:80/smplgrcodecardservet
HTTPS Address:https /172.18.34.41.443/smplgrcodecardserviet

| pen Disclaimer Page |

* Disclaimer title: \Disc\aimer

we provide free wian semvice for you

* Disclaimer contents:

{ Support upto 8000 characters input)

* Agree button title |Agree

(@ Tip:Authentication continues only after the disclaimer is agreed

] Detection on Web. Users

|

e Maintenance g |
["Cog Audt 3

3. After Wi-Fi is connected, the disclaimer page is displayed. After the disclaimer is agreed, the login page will be
displayed.
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E&10:27

tion Guide

Web Authentication

¢ Q m 172.18.34.41/smp/commonauth?wlanuserip=37a v ﬂ

1<
|

Disclaimer

we provide free wlan service for you

E&F10:27

Web Authentication

¢ @ ED 172.18.34.41/smp/commonauth?wlanuserip=37a v ﬂ

1<
|

4. Enter the correct password to get access.

Note: The username and password must match. For users are added by the administrator, make sure that the users have
been created.
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L&10:27

Online Web Authentic

< o M 172.18.34.41/smp/webauthsuccessserviet?isFirs o = | v o=

v/ Success

« User Name: 2011

» User IP: 10.1.1.105

* Online Duration: 0:00:02

« Login Time: 2015-10-19 10:27:23

* Online Bulletin: Authentication success.

Go Offline

Pre-Login URL
Se rvice Change Password

€ Tips:You have not completed the Password Protection
Settings. Click here to complete settings.

1.5 PEAP Authentication Configuration

1.5.1 Steps

1. Go to Authentication & Authority > Authentication Settings. Configure the SSID, security type, encryption
type, and authentication protocol of PEAP authentication based on the actual network conditions. The value of
Auto-connect to SSID must be consistent with the SSID configured for RG-SMP and the SSID is for 802.1X

authentication.
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°| Authentication & Authority = Authentication Settings |

Authentication Parameters

* Authentication Port: BE (Default: 1812) * Accounting Port: 1813 (Default: 1813)
Record Update Flow: O
Enable Nick Name Authentication: O
When account logins exceed the limit, deal as follows: |The new client will not be able to authenticate ﬂ

Preferred Wireless Authentication: |PEAP_EAP_GTC| v

Click here to import the wireless authentication server certificate.

) Tip: The Authentication Port cannot be the same as the Accounting Port.

Periodic Online Status Detection

Periodic Online Status Detection

* User Online Heartbeat Period: 5 minutes (Default: 5)

3 Tips
1. When Periodic Online Status Detection is enabled, please enable non-Ruijie client accounting and set the accounting period to the User Online Heartbeat Period
2. When Periodic Online Status Detection is enabled and the system do not receive the User Online Heartbeat Notification within three consecutive User Online Heartbeat Periods, the system will assume that this user has gone offine

and clear the user accordingly.

Password Anti Brute Force Protection

[[] Enable Password Anti Brute Force Protection

When the times of keying an incorrect password exceeds times, within hours, the user account will be frozen

Enable PEAP Authentication for Windows Client
* Auto-connect to SSID:
WIFI Security Type: [wraz[~]
WIF| Encryption Type: w
Second Stage of PEAP Authentication: lm

Click here to download WIFI Helper.

) Tip: Administrators can download and distribute the WIF| helper to Windows users.

Account Expiration Warning
Account Expiration Warning

SMS Account Expiration Warning: O

Email Account Expiration Warning O
* Sending Account Expiration Warning 7 days before. (Default: 7; Range: 110 30)
Every day, at “ o'clockto * o'clock to send Email/SMS account expiration warning

Every hours to send EmailiSMS account expiration warning (Default 24, Range: 1 to 360)

Y Tips: Enabling SMS/Email Account Expiration Warning allows the system to hourly check the online status within the configured period and sends the warning messages if necessary. In every warning period, the Account Expiration
Warning will be re-sent

2. Change Preferred Wireless Authentication to PEAP-MSCHAP.

[ ——————
[+

& Authority = Autf Settings

e Online User
Authentication Parameters

e
: j;; Group " TR ETED e 1812 (Defautt 1812) * Accounting Port: 1813 (Default 1813)
& Device Record Update Flow. O
B Blackist Enable Nick Name Authentication [}
@ seliRegistration When account logins exceed the lin When the new client the previous user will be forced to go offline. v
El wobile Terminal Preferred Wirelass Autnem\calm
&5 WAC Terminal Click here to import the wireless authentication server certificate

1) Tip: The Authentication Port cannot be the same as the Accounting Port.
B, External Identity Center P g

Periodic Online Status Detection
entication Seftings

[ Portal Settings Periodic Online Status Detection: O
p— - User Online Heartbeat Period minutes (Default 5)
& Bulletin Infermation Y Tips

0 Client Control 1. When Periedic Online Status Detection is enabled, please enable non-Ruijie client accounting and set the accounting period to the User Online Heartbeat Period.
h 2. When Periodic Online Status Detection is enabled and the system do not receive the User Online Hearlbeat Notification within three consecutive User Online Heartbeat Periods, the system will assume that this user has gone offline

and clear the user accordingly.

3. Click Modify when the configuration is completed. This enables PEAP authentication for users who have
downloaded Wi-Fi Helper on the redirected web authentication page.

1.5.2 Adding Mobile Terminals
1. Go to Authentication & Authority > Mobile Terminal.
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© | Authentication & Authority = Mobile Terminal %Queq'llobile Terminal

User: MAC Address: Online Status: |N\

Registration Date @t (@ | Query || Reset |

| Add || import || Delete ||

Delete All |

Totally 1 Records | Each Page Records | Page 1 totally 1 Pages | 60

G 9 & o

Totally 1 Records | Each Page Records | Page 1 totally 1 Pages | 60

2.
3.

111 123456714106 2013-12-19 11:30:48 2013-12-20 15:14:13 172188197 17218885 Offline

Click Add to add mobile terminals.

the corresponding user.

! Authentication

&b Online User

& User Group

& Device

By Blackist

@ selrRegistration
Mabile Terminal

5 MAC Terminal

B External Identity Center

[£3 Authentication Settings

[E&l Portal Semngs

\Q Bulletin Information
@ ciient control

4.

e

© Authentication & Authority > User > Query Users

User staws: [A1 [>]
In Blacklist or not: [All %] Accurate Search |- Query /[ Reset o Advanced Search  Query users offine for a long ime

User Name: | | Full iame: | | user Group: | | userType: [A1

Online or not: [All .

[0 add . Delete [ Modfyan [ Deletean

View

G 9 & o

Go to Authentication & Authority > User and click Mobile Terminal to access the Mobile Terminal window of

Import Users Import Network Binding Information Export All Results

[\ Add to Blacklist. |l [|lssue Message or Patd’l\]h Suspend\][\ Resume \l

Customize User Fields SIM Card Management Customize QueryList User Information Self-

Totally 6 Records | Each Page 20 |Records [Page 1 |

Type of Account Validity Number of Blackiisted
me ¥ R Expiry Date Online Info
eriot

1 totally 1 Pages | 60

] new? Never Expire 0 Offline
O 1111 1111 Default User Groun Never Expire 0 Offling
O 222 222 new2 Never Expire 0 Offline
] 666 666 new? Never Expire 0 Offline
O 777 TITITIT new? Never Expire 0 Offline
O hkp huangkaipen new2 Never Expire 0 Offline

Totally 6 Records | Each Page Records | Page I totally 1 Pages | 0

Click Add to add mobile terminals.

1.5.3 Importing Mobile Terminals

1.

D| Authentication & Authority = Mabile Terminal |>Query Mobile Terminal

User.l

| MAC Address: |

| online status: |Al .

Reqgistration Date: [ﬁto ﬁh Query ||| Reset |

[| Add ”| Import \][\ Delete |H|

Delete All |

Totally 1 Records | Each F'age 2

Records | Page - ! totally 1 Pages | GO

Kae A

Operation

View | Modify
View | Modify
View | Modify
View | Modify
View | Modify
View | Modify

Mobile Terminal
Wobile Terminal
IMobile Terminal
Mobile Terminal

Mobile Terminal

IMobile Terminal

Lol B e

Go to Authentication & Authority > Mobile Terminal and click Import. The Import window is displayed.

K QG

123456714106 2013-12-19 11:30:48 2013-12-20 15:14:13 172.18.8.197 172.18.8.85

Totally 1 Records | Each Page Records | Page ! totally 1 Pages | GO

2.

Select the Excel file to be imported and click Import.

Offline

View

K QG
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© Authentication & Authority = Mobile Terminal = Import

Upload Import File
Importing File (*.xls):

import

@ Tips:
1. The mobile terminals cannot exceed 10,000,

2. 0Only EXCEL files based on template format can be imported. Clickto download the Import Template.
3. Ifthe required information is notincluded in the Import Template, users can create a new file based on the template.

1.5.4 Deleting Mobile Terminals

1. Go to Authentication & Authority > Mobile Terminal, select a mobile terminal, and click Delete. The selected
mobile terminal is deleted.
© [Authentication & Authority}= Wabile Terminal > Query bobile Terminal
user MAC Addrass: ontne stas A V]
Registration Dater @

[ Add | import || Delete | DeteteAn |

Totally 1 Records | Each Page 20  Records | Page |1 I totally 1 Pages | G0 k) < > 0

m MAC Address ¥ Reagistration Date ¥ Authentication Time Authentication IP m Online Status ¥

123456714106 2013-12-19 11:30:48 2013-12-20 15:14:13 172.18.8.197 172.18.8.85 Offline View

Totally 1 Records | Each Page 20 Records | Page 1 I totally 1 Pages | G0 kK < & o0

2. Go to Authentication & Authority > Mobile Terminal and click Delete All. The listed mobile terminals are

m o Authentication & Authority = Mobile Terminal = Query Mobile Terminal

&Omme User

8 user User: MAC Address: Online Status: [All ~]

&, user Group

& bonee Registaton Date [

e Blackist

@ selfRegistration [ Add [ import || Delete /| Delete Al |

[ mobite Terminal

B 1A Terminal Totally 1 Records | Each Page 20 |Records | Page |1 I totally 1 Pages | 60 {1 e = e
e | e — e e e

E‘,Extarna\ Identity Center

T 123456714106 2013-12-19 11:30:48 2013-12-20 15:14:13 172.18.8.197 172.18.8.85 offiine view

=] Authentication Settings Totally 1 Records | Each Page 20 |Records |Page|1 | / totally 1 Pages | 60 k) < o0

[ Portal Settings

QZBuHatm Information
€ ciient control

2 FAQ

1. Howcan I log in to RG-SMP for the first time?

Type http://local IP address:8080/smp/index.jsp in the address bar of your browser. Enter the user name (admin)
and password (111111111) of the system administrator in the login window.

2. Why does the system prompt database exception in an RG-SMP startup failure?
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The database is configured incorrectly. Check whether the actual configurations of the database are consistent with
the database configurations (including the server IP address, server port, database name, and user name and
password for login) in the Service Manager of RG-SMP.

How can | change the HTTP or HTTPS port for login to RG-SMP?

Go to System Maintenance > Basic Configuration. Change the HTTP Port or HTTPS Port number. You can
also enable or disable login to RG-SMP in HTTP or HTTPS mode.

Server Parameter

B s Setiings * [v]HTTP Port 8080 |(default 8080)
u Email Service Settings * H'I'FF’S Port: 8443 | (default 3443)

* Required memory limit 512 |MB - 1024 |MB(Recommended 512 MB - 1024 MB)
‘=0 Custom Manager Page
2 Tips: The HTTF port and the HTTPS port cannot be the same

&8 Database Maintenance
a WebService Service Access Port

* WebSenice Serice Access Port: 9030 (default 9090)

1 Tips: The WebSenvice Senvice Access Port is the port via which the third-party access the current system

Client Communication Configuration

* Server Communication Port 53 (default 53)

* Client Communication Port: 138 (default 138)

* Client Communication Timeout is 3 times (3 by default)

* Client Communication Refransmissions 3 times (3 by default)

* Computer Protection Detection Period 5 minutes (5 by default)

Enable the Client Management Center Server.  []

Modify Reset

Why does the system always prompt that session timed out and return to the login window when 1 click the
View button?

Currently, RG-SMP allows logging in only through the Internet Explorer rather than through My Computer or

Resource Manager. When the problem occurs, restart the Internet Explorer and type the URL of RG-SMP in the
address bar.

Why does the system prompt existence of unsupported characters?

Currently, RG-SMP supports Chinese characters, letters, numbers, and common punctuation marks listed below.

~ ! @ # $ % n & *
C D S I I S O o S A
_ - = + , ) & ' + ,
: «“ ”» ‘ ’ < > %
‘ ’ “ ” e | %o | & . ] )
( )i [ ] ! " # $ *
< = > — / ? @
{ | } ~ [ \
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