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Preface

Thank you for using our products. This manual will guide you through the operation of the system.

Scope
This manual is intended for:

B Network engineers
B Technical support and servicing engineers

| | Network administrators

Obtaining Technical Assistance

B Ruijie Networks website: http://www.ruijienetworks.com/

B Ruijie Networks service portal: http://case.ruijienetworks.com

Documentation Conventions

The symbols used in this document are described as below:

N

Note Means reader take note. Notes contain helpful suggestions or references.

VN

Caution  weans reader be careful. In this situation, you might do something that could result in equipment damage or

loss of data.
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Product Overview

The RG-SMP (Security Management Platform) is an enterprise-class security management application that provides insight

into and control of Ruijie security and network devices.

The RG-SMP offers comprehensive security management across a wide range of Ruijie security appliances, including Ruijie

intelligent switches and Wireless solutions.

The RG-SMP is also compatible with other third-party networking devices with 802.1X protocol, enabling the AAA

(authentication, authorization and accounting) network access control (NAC) policy according to user requirements.

The Ruijie RG-SMP allows users to manage office networks of all sizes for a broad spectrum of industries, with security

compliance requirements of user identity, host health and security of network communication.

Hardware Configuration

The RG-SMP system involves operation of the customers' business networks. Therefore, the hardware configuration of the

servers installed with RG-SMP must meet the minimum requirements; otherwise, problems, such as slow authentication,

high CPU usage, and slow access to the management page, will occur. It is advised to use the recommended configuration.

Item Minimum Configuration Recommended Configuration
Server Dell PowerEdge R710 Dell PowerEdge R710

CPU: 2 x 4-core Intel Xeon E5606 2.13GHz CPU: 4 x 4-core Intel Xeon E5606 2.53GHz

RAM: 4 GB RAM: 16 GB

Disk: 130 MB I0OPS,100 GB space Disk: 266 MB or above IOPS; 200 GB or above

NIC: 3 x 1000 Mbps full-duplex NIC space (recommended: 500 GB)

NIC: 3 x 1000 Mbps full-duplex NIC
HDD The operating system (OS), SQL server, and RG-SMP | Disk C: It contains 80 GB or above space and is
system are installed in the same HDD with at least 100 | used to installed the OS.

GB space in total. Disk D: It contains 200 GB or above space and is
used to install the RG-SMP system and the SQL
server.

Disk E: It contains 200 GB or above space and is
used to back up the database files.
(O The RG-SMP system can be installed in the following | Recommended:

editions of Windows OS: Windows Server 2003 Enterprise Edition SP2

Windows Server 2003 Standard Edition SP2 x86/x64 | x86/x64

Windows Server 2003 Enterprise Edition SP2 x86/x64 | Windows Server 2008 R2 Enterprise Edition SP1

Windows Server 2003 R2 Standard Edition SP2 x64

x86/x64

Windows Server 2003 R2 Enterprise Edition SP2

Innovation Beyond Networks




22U

Networks

ijie

RG-SMP Professional_2.63 _EN_Build20151106 Operation Guide

Iltem

Minimum Configuration

Recommended Configuration

x86/x64

Windows Server 2008 Standard Edition SP2 x86/x64

Windows Server 2008 Enterprise Edition SP1 x86/x64
Windows Server 2008 R2 Enterprise Edition SP1 x64
Windows Server 2012 Standard Edition

Windows Server 2012 Enterprise Edition

Database

SQL Server 2005 Standard Edition SP2 x86/x64
SQL Server 2005 Enterprise Edition SP2 x86/x64
SQL Server 2008 Standard Edition SP1 x86/x64
SQL Server 2008 Enterprise Edition SP1 x86/x64
SQL Server 2008 R2 Enterprise Edition x64

SQL Server 2012 Standard Edition SP1 x86/x64
(Clustering is not supported at present.)

SQL Server 2012 Enterprise Edition SP1 x86/x64
(Clustering is not supported at present.)

SQL Server 2014 Standard Edition SP1 x86/x64
(Clustering is not supported at present.)

SQL Server 2014 Enterprise Edition SP1 x86/x64

(Clustering is not supported at present.)

Recommended:
SQL Server 2005 Enterprise Edition SP2 x86
SQL Server 2008 R2 Enterprise Edition SP1 x64

Produc

RG-SMP

t Interfaces

Service Manager

After RG-SMP is installed, install the RG-SMP services, and insert a dongle (or import a license file). After RG-SMP is

successfully started, the following page is displayed:
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b BG-SNF Security Management Flatform Professional - =X

@‘ Service Manager Service Settings DataBase Settings Maintain License Optian '9)

aly
= =2
#n% _—

Start  Stop Restart Install Uninstall

Service Control Service Operator

LUUEs SR LWEL VUL AL L L LU VL. L
15:32:54,435 ERROE [STDERE] logdj:WAEN Continuable parsing error 32 and column 23
15:32:54,4356 ERROER [STDEER] logdj:WAEN The content of element twype "logdj:configuration”
muzt match ¥ (renderers, appender*, (category|logger) *, root?, categoryFactory?) ”.
15:32:54, 576 ERROR [STDEER] logdj:WAEN No appenders could be found for logger
{com. ruijie. core. logging. strategy. DefaultlogzerStrategy).
15:32:54, 575 ERROE [STDERR] log4j:WAEN Please initialize the logdj system properly.
15:33:26, 086 INFO [STDOUT] The trial wersion iz valid for 720 hours and already in usze for
Tl houras.
15:33:30, 174 INFO  [STDOUT] Client Monitoring Serwice started (listening port:53) !
15:33:30, 190 INFO  [STDOUT] The swstem (2015-11-08 15:33:30) started succeszfully. The IF
addresz iz (172.18.7.586]).
15:33:31, 790 INFO [HttpllProtoeol] Starting Coyote HTTP/L1.1 on http—172.18.7.55-8080
15:33:31, 812 INFO [HttpliProtocol] Starting Covote HTTP/1.1 on http—1T2.18. 7. 55-80
15:33:31, 812 INFO [HttpliProtocol] Starting Covote HTTP/1.1 on http-172. 18, 7. 55-443
1 T
1 T
1

15:33:31, 844 INFO [HttpllProtoecol] Starting Coyote HTTP/1.1 on http-172.18.7.85-28080
15:33:31, 859 INFO [HttpliProtocol] Starting Covote HTTPA/1.1 on http-172. 18. 7. 55-9090
15:33:31, 875 INFO [HttpliProtocol] Starting Covote HTTPA1.1 on hitp-172. 18, 7. 55-8443

15:33:31, 890 INFO [ServerImpl] JBoszs Microcontainer) [6.1.0.G4 (build: 5VNTag=TBo=zs 6_1_0
_GA date=200905221053)] Started in Im:31s:260ms

15:38:51,488 INFO [TIcEndpoint] Maximum roumber of threads (10) created for commector with
addresz /172, 18.7.55 and port 2080

RG-SMP Management Platform

After RG-SMP is successfully started, you can log in to the RG-SMP management platform. In the browser, enter
http://smpip:8080/smp (smpip is the IP address of the SQL server with RG-SMP installed, for example,
http://172.18.8.118:8080/smp). If the https login mode is used, the login URL is https://smpip:8443/smp.

It is recommended to use the Internet Explorer 8.0 (or later versions) to log in to RG-SMP; and to enable the compatible

mode of the explorer if existing.

The following figure shows the login page.

Innovation Beyond Networks


http://smpip:8080/smp
http://172.18.8.118:8080/smp
https://smpip:8443/smp

1R2uijie

Networks

RG-SMP Professional_2.63 _EN_Build20151106 Operation Guide

ruipie

RG'SMP | Professional

Security Management Platform

UserName:

Password: |

By default, the username is admin, and the password is 111111111. The following figure shows the page after the login
succeeds.

P —
NIF BIRG=SMP Security Management Platform | erot.

[ Feedback § Online Senice 5 Technical Forum /£, About

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-09 17:34:20]
[ ———————

[#online User System Status £ Change Password () Logout

Authentication & Authority

5} External identiy Center

75 Authentication Settings
Portal Settings

& Bulletin Information
@ ciientControl

§ystem Maintenance

| Log Audit e

sl O systemstaus

& oniine User 0
System Information
8 user
B User roup Current System Status Abnormal (See details
& oeice License Status; The tral version is valid for 720 hours and alreadyin use for 73 hours,
S Blacklist
Online User. 1 Insecure Online Users. 0 PeakOnline Userin 2¢hrs: 2
@ selRegistration
Wobile Terminal Authentication Failure Logs 7 NetworkAccess Logs Today 18
& wac Terminal
Operation Logs: [

Online User Trend in 24hrs

online Users

Hour

— online User]
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Typical Scenarios

User Access

Wired User Access

Function Description

N/A

Configuration Tips

B When adding a network access server (NAS), you must select the correct template in the NAS Configuration
Templates option corresponding to the NAS type. Note that the SNMP community strings configured on the NAS and in
the template must be the same; otherwise, the NAS information cannot be obtained.

B |f the user already has a third-party ID, you can enable Third Party Correlation Registration on RG-SMP. Or, enable
SMS or Email to verify authentication for RG-SMP local users.

B To enable 802.1X or Web authentication on the NAS, see its Configuration Guide.

Configuration Steps

Adding a NAS

1) Choose Authentication & Authority > Device from the left menu.

B Online Service - Technical Forum 1\ About

pport Hotline: (+86)4008-111-000

NFBRG

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52] EOn\ine User E‘System Status aChange Password QLogout

SMP Security Management Platform ["erofessional

R M. © Authentication & Authority > Device > Query =
& Online User
£ User NAS IP: [ ] MASConfiguration Templates: Al v

@ User Group | ‘

MNAS Name

| Query || Reset |

S Blackiist
Q Sel-Registration I[\ Add \]I| Delete |l [| Search Device \H\ Import Device |l [| Synchronize MAC |l NAS Configuration Templates
Mobile Terminal
e ) Totally 1 Records | Each Page Records | Page|1 | / totally 1 Pages | 60 K Q6o
&= MAC Terminal
MNAS Configuration =
B External Identity Center Alll Mone NASIP ~ NAS MAC ~ Operation
Templates
[ 10.1.1.28 00d0f82233bd 28 Telnet| Vi Mod
{5 Authentication Settings = Telnet | View | Modify
Portal Settings Totally 1 Records | Each Page Records | Page I totally 1 Pages | 60 RETeTe
\Qi Bulletin Information @ Tips
@ ciient Control 1. You can set a template for the devices sharing the same SNMP version, authentication and Telnet parameters

2. Ifyou cannot telnet device, please click® here to download the registry repair tool. Please restart your browser after repairing

JBywarning:
If the device information is not registered in the system, the user authentication may fail

! System Maintenance
| Log Audit v
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2) Click Add. The Add window is displayed. Fill in the NAS IP and NAS Configuration Templates fields (you can select
an existing NAS configuration template or add one). Click Obtain Device Information. RG-SMP will obtain device

information automatically.

s Online Service = Technical Forum f About

ical Support Hotline: (+86)4008-111-000

NF BR¢

G=SMP'Security Management Platform | professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52] #0nline User ._@.Syslem Status o Change Password QLogout
Authentication & Authority = © Authentication & Authority > Device > Add
&y Online User
Basic Information
& User
B, User Group NAS IP: : 172.18.7.80 (Format: 192.168.20.1)
& Device |* T:?;]Spgf;ggwa“m * | Obtain Device Informatmnl View Template | Add Template
& Blackist NAS MAC: 001aa9c3f4cy (Format: 00DOF&000001)
@ seftRegistration NAS Name: WS5302

s
&= MAC Terminal Ruijie Gigabit Wireless Switch
st (WS5302) By Ruilie Netwarks.

NAS Information:

B External Identity Center
R Py

You can set a template for the devices sharing the same SNMP version, authentication and Telnet parameters.

uthentication Settings
Portal Seftings

[ Add ] [ Reset ] [ Return l

&J: Bulletin Information
OCMentCuntml

Log Audit L.

3) To add a NAS configuration template, click Add Template.

/& RG-SMP Security Manag t Platform - Wind Internet Explorer EI

| & http://172.18.7.55:8080/smp/nascfgtempserviet

@

© Authentication & Authority = Device = NAS Configuration Templates = Add

Basic Information

* Template Mame: 51 * Type: Ruijie Wired Device -

Identity Authentication Configuration

* |dentity Authentication Key: ruijie

0] Tips:The system and devices perform user authentication via the Radius Protocol. Identity authentication key is used for the encryption of data packets and
should be the same as that of the devices.

Web Authentication Configuration

Web authentication Key: ruijie

] Tips:After the Web authentication key is specified, the system will support Web authentication.

SNMP Configuration
* SNMP v2c Community: ruijie

0] Tips:The SMNMP configuration should be the same as that on the devices. Otherwise the system cannot manage the devices.

Security Management

Device based NAC: () Supported @ Unsupported

‘;iTips:

You can set a template for the devices sharing the same SMMP version, authentication and Telnet parameters.

[ Add ] [ Reset ] [ Return ]
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&} Online User

8 User

-

&= User Group

% Device

e Blackiist

@ serRegistration
Mobile Terminal

% MAC Terminal

Authentication Settings

&: Bulletin Information
@ client control

System Maintenance

Log Audit ¥

SMP'Security Management Platform [ erofessional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52]

£ Online Senvice ' Technical Forum 1, About
cal Support Hotline: (+86)4008-111-000
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[#online User /A System Status 5 Change Password () Logout

_R External Identity Center

Portal Settings

Authentication & Authority ~ © Authentication & Authority = Device = Add

Basic Information

* NASIP: 17213751 (Format 192.168.20.1)

. NAS Configurati I !
Temp‘;ens guration 59 ~ | Ohbtain Device Information | view Template | Add Template
NAS MAC: {Format 0DDOF2000001)
NAS Name:

Ruijie Gigabit Security & Intelligence »

NAS Information: Access Switch (52628G-1) By Ruijie ~

Q Tips:
You can set a template for the devices sharing the same SNMP version, authentication and Telnet parameters

[ Add ] [ Reset ] [ Return l

4) After device information is obtained successfully, click Add.

AN

Note

Some devices (for example, RG-ePortal) can be added even when their information cannot be obtained. If the
NAS configuration template is inconsistent with the actual configuration of the device, choose Authentication
& Authority > Device and click NAS Configuration Templates to add a NAS configuration template or modify

If device information fails to be obtained, check whether the device IP address and SNMPv2c Community are
configured correctly. If yes, check whether the communication between RG-SMP and the device is normal.

the existing NAS configuration template.

Adding a User Group

1) Choose Authentication & Authority > User Group from the left menu. Click Add or Modify to add or modify a user

group in the corresponding configuration page.
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Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52] [s320nline User E.System Status aChange Password () Logout
© Authentication & Authority > User Group = Query User Groups

& online User

8 User User Group Name',—| . Query || Reset |

% Device

B Blackist

Q Seli-Registration Totally & Records | Each Page Records | Page I totally 1 Pages | 60 K 9 G &0

-
Mobile Terminal

‘ ‘ User Gioup Name ~ L owemen
5 wac omina Allne Operston

smpad.comi13btest View | Modify
B External Identity Center smpad.com/Zi@ AP E View | Modify
T “Til smpad.com/Users View | Modify
[2] Authentication Settings ad View | Modih
Portal Settings - -
. . Guest User Group | Modify | Restore Default Selfings
‘q: Sulletin Infarmation Default User Group | Modify | Restore Default Seftings

@ client Control

Totally 6 Records | Each Page totally 1 Pages | 60 (Lo B R =

System Maintenance Ba
[ Log Audit r |

2) Click Add or Modify to save the configuration.

P BRG=SMP Security Management Platform | ero

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52] [{online User _J_“System Status flcnange Password QLOQOUT
(+] IAulnemlcalmn & Authority = User erp>MdU5erG(oup| =l
&y Online User
8 User * User Group Mame
&User Group
J Access Control H Behavior Restrict || Access Rules |
%Dawca
B blackiist Enable Wired Access Enable Wireless Access

eSeIf-Regislrahun
Mnnlle Terminal

%MAC Terminal

m

Network Information Verification [C] All Network Information Verification [ All

HD Serial Number Verification D Serial Number Verification

IP Type Authentication: Static Dynamic

P Type Authentication: (@ Static Dynamic

User P Verification User IP Verification
User MAC Verification

Eg External Identity Center

User MAC Verification

Authentication Settings User IMSI =
Portal Settings NAS IP Verification -

. o B NAS Port Verification SSID Verification

&: Bulletin Information i

Ocnem Control [0] Tips:

1. Wireless SSID names are separated by commas (,), e.g., web-wired-SSID, web-wireless-SSID

2. The MAC address verification and the IMSI numberimobile phone number verification cannot be enabled atthe same time.

m Maintenance 3. When the network information auto-learning and the network information verification are enabled, you can bind users to networks. Or the system will

[ Log Audit | bind users to networks through network information auto-leaming in the next authentication.

Note If a user of the added group is online, the modification will take effect in the next authentication.

Adding or Importing a User

1) Choose Authentication & Authority > User to enter the user management page.
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NF BRG

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52]

[ Feedback i Online Service .. Technical Forum i About
Technical Support Hotline: (+86)4008-111-000

[s2Zonline User J_“Systemsiams achange Password

) Logout

[ Authentication & Authority ~ |

&b Online User

EUserGruun
%Dew:e

8 Blackiist

@ seirRegistration
El mobile Terminal
&2 WAC Terminal

B External Igentity Center

2 Authentication Settings
=l Portal Settings

\QZ Bulletin Information
€ client Control

m Maintenance N
" Cog Audit 5

2)

when Third Party Correlation Registration is enabled). Enter mandatory information, and click Add to complete it.

© Authentication & Authority = User > Query Users

User Status: All -

User Name: \ Full Name: useerup\ | User Type: All -
Online or not: All = InBlacklistor not: All ~  [JAccurate Search | Query || Reset | Advanced Search Query users offline for a long time
l| Add \“ Delete ”\ Madify All \”\ Delete All |l ImportUsers Import Network Binding Information Export All Results

iwAdd to Blackiist.y[lssus Messags or Patchy | Suspendy|[yResumey| ~Customize UserFields Si Card Management Customize Query List UserInformation Self-Senvice Maintenance

Totally 5 Records | Each Page 20 |Records [Page|1 | / totally 1 Pages | 60 g e

Operation

1108 1108 ad Mever Expire View | Modify | Mobile Terminal
1108@smpad.com | 1108@smpad.com ad Never Expire View | Modify | Mobile Terminal
smpad.com\1108 | smpad.com\1108 ad Mever Expire View | Modify | Mabile Terminal

smpadii108 smpadi1108 ad Mever Expire View | Modify | Mobile Terminal
test 1M1 ad Never Expire View | Modify | Mobile Terminal

Totally 5 Records | Each Page 20 |Records [Page|1 | / totally 1 Pages | 60 Koa e

Choose a user type as required among Common User, Guest User, and Thirdparty User (this option is offered only

FRRG

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52]

[ Feedback § Online Service '/ Technical Forum t, About
Technical Support Hotline: (+85)4008-111-000

EZonline User /A System Status & Change Password

) Logout

A (ARl © Authentication & Authority > User > Add User

&Online User

8 user
@uaeerup

& Device

& Blackist

@ seitRegistration
[ mobile Terminal
22 MAC Terminal

B Extemal Identity Center

[E5) Autnentication Settings
[E&] Portal Settings

\q Bulletin Information
@ client Contral

Basic Information

* User Type Common User ) Guest User (O Thirdparty User * User Status:
“ User Name: “ Full Name:
Nick Name L 1
* Password foes ] = Confirm Password:

. Type of Account Validity
Period:

Never Expire (©Delete Account when Expire © Suspend
Account when Expire

test @, Select User Group

Customize User Fields SPAdd Custom User Fields

“ User Group:

No custom user field is found. Please click Add a Custom User Field to add it

Detail Information

Gender. Not Selected - Email Address: l:l
D Type: Not Selected - D Number: [
Not Selected - Telephone Number. ]

["System Maintenance g
| Log Audit v

3)

[
1

Network Binding List 57 Add Network Binding List
No network binding information of the user is found. Please click Add a Network Binding Listto add it

HMobile Number Address:

Postal Code:

@ Tips
1. You can add orimport the network binding information, which takes effect only when the user group enables network information verification.
2. When network information verification is enabled for the user group, the system leams network information in the first user authentication and regards it as network binding information for

To add multiple users together, you can import a prepared file.
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AP BRG-S

& Online User

8 user

{(”:)USE[ Group

& Device

& Blackiist

@ seirRegistration

Bl mosite Terminal

e MAC Terminal

B External Identity Center

3l Authentication Setiings

u;' Bulletin Information

m Maintenance
| "Log Audit

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52]

[ Athentication & Authority ~ |

[Edl Portal setiings

60\\eanntml

[] Feedback § Online Sendce ) Technical Forum /1, About

,,,,, Technical Support Hotline: (+86)4008-111-000

[#ZOnline User /A System Status i Change Password () Logout

© Authentication & Authority = User= Query Users

User Status: All

Usemaup:| ‘ User Type: All

~ [DAccurate search | Query || Reset | Advanced Search Query users offline for a long time
| Imnnnusers! Import Network Binding Information  Export All Results

Customize Query List User Information Self-Service Maintenance

User Name: ‘ Full Name:

Online or not: All - nBlackistornor Al -

Modify All Delete Al

|

[\ Add to Blacklist \][\lssue Message or Patcm] [| Suspend |H| Resume \] Customize User Fields SIM Card

[0 Add |l Delete

9 9 & &

S

Totally 6 Records | Each Pag I totally 1 Pages | 60

& of Accol Number
Expiry Date
Validity Period Blacklisted U:

Records | Page

1108 1108 ad Never Expire Offline View | Modify | Mobile Terminal
1108@smpad.com  1108@smpad.com ad Never Expire (1] Offline View | Modify | Mobile Terminal
smpad.com\1108 = smpad.com\1108 ad Never Expire 0 Offline View | Madify | Mobile Terminal
smpad\1108 smpadi1108 ad Never Expire 0 Offline View | Modifv | Mobile Terminal
test 111 ad Never Expire 0 Offline View | Modify | Mobile Terminal
testuser add test Never Expire 0 Offline View | Modify | Mobile Terminal

Totally & Records | Each Page Records | Page I totally 1 Pages | 60 Kaed

[l Portal Setings

l@i Bulletin Information
ochenl Control

E.MAC Terminal
B External Identity Center

B2 Authentication Settings

[] Feedback § Online Senice ') Technical Forum lmmut
l Technical Support Hotline: (+86)4008-111-000

rm | Professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52] [s%ZOnline User / System Status i Change Password () Logout
EEIEE RIS © Autnenication & Authority= User = Import Users

& Online User f—

oad Files

8 user " —

B User Group Importing File (xisF.csv): | | Al

& Davice Querwrite Existing Users

gw Blacklist Delete users not contained in the imported file

@ seitRegistration

) | Import Users |
.Mnhlle Terminal

@ Tips:

1. The number of users cannot exceed 10,000

2. Only EXCEL or CSV files based on template format can be imported. Please click % here to download an import template.
3. Ifthe required information is notincluded in the Import Template, users can create a new file based on the template.

|_System Maintenance  ~ | Mamlenance

ote

You can import a file of third-party users only when Third Party Correlation Registration is enabled.

If the user already have one of the following ID origins, you are advised to enable External Identity Center:
a) Correlation with Generic Lightweight Directory Access Protocol (LDAP)

b) Correlation with Windows AD Domain

c¢) Correlation with External Database, such as SQL server, Oracle, MySQL, DB2, and PostgreSQL
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d) Remote Radius Server

e) WebService Server

Configuring the NAS

On the NAS, enable the 802.1X or Web authentication function as well as the port control function. For details, see its

Configuration Guide.

Authenticating a User

1) Connect the user terminal to a controlled port on the switch.
2) Use Ruijie Security Agent (RG-SA) for authentication.

() RG-SA 1.60V1.60.20130403 _|weiies (e S

12UifIC

Self Senvice
futhMede  Wired MDS Authentication b
User =mpadh 1103 e
Password  HEEREERsss
WIC Intel(R) 82566MM Gigabit Metwork Civ | +4

Save Password |:| Automatic

Configure Connect

If authentication is successful, the following page is displayed.

7 11 (]

Management Tips:

Authentication success,

2015-11-10 1345
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€ RT Security Azent 1.80 V1 5020130403 — [T 5%

bl

Bulletin Business Information Settings SuggestionDiagnostics

Online: 00:00:23
05 Version gul\d;gso')f Professional 32Bits (Yersion: User: smpadi1108
IF Mode Static
IP Address 172.18.7. 156
Subnet Mask 255.255.255.0
Gateway 172.18.7.1
DHS Server 172.18.34. 46
Alternative DNS Server
HIC MAC 00-1D-72-88-36-2D
05 MAC 00-1D-72-88-36-2D
Harddisk SHO K41MTTB25VM3
IE Agent State Disable

3) Use Web authentication to login.

L User Login

1108

Remember Me Eorget password

Login

If authentication is successful, the following page is displayed.
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/& Online Web Authentication Page

v Success

* User Hame: 1108
* User IP: 172.18.7.156
* Online Duration: 0:00:07

* Login Time: 2015-11-10 13:57:36

* Online Bulletin: Authentication success.

Pre-Login URL

4) Use the 802.1X client installed in the OS (e.g. iOS) for authentication. Choose Settings > WLAN. Enable WLAN, select
the SSID to be connected, and enter the username and password.

. Entir the password for "anling-1x"
(Settlngs WLAN
Cancel Enter Password
iWuhan-Free = L‘:D
liongjiong = ® ysemame |
th-1x * @O password
] = (D
lih-web = f:D Mode Automatic
new-mecp = (D
online-1x aw @
online-mab = ()
test avw @ .
gwer rtyuiop
text110 av @
a s d f h j k |
wacaca as @ g ]
wechat ;-a@-ﬂ-zxcvhnm@
wh-1x = @O 123 @ space return
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/€ RG-SMP Security Management Platform - Windows Internet Explorer

=) O S

Basic Information

| €] http://172.18.7.55:8080/smp/onlineuserservlet?kind=detail &userindex=10205

| =]
g

User Name: 1108 Full Name: 1108

Mick Name:

User Type: Thirdparty User

User Group: ad Authen Method: _J\]ﬁi;‘;ﬂtiﬁﬁ[)nname and Password

Login Time: 2015-11-10 13:42:37 LastLogin Time: 2015-11-10 13:42:37

Online Duration: 0:27

Access Info |

HD Serial Mumber: IMSI Mumber: )

UserIP: User MAC: 001D7288362D

MNAS IP: 172.18.7.51 MNAS Port: 12

S8ID: Wireless AP MAC:

Gateway IP: Subnet Mask:

Preferred DNS: Standby DNS:

WLAN ID: 1 VLAN Name:

Upstream Traffic: Downstream Traffic:

Terminal Info

Authentication Client Type:  Standard 802.1x Client il
=r5 € Internet | FiFiE: BH 4 #100% ~

Wireless User Access

Function Description

This section describes how to configure RG-SMP for wireless access authentication.

Configuration Tips

See section 2.1.1.2 "Configuration Tips".

Configuration Steps

Adding a NAS

See section 2.1.1.3.1 "Adding a NAS".

Adding a User Group

See section 2.1.1.3.2 “Adding a User Group”
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Adding or Importing a User

See section 2.1.1.3.3 "HiRIARIBE 4. Adding or Importing a User".

Configuring the NAS

See section 2.1.1.3.4 "Configuring the NAS".

Authenticating a User

See section 2.1.1.3.5 "Authenticating a User".

Webauth User Access

Function Description

Almost all terminals are installed with browsers, and the authentication client is not necessary. Therefore, Web authentication
is the most simple and popular authentication mode. In addition, Web authentication enables you to customize the pages of

advertisements, slogans, or redirection links, which meets the customers' requirements for advertising and notification.

Configuration Tips

B Web authentication modes include Basic Web Authentication, Guest Password Authentication, Guest SMS
Authentication, Guest QR Code Authentication, and Guest QR Card Authentication, and Authentication Exemption. You

can enable an authentication mode based on the scenario.

Basic Web Authentication is aimed at internal employees.
ii. Guest Password Authentication is applicable to public areas, such as hotels.

iii. Guest SMS Authentication is aimed at guests who are waiting in public areas, such as banks, air ports, railway
stations, and shopping malls. It is used for self-service registration to meet temperature network access

requirements.
iv. Guest QC Code Authentication is applicable to visitors who need to access networks temporarily.
v. Guest QR Card Authentication is applicable to visitors who need to access networks temporarily.

vi. Authentication Exemption is applicable to public services, or offered by vendors for the brand promotion and

market occupation.

B Web authentication is less secure than 802.1X. In this case, the random verification code is provided for users with
higher demands on security. During Web authentication, in addition to the correct usernames and passwords, users

need to enter the verification codes for secondary authentication to improve the security of network access.
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B |f the user already has a third-party ID, you can enable Third Party Correlation Registration on RG-SMP. Or, enable
SMS or Email to verify authentication for RG-SMP local users.

B You must enable MAC authentication bypass (MAB) or Web authentication on the NAS. For details about the
configurations, see the Configuration Guide. Currently, Web-MAB authentication is supported in wired access mode,
and Web-MAB authentication is supported in wireless access mode.

B HTTPS access is supported. For details, see Tips in the Authentication &Authority > Portal Settings page.

Configuration Steps

Basic Web Authentication

1) Choose Authentication &Authority > Port Settings, and check the Enable Web Authentication box to enter the

Web authentication configuration page.

[] Feedback & Online Senvice ' Technical Forum 1, About
Technical Support Hotline: (+86)4008-111-000

AIF BRG=SMP Security Management Platform | professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52] [#Zonline User & System Status ﬁChange Password QLngnul
[“autentication & Autmorty ~ R3] Authentication & Authority = Portal Setiings e

& Online User

8 ser e Tips

& User Group For common user authentication, configure the HTTP redirection page-htip:172.18.7.55:80/smp/commanauth , or HTTPS redirection page-htips:/172.18.7.55:443/smpicommonauth =

2 Devee For guest user authentication, configure the HTTP redirection page:http://172.18.7.55:80/smp/guestauth , or HTTPS redirection page-hitps:i/172.18.7.55:44 3smpiguestauth

% Blzcklist VWeb Authentication & Self-Service

Self-Registration
9 + HTTP Port 30 | (Defautt 80)
E] Mobile Terminal
* HTTPS Port 443 [(Default 443)

(@ Tip: You can access the Self-Senice platform through http:/172.18 7 55:80/smplselfserice

B External Identity Center

Enable Web Authentication

Authentication Settings * Save user name and password for: 15 days (Default: 15

Download Web Authentication Client at:

@ Bulletin Information

Automatically pop-up the URL you intent to access before login.
@ ciient control

Enable enter user name

Bulletin Beard Information

0g

Systern Maintenance

2) After the previous step, basic Web authentication is enabled. If it is disabled, users cannot get authenticated on Web.
The administrator can customize the notification displayed on the Web authentication page in the Bulletin Board

Information input box.
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Feedback s Online Service . Technical Forum & Abol
Technical Support Hotline: (+86)4008-111-00

IP BRG-SMP Security Management Platform | rofessional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52] [z3%0nline User 2 System Status ﬁchanga Password QLngm

For common user authentication, configure the HTTP redirection page:hiip/172.18.7.55:80/smp/commonauth , or HTTPS redirection page:htips:172.18.7.55.443/smpicommonauth
For guest user authentication, configure the HTTP redirection page:http://172.18.7.55.80/smp/guestauth , or HTTPS redirection page:https:#172.18.7.55.443/smp/guestauth

c;}omine User

& User \Web Authentication & Self-Service

& User Group * HTTP Port: 80 | (Default 80)
& Device * HTTPS Port 443 | (Defauit 443)
SeBlackist

5 Self-5 72 55:80/smpl:
ﬂsalf-Registratinn Tip: You can access the Self-Service platform through hitp:/1172.18.7.55:80/smp/selfservice

Elmosite Terminal
o Enable Web Authentication

* Save username and password for. 15 days (Default: 15)

B Exiemal Identity Center Download Web Authentication Client at:

[£5] Authentication Settings Automatically pop-up the URL you intent to access before login.
[E&l Portal Settings Enable enter user name

&: Bulletin Information

€ client Control

Bulletin Board Information:

I[@ %) Tip: After Web authentication is enabled, users can be authenticated through the browser.

3) Configure the redirection URL for common users after authenticated on the NAS as advised in the tips of this page.
4) After the configuration is completed, the following URL page is displayed for users connected to controlled ports or

associated with SSIDs enabled with Web authentication.

L User Login

Remember Me

“Login

If authentication is successful, the following page is displayed.
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/& Online Web Authentication Page

v Success

* User Hame: 1108
User IP: 172.18.7.156

Online Duration: 0:00:07
Login Time: 2015-11-10 13:57:36

Online Bulletin: Authentication success.

Pre-Login URL

5) Ifitis required that the RG-SA can be downloaded on the Web authentication page, configure the download address in

the Download Web Authentication Client at input box. After configuration, users can download RG-SA by click Download
Client hyperlink on the Web authentication page.

I - LY [ Feedback SomineSewice ") Technical Forum 1 About
IF BRG-SMP Security Management Platform | professional

Technical Support Hotling: (+86)4008-111-000

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52]

[3online User /A System Status 3 Change Password ;) Lagout

[ | [»] & Authority = Partal Settings I~
G Online User

& User Q@ Tips

B User Group For common user authentication, configure the HTTP redirection page-http:(i172.18.7.55:80/smpicommonauth , or HTTPS redirection page-https/1172.18.7.55:443/smp/commonauth =
2 Deice For guest user authentication, configure the HTTP redirection page-http://172.18.7.55-80/smpiguestauth , or HTTPS redirection page https/172.18.7 55:443/smplguestauth

Seblaciist Web Authentication & Self-Service

gsg"'_mg‘sm”” * HTTP Port 80 | (Default 80)

‘M_'”“"ﬂermml * HTTPS Port 443 | (Default 443)

&= MAC Terminal

D Tip: You can access the Self-Service platform through hitp:172.18.7.55:80/smpis elfsenice
?p, External Identity Center

Enable Web Authentication
B3 Authentication Settings * Save user name and passwaord for 15

days (Default 15)
2 Portal Settings

| Download web Autnentication Client at: |nitp:1172.18.7.19/RJ_Security_Agent_160_For_Windows_V160.exe |

Nf Bulletin Information

_ Automatically pop-up the URL you intent to access before login.
@ ciient Control

Enable enter user name

Bulletin Board Information

The following figure shows the Download Client hyperlink on the Web authentication page.
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A User Login
esses |

Remember Me Forget password

Download Client

Guest Password Authentication

If the authentication disclaimer is configured, a guest must click Agree before authentication can continue.

Add the disclaimer to the basic Web authentication configuration. After the disclaimer is accepted by clicking Agree, guests
only need to enter their passwords and click Login to access the network. (Note: A guest user is manually added by the
system administrator, and the username and the password must be input correctly as configured.)

1) Choose Authentication & Authority > User, and click Add to add a guest whose username and password are 2011.

[ Feedoack § Online Senvice '/ Technical Farum 1, About
Technical Support Hotline: (+86)4008-111-000

F BRG-SMP’Security Management Platform | erofessional

Administrator [admin] Login [P [172.12.7.18] Login Date [2016-10-19 10:18:43] iZOniine User /A SystemStatus @ Change Password () Logout
[ l © &Authority > User > Query Users

& online User

& User User Name: Full Name: User Group: User Type: All - UserStams: Al -

B User Group

& pevice Online ornot: All ~ InBlackiistornot All ~  DAccurate Ssarch Advanced Search Query users offline for a long time

Seiackist

@ seirRegistration Add Delete [ Modity Al [ Delete Al Import Users Import Network Binging Information Export Al Resulls

BElttobile Terminal

5 HAC Terminal - Add to Biackist [Issue Message or Patch] Custornize User Fields Sl Card Customize Query List User Information Self-Senice

B Externalidenty Center Totally Records | Each Page |20 |Records | Page|1 |/ totally 1 Pages | 60 K a6 ol

Type of Account Validity Number of Blacklisted
B g mw e “m-m
ExlPortal Ssttings . T
0 0

2011 2011 Default User Group Never Expire Offline View | Modify | Mobile Terminal

2) Choose Authentication & Authority > Portal Settings, check the Open Disclaimer Page box, configure the

mandatory fields, and click Modify to save the modifications.
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a (3 {1 Fee
RG=SMP"Security Management Platform [ professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-10-19 10:19:43] |#iOnline User

Authentication & Authority ™ | 1. After Guest User Self-Service Registration is enabled, users can obtain a temporary password via SMS to access the Internet.

& online User 2. Please configure the URL for QR Code authentication

£ User HTTP Address:hiip://172.18.34.41:80ismpigrcodesendet

Q_‘) User Group HTTPS Address:hitps:#172.18.34.41:443/smpl/grcodeseniet

%‘ Device 3. Please configure the URL for QR Code card authenticationer Online Heartbeat Period
£ Blacklist HTTP Address:hiip//172.18.34 41:80ismpigrcodecardsenviet

e Self-Registration HTTPS Address:hitps /1172 18 34 41:443/smplgrcodecardsernviet

Mobne Terminal

N pen Disclaimer Page

&= MAC Terminal

* Disclaimer title \D\s:\a\mer

fh External Identity Center ‘we provide free wian service for you

[ Authentication Settings

fings?

\QiEluHehn Information * Disclaimer contents

@ ciient Control

{Support upto 8000 characters input)

* Agree button title \Agraa

() Tip:Authentication continues only after the disclaimer is agreed

Heartbeat Detection on Web-authenticated Users

| em Maintenance s |

3) Configure the redirection URL for guests after authenticated on the NAS.
4) When a guest is used to access the network, a disclaimer page will be displayed. After the guest clicks Agree, the login

page is displayed.

¢ <y M 7| 172.18.34.41/smp/commonauth?wlanuserip=37a... —

a
&
i

Disclaimer

we provide free wlan service for you
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Web Authentication

¢ & [ [ 17218844 smplommonauth?wlanuserip=37a . a U=

5) Enter the correct password, and the guest can successfully access the network.
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Online Web Authentic

¢ AR i L=

v/ Success

o User Name: 2011

o User IP: 10.1.1.105

¢ Online Duration: 0:00:02

« Login Time: 2015-10-19 10:27:23

¢ Online Bulletin: Authentication success.

Go Offline

Pre-Login URI

Seif-Service Change Password

i Tips:You have not completed the Password Protection
Settings. Click here to complete settings.

@

(]

(C])
e

Note Here, the password and username of each user must be the same. These users are manually added by the

system administrator. Before login, ensure that these users exist.

Guest SMS Authentication

The administrator should complete configuration as follows:

1) Choose Authentication & Authority > Port Settings, and check the Enable Web Authentication box to enter the
Web authentication configuration page. After the Enable Guest Registration and Enable Guest SMS Self-Service
Registration boxes are checked, the administrator can customize the options such as Bulletin Board Information,
Guest Validity Period, and The maximum number of Self-Service Registration per mobile number on the guest
registration page, and click Modify to save configuration.
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[] Feedback § Online Senvice 1) Technical Forum 1, About
Technical Support Hotline: (+86)4008-111-000

5-SMP Security Management Platform "erofes

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20.52] [s3%0nline User R System Status o Change Password QLuguul

Authentication & Author W Enable Guest Registration i

&Omlne User * Guest Validity Period: |1 Day(s) 0 ~ Hour(s) 0 ¥ Minute(s) (Default: 1 day, range: 5 minutes to 365 days)

8 user quest user
&:UserGruup

& Device

& Blackiist
@Self—Registratmn
E]Mumle Terminal

2 MAC Terminal

* Bulletin Board Infermation:

R external 1dentity Center

Authentication Settings
Portal Settings

[T] Guest scan QR code to register OR 1090 customization
@

U:l Bulletin Information User Group:
@ ciient control OR wizard steps: |7

QR authentication success message: |©

n

Enable Guest QR Code Registration
[7] Enable Guest validity Period by Scanner

* Message for QR Code Scanning: Please ask the reception personnel to scan the QR Code. <br= In order to con

* Message for Successful QR Code Authentication You have passed QR Code authentication. <br= You can now access the ne

Enable Guest SMS Seli-Service Registration

*The maximum number of Self-Senice Registration per mobile number within |24 | hours (Default: 24, range: 110720)is 1~ times (Default 1, range: 110 10)

Congratulations!

System Maintenance L

-
2) If the short message service (SMS) is not enabled, it is detected with the following prompt displayed. Click OK. The SMS

Settings page will be displayed.

. Message from webpage @

l; Guest 5M5 Self-registration is enabled. Please also enable the SMS,

3) Check the SMS Settings box, and select the Enable SMS Modem or Enable SMS Gateway option for sending SMS
based on the actual environment. If Enable SMS Gateway is selected, the customer must customize the SMS middleware
based on the interface of the SMS gateway, which will not be detailed here. If Enable SMS Modem is selected, ensure that
the SMS modem is connected to the RG-SMP server. If the SMS modem is a USB or USB-to-serial-port adapter, install the
driver, which is available in the CD-ROM that is delivered with the SMS modem.
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/& RG-SMP Security Manag t Platform - Wind Internet Explorer EI = @

| £ http:/f172.18.7.55:8080/smp/smsservlet?kind=toSettingPage&fromOtherPage=true&doAfterCloseWindow=window.opener.checkSmsServiceEnable() |

© System Maintenance = SMS Settings

SMS Settings

) Enable SMS Modem @ Enable SMS Gateway ©) Enable 3G SMS Gateway
*IP: 172.18.7.99
* Port: 9191
* User Name: admin
* Password: sanee
Y Tips

1.1P: IP address of the SMS Web senvice interface.

2. Port: the port name of the corresponding SMS Web Semvice interface.

3. Username: username of the corresponding SMS Web Service interface.
4. Password: password of the corresponding SMS Webservice interface.

. Modify || Resst || Close ||

4) Configure the redirection URL of guest SMS authentication on the NAS. After the configuration is completed, the

following page is displayed for users connected to the controlled ports or associated with SSIDs enabled with guest SMS
authentication.

LD Guest Access

Iobile No

Remermber Me

Download Client

Bulletin Board:
guestuser

A user is authenticated by performing the following steps:
i.  Enter the mobile phone number, and click Get SMS Password.

ii. Enter the random SMS password received, and click Login. Authentication is successful.
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correctly connected.

Guest QR Code Authentication

1) Choose Authentication & Authority > Portal Settings. Check the Enable Guest Registration and Enable Guest QR

Code Registration boxes, and configure the User Group.

[] Feedback § Online Service ') Technical Forum 1, About

Technical Support Hotline: (+86)4008-111-000

F BRG

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52] [#20nline User f_l‘syslem Status ﬂChange Password Qngmut

SMP'Security Management Platform | erofessional

For commeon user authentication, configure the HTTP redirection page:http://172.18.7.55: imonauth , or HTTPS redirection page: hitps:#172.18.7.55.443/smp/commeonauth B
For guest user authentication, configure the HTTP redirection page:hitp:#/172.18.7 55:80/smp/guestauth , or HTTPS redirection page:https://172.18.7 55:443/smp/guestauth

&Omme User =
8 User Web Authentication & Sell-Service
& user Group * HTTP Port |80 |(Defautt 80)
i Device  HTTPS Port (Default: 443)
Blacklist

Q Selt-Registration L Tip: You can access the Sel-Service platform through hitp:/172.18.7.55:80/smpiselfsemvice,

MamleTermma\

- [C] Enable Web Authentication
&= MAC Terminal

n

[C] Enable Authentication-Exemption Rule for Web Users

' External 1dentity Center
Enable Guest Registration

[£2] Authentication Settings * Guest Validity Period: Day(s) ~ Hour(s) 0 ~ Winute(s) (Default 1 day, range: 5 minutes to 365 days)
[E3 Portal Settings guestuser

UJ'BuHelin Infarmation
@ client control

* Bulletin Beard Information:

Guest scan QR code to register QR logo customizalion

User Group: test @ SelectUser Group

* QR wizard steps: ‘F‘Ieass scan your QR card to finish authentication!

[ system Maintenance » | +QR al | success |Guestar success!
[“Log Audit v -

2) After the user group is configured, enable QR code authentication.
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[ Feedback s Online Service ./ Technical Forum . !. About
Technical Support Hotling: (+86)4008-111-000

F BRG-SMP Security Management Platform | professianal

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11.20:52] [%<Online User a System Status ﬁ Change Password QLngnut

[ Authentication & Authority ~ | i

User Password Management
&Omme User
au [7) Enable Initial Password Check (4 user must change the initial password)
ser

Enable Password Complexity Check
3 User Group J EET

& Device [T Enable Password Validity Period Check

&, Biackiist Online users failing in Password Validity Chack will be forced offling in= | minutes (Range: 3-60)

Q Self-Registration Enable Self-Service Password Change

Dh\nmlaTErmina\ D Tips:

ﬁ MAC Terminal 1. The Initial Password Check and the Password Complexity Check can apply to the user name/password authentication and certificate-based authentication

.

- 2. When the password check functions apply to the cerfificate-based authentication, the password is the PIN code of USB key.
B External Identity Center 3. When it is configured that users failing in passward check are forced offine, users are allowed to change their passwords using Ruijie authentication client (RG-5U) and

Ruijie Security Agent (RG-SA)

Authentication Settings

E& Portal Settings Guest User Management Rights

[7] Allow user to scan QR to authentication

(l: Bulletin Information

- Allow guest users to access network by scanning a QR Code I
@ client Control

[C] Allow managing guest users an a Ruijie client
[7] Allow managing guest users on a Ruijie Self-Service platform (registering users in common mode)

[T Allow managing guest users on a Ruilie SelF-Service platform (registering users in SMS mode)
Network Information Anti- Tampering
[T Authentication will fail if a user changes the MAC address of the network adapter

I Tip: This function is available only for users of Ruijie authentication client (RG-SU) and Ruijie security agent (RG-SA).

QoS Authorization Configuration
QoS Policy (in)
QoS Policy (out):

System Maintenance

0g Flow Control

3) Configure the redirection URL of QR code authentication.

4) The following figures show the QR code for authentication:

Please ask the reception personnel
to scan the QR Code.
In order to conduct authentication
accessing network.
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You have passed QR Code authentication.

You can now access the network.

User IP:172.18.7.156
Expiration Date:2015-11-11 14:41

Guest QR Card Authentication

1) Choose Authentication & Authority > Portal Settings. Check the Enable Guest Registration and then the Guest
scan QR code to register boxes.

Enable Guest Registration
* GuestValidity Period: |1 Day(s) 0 * Hour(s) 0 ¥ Minute(s) (Default: 1 day, range: 5 minutes to 365 days)

test grcode

* Bulletin Board Information:

Guest scan OR code to register OR logo customization

* User Group: Default User Group (&) Select User Group
* QR wizard steps: Pleass scan your QR card to finish authentication!

* QR authentication success message:  Guest QR authentication success!

2) Choose Authentication & Authority > User Group. Select the default user group, and click Modify in the Operation
column. Click the Behavior Restrict tab in Modify User Group page, and check the Allow user to scan QR to
authentication box under Guest User Management Rights.
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Guest User Management Rights

Allow user to scan QR to authentication

[C] Allow guest users to access network by scanning a OR Code

] Allow managing guest users on a Ruijie client

[C] Allow managing guest users on a Ruijie Self-Senice platform (registering users in common mode)

[C] Allow managing guest users on a Ruijie Self-Senice platform (registering users in SMS mode)

3) Enter the RG-SMP self-service platform as a user of the default group to check the QR card of the user.

r

UserName:

Password:

| N—

RG-SMP
@ Self-Service Platform
Cr—

VHIon CIoe. A
m Forgot Password

4) Onthe QR card page, the user is able to print, save, or regenerate the QR card.

RG-SMP"Self-Service Platform

User Wamelgr] Legin Time[2015-10-19 13:54.53]
B © wy setrsenice > OR carg

El My Information QR card
&7 Change Password
QF’asswnrd Protection

%QR code card

QR brief introduction:

QR is generation fram your profile
Guest scan the QR to pass access authentication

guest who scan the QR will binding to your account

[EFrint QR code
|E aF saved as

[ Regensrate QR

@ Tips:

Effective days (Default 7): 7

Generation time:2015-10-19 13:54:55

Effective scanning times (Default 30); 30

Regenerate QR, the previous QR fails automatically

5) Configure the redirection URL of QR card authentication on the NAS.
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6) After a user terminal is connected to the network, the following page is displayed when the user tries to browse a
website.

N

Note For iOS device, Auto-Login should be disabled before connecting to wireless network. Otherwise, iOS might

disconnect the wireless network once guests switch to QR Code Scanner Tools.

WLAN (/ Auto-Join L

+ FZlLab_QRCodeCard

Auto-Login

7) Use the QR scan-supported tools (e.g. WeChat) to scan the QR codes generated on the self-service platform.

If authentication succeeds, the following page is displayed.

Welcome to the QR X QR code card authen

@ ED 172.18.7.55/smp/qrcodecardserviet

Guest QR authentication success!

User IP:10.1.1.105
Expiration Date:2015-10-15 13:30

8) You can regenerate your QR card on the self-service platform by clicking Regenerate QR. In this case, the old QR card

is revoked automatically.
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RG-SMP"Self-Service Platform

Uszer Wamsz[qr] Login Time[2015-10-20 14:34:47]

BDEIEIESSSS © wysertsenice > QR card

|£| My Information

QR card
CE] Change Password
@ Password Protection . g -
5 QR brief introduction:
]
& QR code card
QR is generation from your profile
Guest scan the QR to pass access authentication
guest who scan the QR will binding to your account
fefrint QR code
QR saved as
@ Regenerate GR
Effective days (Default 7): |7
Generation time:2015-10-20 14:36:18
Effective scanning times (Default 30): 30
@ Tips
Regenerate OR, the previous QR fails automatically
Authencation fails, the QR
code card has been revoked!
oK

Smart Authentication

Two smart authentication modes are available. One is 802.1X authentication. The other is Web-MAB (MAC Authentication
Bypass) authentication which means Web authentication for the first time and later MAB authentication. The two modes are

smart for a user who must enter the username and password for only the first authentication. In this document, smart
authentication refers to the Web-MAB authentication mode.

When a user performs Web authentication for the first time, the MAC address of the user is automatically registered as a

mobile terminal. Next time when the user ties to access, the user can be directly authenticated through MAB.

1) Choose Authentication &Authority > User Group, and click Add to add a user group. You can also click Modify to

modify an existing user group, and enter the page for adding or modifying the user group.

a v .. [ Feedback § Online S 2 Technical F ) Apout
P BRG-SMP Security Management Platform | erofessional e s 1

Technical Support Hotline: (+86)4008-111-000

Administrator [admin] Login IP [172.12.7.19] Login Date [2015-11-16 17:49:51]

[#Zonline User /@ System Status @ Change Password (1) Logout

© Authentication & Authority > User Group = Query User Groups

& oniine User

8 user User Group Name: |

& user Group

& Device

& Blackiist

@ setiRegistration Totally2 Records | Each Page |20 |Records |Page|1 | / totally 1 Pages | 60 Kao ol

B mobite Terminal

[ryp—
Guest User Group View | Modify | Restore Default Settings

53, Eemnal Identity Center Default User Group View| Restore Default Setiings

Authentication Setings Totally 2 Records | Each Page 20 |Records | Page 1| / totally 1 Pages | 60 Ka e ol

Portal Seftings

&: Bulletin Information
€@ cient control
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2) Select the Behavior Restrict tab, check the An account can register X terminals at the same time box and configure

the times. Click Modify to save the settings.

NF BRG

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-16 17:49:51]

|~ Authentication & Authority = | © authentication & Authority = User Group = Modify User Group

SMP Security Management Platform [ professional

8‘ Online User
8 User User Group Mame: |Defauli User Group
B, user Group
Access Control || Behavior Restrict| | Access Rules
& Device
& Biackist Multi-Access Limit
Q Self-Registration B

An account can be used on a maximum nftermmals atthe same time (Default 1)

Mabile Terminal
% MAC Terminal

An account can reg\ste maobile terminals (Default 1)
[Z] & mobile terminal will be deregistered if it does not go online in consecutive days (Default: 90)

B External Identity Center @ Tip: Aregisterad mobile terminal can access a wireless $SID without providing the user name and password.
{5 Authentication Settings Offline Timer
Partal Settings @ Disabled

) Daily Timer
&]: Bulletin Information ® Total Timer
6 Client Contral .
e © 8ingle Timer

@ Tips:

1. Daily Timer: When the daily imer ends, users will be forced offline on that day and recover online chance next day.
2. Total Timer: The total timer starts when enabled. When the total timer ends, accounts will be suspended or cancelled.
3. Single Timer: When the single timer ends, users will be forced offine or accounts will be suspended.

3) Configure Web authentication and MAB authentication on the NAS.
4) Use the common Web authentication, and enter the username and password to make authentication successful.
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\/ Success

» UserIP: 10.1.1.116
« Online Duration: 0:00:03

LU Login

« Login Time: 2015-11-16 17:55:26

« Online Bulletin: Authentication success.
Remember Me

Forget password

Pre-Login URL

Self-Service Change Password

@ Tips: You have not completed the Password

Protection Settings. Click here to complete setting

@ 172.18.7.55/smp/commonaut @ 172.18.7.55/smp/webauthsuc

5) The user terminal is automatically registered on RG-SMP.

q v e [ Feedback & Online Service
IF BRG-SMP Security Management Platform | professional

Technical Support Hatline: (+86)4008-111-000
Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-16 17:49:51]

Technical Forum 1, About

[#Online User /A System Status & Ghange Password (1) Logout
LUV © Authentication & Autherity > Mobile Terminal > Query Mobile Terminal
& online User

&8 user User. MAG Address: Online Status: All -
& user Group
Registaton e @

Totally 1 Records | Each Page 20 |Records | Page 1

 totally 1 Pages | GO

5 external lentity Center
] | test dcc7937a73a8 2015-11-16 1755:27

2015-11-16 17:55:26 1011116 10.1.1.28 Gnline iew

[3) Authentication Setings
[E Portal setings

Totally 1 Records | Each Page[20 | Records | Page 1 |/ totally 1 Pages | G0

& Builetin Information
@ client Control

6) After the user goes offline, unplug and plug the network cable from the network port in wired access mode, or

de-associate and re-associate the terminal from the SSID in wireless access mode. Then, the terminal will be automatically
authenticated by MAB.
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‘& RG-5MP Security Management Platform - Windows Internet Explorer

fe] & [

| € | http://172.18.7.55:8080/smp/onlineuserservlet?kind=detail&userindex=10002

Basic Information

-~

User Mame: test Full Mame: mab

Nick Mame:

User Type: Common User

User Group: Default User Group Authen Method: F"':Lr:::osrsn'j gﬁ;rgr?t:g:t?onnd
Login Time: 2015-11-16 18:13:27 Last Login Time: 2015-11-16 18:13:27
Onling Duration: 0:0:8

Access Info

HD Serial Number: IMS] Mumber: 1
User IP: 10.1.1.116 User MAC: DCCTIATATIAR

MNAS IP: 10.1.1.28 MAS Port: 6

S8I0: Ih-1x Wireless AP MAC: 14144B627F93
Gateway IP: Subnet Mask:

Preferred DMNS: Standby DNS:

WLAN 1D 1 WLAN Mame:

Upstream Traffic. Downstream Traffic:

Terminal Info

Authentication Client Type:  Standard 802 .1x Client{Operating System:Windows mobile)

Done @ Internet | Protected Mode: On v EB10% v
Note 1. Both wired and wireless Web authentication supports the Web-MAB authentication mode.

2. When Multi-Access Limit is enabled, if the maximum number of registered mobile terminals using one
username is reached, other user terminal entering this username cannot be authenticated.
3. If the A mobile terminal will be deregistered if it does not go online in consecutive X days box is

checked and configured, a mobile terminal will be deregistered if it does not get re-authenticated in specified

days.

Authentication Exemption

1) Choose Authentication & Authority > Port Settings, and check the Enable Web Authentication box to enter the
Web authentication configuration page. Check the Enable Authentication-Exemption Rule for Web Users box, and

configure the Authentication-Exemption User Group, Bulletin Board Information, and so on.
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Feedback § Online Senice '3/ Technical Forum 1, About
nF RG— Technical Support Hotline: (+86)4008-111-000
Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52] [#ZOnline User A System Status o Change Password QLngnut
[ ] © A & Authority > Portal Settings Ll
G Online User
© User W Tips
& User Group For common user authentication, configure the HTTP redirection page:http:/172.18.7.55:80/smp/commonauth , or HTTPS redirection page hitps/i172.18.7.55:443/smp/commonauth
& Device For guest user authentication, configure the HTTP redirection page:http//172.18.7.55:80/smp/guestauth , or HTTPS redirection page:https/172.18.7 55.443/smp/guestauth
%EI:’CH‘S‘ Web Authentication & Self-Service 1
SelFRegistration
- d * HTTP Port 80 |(Default 80)
Dm‘ ile Terminal
" = HTTPS Port: 443 | (Default 443)
&= MAC Terminal
2 Tip: You can access the Self-Service platform through hitp:i/172.18.7.55:80/s mpis elfservice,

_,@ External Identity Center
[0 Enable Web Authentication

Authentication Settings

Enable Authentication-Exemption Rule for Web Users
&l Portal Settings

* emption User Group: smpad.com/13btest (&) Select User Group
&}: Bulletin Information * Bulletin Board Tile: Disclaimer
OCHgnICgmrg\ this is testfor free authentication

* Bulletin Board Infarmation;

* Login Button Title: ACCESS

Success Message ‘Authentication is successful. =br=You can now access the network.

D Tips: 2

2) Configure the redirection URL of authentication exemption.
3) After the user terminal is connected to the network, the following page is displayed when the user tries to browse a

website.

7 . y
- ~ Disclaime

this is test for free authentication
Details
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Authentication is successful.
You can now access the network.

User IP:172.18.7.156

Network Information Verification

Function Description
This section describes how to use the network information binding and verification functions of RG-SMP.

Currently, RG-SMP provides the function of verifying network information based on users. This verification mode is based on
users, and can determine the network access requirements that every user must meet before accessing the network.

Modified settings will take effect upon next authentication of users.

Configuration Tips

N/A

Configuration Steps

User Verification Rules

1) Choose Authentication & Authority > User Group, and click Add to add a user group. You can also click Modify to

modify an existing user group.
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[] Feedback s Online Service -/ Technical Forum .L About
Technical Support Hotline: (+86)4008-111-000

[%0nline User /A System Status & Change Password () Logout
€ Authentication & Authority = User Group = Query User Groups
89 Online User
8 user User Group Name © Query | Reset |
% Device
B Biackist
@ sefRegistration Totally 7 Records | Each Page RecurdS | Page 1 totally 1 Pages | 60 Ka e =

MamleTermmal

&2 WAC Terminal

test
_?i External Identity Center smpad.com/13btest View | Modify
(R . J—p———— View | Modi
S Authentication Settings smpad comAUsers View | Modify
EdlPortal Settings
ad View | Modify
«: Buletin information O Guest User Group View | Modify | Restare Default Settings
@ Cient Control O Default User Group View | Modify | Restare Default Settings

K Qe o

Totally 7 Records | Each Page Recurds | Page / totally 1 Pages | GO

2) Inthe Access Control tab, configure different rules of network information verification for wired and wireless access.

[] Feedback § Online Service 1) Technical Forum /1, About

Technical Support Hotline: (+86)4008-111-000

[z5ZOnline User @‘Systemslalus aCnange Password QLugum

Authentication © Authentication & Authority = User Group = Modify User Group m

&-Omine User

& user Group
J Access Control H Behavior Restrict || Access Rules ‘
%Dewce
Bepiaciist Enable Wired Access Enable Wireless Access

SelfRegistration Network Information Verification [ All Network Information Verification [] All

Mobile Terminal

HD Serial Number Verification HD Serial Number Verification

&5 MAC Terminal

P Type Authentication © Static Dynamic IP Type Authentication @ Static Dynamic
5. External Identity Center ser IP Verification User IF Verification
X User MAC Verification =
User MAC Verification 5
Authentication Settings User Ml
[E&l Portal Settings User IMSI — =
e suten o NAS IP Verification SSID Verification =
- Huem b malieg NAS Port Verification o

@ client Control & Tips:
T T T T 1. Wireless SSID names are separated by commas (), €.q., web-wired-SSID, web-wireless-8SID.
2.The MAC address andthe IMSI

3. When the network information auto-learning and the network information verification are enabled, you can bind users to networks. Or the system will bind users to networks

phone number cannot be enabled atthe same time

through network information auto-leaming in the next authentication.

4. When the network information verification is enabled, the client must upload network information and the uploaded network information must be consistent with that in the user

information. Otherwise, authentication may be failed.
5. Ruijie clients, such as RG-5A For Windows, will upload all network information while other clients do not upload hard disk serial number and IP address type

3) Click Modify, and save the settings.

User Verification

1) During user authentication, the user access information must be verified based on the preset network information

verification rules before authentication can succeed.
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X Authentication
loration. Falled'

* You can choose only wireless
network “test” to access the
Internet.

Note In network information verification, HD Serial Number Verification, IP Type Authentication, and User IMSI
verification cannot be implemented in Webauth user access mode.

Offline Timer

Function Description
This section describes how to use the offline timer of RG-SMP to control the online duration.

Currently, RG-SMP provides four modes of online duration control: Disabled, Daily Timer, Total Timer, and Single Timer.

Configuration Tips

N/A
Configuration Steps
Daily Timer

Choose Authentication & Authority > User Group, and configure the daily timer which specifies the maximum online
duration (X minutes) of a user per day for a specific user group. X is a positive integer. The default value is 120, and the value
ranges from 5 to 1,440. The timer task is automatically started to test at the interval of one minute whether the daily online
duration of any online user exceeds the limit. If yes, the system forces the user offline, and records the related information in

the system log.

1) Choose Authentication & Authority > User Group, and click Modify.
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& oniine User

8 user

& Device
S Blacaist
@ selrRegistration

lobile Terminal

&5 WAC Terminal

5 Extornal identiy Center

uthentication Setiings
Portal Seftings

& Bulletin Infarmation
€@ Client Conrol

[ Feedback § Online Senice 1) Technical Forum ¢, About
Technical Support Hotline: (+86)4008-111-000

[##%Online User /@ System Status @ Change Password () Logout

© & Authority = User

UserGroupName: ||

Totally 3 Records | Each Page|20_| Records | Page 1
AllNone
]
]

Totally 2 Records | Each Page 20| Recards | Page 1

1 totally 1 Pages | 60 K Q& e

areode View | Modity
Guest User Group View | Modify | Restore Default Setiings

Default User Group Restore Default Setings

I totally 1 Pages | 60 Ka B ol

2) Choose Daily Timer, set Timer to 5 minutes, and click Modify at the bottom of the page to save the changes.

fIP BRG-SMP Security Mana

& Gniine User

8 user

& User Group

& Device

& Blackiist

@ serrRegistration
Wobile Terminal

&5 WAC Terminal

55 External Identiy Center

uthentication Setiings
Portal Seftings

«: Bulletin Information
@ ciientcontrol

ment Platform | professional

[ Feedback § Online Senice 5 Technical Forum /£, About
Technical Support Hoine: (+66)4008-111-000

[#online User /A System Status & Change Password () Logout

Access Control HBellavereslnclH Access Rules

Multi-Access Limit

* An account can be used on a madmum of

An account ean registe mabile terminals (Default 1)

Offiine Timer

© Disabled

terminals atthe same time (Default 1)

G Tip: A registered mobile terminal can access a wireless SSID without providing the user name and password

Daily Timer

« Timer B |minestminutes rangeis, 1440)

* Cause

U can use wian service 5 minutes everyday

© Total Timer

© single Timer

@ Tips:

1. Daily Timer When the daily timer ends, users will be forced offiine on that day and recover anline chance nesxt day.
2 Total Timer: The total timer starts when enabled. When the total timer ends, accounts will be suspended or cancelled
3. Single Timer: When the single timer ends, users wil be forced offline or accounts will be suspended

3) Loginto RG-SMP as a user in the default user group. After the login succeeds, choose Authentication & Authority >

Online User to check the online duration of the user.
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@ Online Web A... -+

< m %  http://172.18.34.41/smp/commonauth?wlanuserip=37... & C | % — de

v/ Success

« User Name: 2011

e User IP: 10.1.1.105

* Online Duration: 0:00:08

* Login Time: 2015-10-20 10:38:20

* Online Bulletin: Authentication success.

Go Offline

Pre-Login URI

Self-Service Change Password

o Tips:You have not completed the Password Protection
Settings. Click here to complete settings.

XX XK XX

4) If the online duration of the user exceeds five minutes, the user will be forced offline and suspended. Choose Log Audit >
System Logs to display the system logs. If the following two logs are displayed, it indicates that settings of the daily timer

have taken effect.

© Log Audit = Network Access Logs > Query Logs

User Name User P Offing Cause: Al -
LoginTime:  [2015-10-20 /[T [0 {0 0 LogoutTime:  [2015-10-20 (] [23 /5 /59 [-Query . (1 Reset ) aduanced searcn
[ Delete [ Export Query Results [ Delete Al Network Traffic and Online Duration Report
Totally 1 Records | Each Page 20 | Records | Page 1 1 totally 1 Pages | 60 Kl < O Bl
[ 2011 10.11.105 2011 101,128 2015-10-20 10:38:20 2015-10-20 10:44:00 The offine timer ends! view
Totally 1 Records | Each Page[20 |Records |Page 1 |/ totally  Pages | 60 QB ool

© Log Audit > Operation Logs > Query Logs

Operator. Log Content Record Time: [2015-10-20 [ - [2015-10-20

[ Delete || Deletear |
Totally 8 Records | Each Page 20 |Records [Page 1 | / totally 1 Pages | 60 J (=]
T ———— Lo
system 2015-10-20 10:44:00 The daily offline timer of 5 minutes for User(2011, 10.1.1.105)ends with user suspension.
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Total Timer

Choose Authentication & Authority > User Group, and configure the total timer, which specifies the maximum
accumulated online duration (X hours) of a user in a specified user group in total. X is a positive integer. The default value is
168, and the value ranges from 1 to 8,760. A scheduled task is automatically started to test at the interval of one minute
whether the accumulated online duration of any online user exceeds the limit. If yes, the system forces the user offline, and

records the related information in the system log.

1) Choose Authentication & Authority > User Group, and click Modify.

[] Feedoack § Online Senice =/ Technical Forum 1, About

5-SMP Security Management Platform | proessional et uppart Hetine (<85 008 111 000

[#online User /A System Status & Change Password () Logout

Agministrator [admin] Login IP [172.18.7.19] Login Date [2015-10-19 10:19:43]
© Authentication & Authority > User Group > Query User Groups

& Online User

8 user R —

& Device rer

S Blackist

@ seiRegisiration Totally 3 Records | Each Page|20 |Records [Page ! | / totally 1 Pages | G0 K a oo
Wabile Terminal

S uwcTema

[ arcode View | Modity
5 External tdentity Center Guest User Group. View | Modify | Restore Defautt Setings
Default User Group. Vview Restore Default Satings

Authentication Settings

[E Portal Settings Totally 3 Records | Each Page 20| Records | Page 1|/ totally 1 Pages| 60 K9
'« Bulletin Information

@ ciientcontrol

2) Choose Total Timer, set Timer to 1 hour, and click Modify at the bottom of the page to save the changes.

© Authentication & Authority = User Group > Modify User Group

User Group Name: |Default User Group
Access Control || Behavior Restrict|| Access Rules

Multi-Access Limit
* An account can be used on a maximum of 1 |terminals atthe same time (Default: 1)

|7 An account can register | | mobile terminals (Default: 1)

@ Tip: Aregistered mobile terminal can access a wireless S5ID without providing the user name and password.

Offline Timer

©) Disabled

) Daily Timer

@ Total Timer

* Timer 1 hours(hours range[1, 8760])
* Response () Cancel @ Suspend
u can use 1 hour everyday o
* Cause =]
@ single Timer
@ Tips:

1. Daily Timer: When the daily timer ends, users will be forced offine on that day and recover online chance next day.
2. Total Timer: The total timer starts when enabled. When the total timer ends, accounts will be suspended or cancelled.

3. Single Timer: When the single timer ends, users will be forced offline or accounts will be suspended.

3) Loginto RG-SMP as a user in the default user group. After the login succeeds, choose Authentication & Authority >

Online User to check the online duration of the user.
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@ Online Web A... +
& m W  http://172.18.34.41/smp/commonauth?wlanuserip=37 Y C o = e

v/ Success

« User Name: 2011

o User IP: 10.1.1.105

* Online Duration: 0:00:08

« Login Time: 2015-10-20 10:38:20

* Online Bulletin: Authentication success.

Go Offline

Pre-Login URL

Self-Service Change Password

o Tips:You have not completed the Password Protection
Settings. Click here to complete settings.

4) If the accumulated online duration of the user exceeds one hour, the user will be forced offline and the user account is

suspended. If the following two logs are displayed, it indicates that settings of the total timer have taken effect.

| © Log Audit > Network Access Lags > Query Logs

User Name; User IP: Offine Cause: All -

LoginTime:  [2015-10-20 @0 1o Yo Logout Time 2015-10-20 [T]] [23 {59} 50 [+ Query [ Reset | svanced Search

| Delete || Export Query Results || Delete Al | Network Traffic and Online Duration Report
Totally 4 Records | Each Page 20 |Records | Page|1 | / totally 1 Pages | 0 Q9 B B
I T T B
2011 10.1.1.118 201 10.1.1.28 2015-10-20 11:16:36 2015-10-20 11:38:00 The offline imer ends! View

© Log Audit > Operation Logs > Query Logs

Operator: Log Content Record Time: |2015-10-20 [[]] - 2015-10-20

Totally 13 Records | Each Page 20 |Records |Page 1 | / totally 1 Pages | 60 9 Q& ol
e [ e i LG
system 2015-10-20 11:38:00 The total offline timer of 1 hour for User(2011, 10.1.1.118)ends with user suspension
D system 2015-10-20 11:38:00 The total offline timer of 1 hour for User(2011, 10.1.1.105)ends with user suspension.

Single Timer

Choose Authentication & Authority > User Group, and configure the single timer, which specifies the maximum online

duration (X minutes) of a user per authentication in a specified user group in one time. X is a positive integer. The default
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value is 60, and the value ranges from 5 to 86,400. A scheduled task is automatically started to test at the interval of one
minute whether the online duration of any online user exceeds the limit. If yes, the system forces the user offline, and records
the related information in the system log.

1) Choose Authentication & Authority > User Group, and click Modify.

[ Feedback § Online Senice L) Technical Forum 1 About
Technical Support Hotline: (+86)4008-111-000

NPRRG

Administrator [admin] Login IP [172.18.7 18] Login Date [2015-10-19 10:19:43] [:#Online User A System Status

SMP"Security Management Platform | professional

& Change Password () Logout

[CAutentication & Aoty — %Y &Authorty > User Graup > Query User Groups
& oniine User
8 user vsersrowptame:| |
& Device o
S Blacaist
@ serRegistration Totally 3 Records | Each Page Records | Page I totally 1 Pages | 60 K Qe &l
Mabile Terminal
[y —
[5] areode View | odity
B External Identity Genter Guest User Group View | Modify | Restore Default Settings
Default User Group View Restore Defaull Setiings
Authentication Settings
Portal Seftings Totally 2 Records | Each Page|20 | Records | Page I totally 1 Pages | 60 K > ol
« Bulietin Information
€@ Client Conrol

2) Select Single Timer, set Timer to 5 minutes, and click Modify at the bottom of the page to save the changes.

| © authentication & Authority = User Group = Modify User Group.

User Group Name: Default Lser Group

Access Control || Behavior Reslri(:l” Access Rules |

Multi-Access Limit

* An account can be used on a maximum oftermlna\s atthe same time (Default: 1)
[7] An account can reg\ste maobile terminals (Default: 1)

(& Tip: Aregistered mabile terminal can access a wireless SSID without providing the user name and password.
Offline Timer

() Disabled

(&) Daily Timer

@ Single Timer

* Timer mmules(mmules range:[5, 86400])

* Response () Offline @ Suspend

* Holding Time minutes(minutes range:[5, 1440

every 30 minute can use § minute

* Cause

4l

@ Tips:
1. Daily Timer: When the daily timer ends, users will be forced offline on that day and recover online chance next day.
2. Total Timer. The total timer starts when enabled. When the total timer ends, accounts will be suspended or cancelled

3. Single Timer: When the single timer ends, users will be forced offline or accounts will be suspended

3) Loginto RG-SMP as a user in the default user group. After the login succeeds, choose Authentication & Authority >
Online User to check the online duration of the user.
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@ Online Web A... -+

< m % http://172.18.34.41/smp/commonauth?wlanuserip=37... & C = de

v Success

User Name: 2015

Go with Ruijie in your network explora v User IP: 10.1.1.105

Welcome to Ruijie Networl Online Duration: 0:00:17
Login Time: 2015-10-20 13:53:57
Online Bulletin: Authentication success.

Pre-Login URIL
Self-Service Change Password

i ] Tips:You have not completed the Password Protection
Settings. Click here to complete settings.

@
©
()
[#)
[
o
o

€3

4) If the one-time online duration of the user exceeds five minutes, the user will be forced offline. Choose Log Audit >
System Logs to display the system logs. If the following two logs are displayed, it indicates that settings of the single timer

have taken effect.

© Log Audit> Netwerk Access Logs = Query Logs

User Name User IP: Offine Cause All -

LoginTime:  [2015-10-20 [ [0 %0 Ho LogoutTime:  [2015-10-20 [T 23/{58 59 - Query | [ Reset 1 svanced Searcn

[ Delete [ Export QueryResults || Delete Al | Network Traffic and Online Duration Report

Totally 5 Records | Each Page 20 |Records | Page 1 1 totally 1 Pages | G0 L o ol

]

2015 1011105 2015 101128 2015-10-20 135357 2015-10-20 13:59:00 The offline timer ends! View

© Log Audit > Operation Logs > Query Logs

Operator: Log Content Record Time: [2015-10-20 [I] - [2015-10-20

[ Delete [ Deletenr

Totally 18 Records | Each Page |20 | Records |Page|1 |/ totally  Pages | G0

[ e O wseme Loacmen

] system 2015-10-20 13:59:00 The single offine timer of 5 minutes for User(2015, 10.1.1.105)ends with user suspension of 30minutes.
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External Identity Center

Authentication Using Generic LDAP Server

1) Choose Authentication & Authority > External Identity Center.
2) Check the Enable External Identity Center box, click the Generic LDAP tab, and configure correlation with LDAP.

[ Feedback § Online Senice -/ Technical Forum 1 About
Technical Support Hotline: (+86)4008-111-000

SMP'Security Management Platform | professional

Administrator [admin] Login [P [172.18.7.19] Login Date [2015-11-12 14:23:41] [z¢Online User /@ System Status @ Change Password ;) Logout

Authentication & Authori © Authentication & Authority > External Identity Center -

& Online User External Identity Center

e EnsbleExtemal Identity Center

& user Group

& Device © Generic LDAP © Windows AD Domain © Extemal Database © Remote Radius Server © Websenice

& Blackist * LDAP Server IP: 172.16.34.50
@ seifRegistration * LDAP Server Port (Default: 389) =
Mabile Terminal * Root DN [dc=maxrc, de=com Auto-Obtain |

&5 MAC Terminal

Root DN is the root node of an LDAP directory tree. For example, de=my-domain and de=com.

% External Identity Center Support Ananymous 0

If the administrator password of the LDAP server is NULL, please select Anonymeus Login

] Authentication Settings * Administrator User Name: n=Manager dc=maxcrc. dc: B

= Portal Settings

For example, the administrator user name for OpenLDAP is the rootdn of the slapd.conf file. (For example, cn=Manager, dc=my-domain, and de=com)

Administrator Password:

- Bulletin Information
@ cient Control For example, the administrator password for OpenLDAP is the rootpw of the slapd.contfie. (For example, secret)

Identity Authentication Mode ® Implement Identity Authentication by querying LDAP users © Implement Identity Authentication by logging in to the LDAP server
* User ObjectClass:

* User Name Attribute Name:

[

The system queries users based on attributes of User ObjectClass and User Name Attribute Name

System Maintenance 2 * User Password Attribute Name

|

[ Feedback § Online Senice | Technical Forum ¥, About

| q
M | Professional Technical Support Hotline: (+36)4008-111-000

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41 ¢%Online User /A System Status @ Change Password () Logout
o og y g ogo

T The system queries users based on attributes of User ObjectClass and User Name Attribute Name B
8 user Enable an Encryption and Decryption Plug-in- ]
B
& Device
Seblackist Learn new users during authentication
@ seifRegistration Learn the user group during new user authentication

WMobile Terminal * User Group Containing Auto Added Users- @ Select User Group
&5 MAC Terminal

If you don't configure the user group attribute name, all users newly learned will be added to this user group,

B Extomal deniity Conter Existing users update the user group automatically

|

User Group Attrbute Name
B Authentication Setiings Ifyou configure User Group Attrbute Name, the system willlearm the user group from the LDAP server and add newy leamed users to this group.
E=lPortal Settings Address Atrbute Name
G Telephone No. Attrbute Name clephoneNumber Mobile No. Atribute Name elephonehumber
& Bulletin Information
@ Client Control Post Code Attribute Name ostalCode Email Address Attribute Name: ]

User Name Attribute Name

|

I

P

Test Password weee | 1dentity Authen

|

You can verify whether a user passes LDAP senver authentication by entering a test user name and test password and clicking Identity Authentication

Modify. Reset Refresh E|

3) Click Modify to save the configuration.

Correlation with Windows AD Domain

Configuration Tips

B Create a common user name by the administrator to correlate the RG-SMP server with the domain server.
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W [fitis required to support the Windows terminal authentication, apply for a PC username to the domain administrator
and configure the password, which is the same as the password of the correlated account.
B Configure the IP address of the AD domain server as the DNS of the SMP server for domain name resolution.

Configuration Steps

1) Choose Authentication & Authority > External Identity Center > Windows AD Domain, and click Windows AD
Domain Server link. In the AD domain server setting page, set the AD Domain Name, Domain Server Port (default:
389), Preferred Domain Server IP and Standby Domain Server IP if needed. Currently, only one active and one
standby domain servers are supported.

& RG-SMP Security Management Platform - Windows Internet Explorer EI = @
|§, http://172.18.7.55:8080/smp/adserverservlet |

* AD Domain Name:
* Preferred Domain Server IP: |172.18.34.46
Standby Domain Server IP:

* Domain Server Port: 389

&) Tip: The default port for AD domain server is 389

Dedicated AD Domain Account

* Login User Name: administrator
* Login Password: ssssssssene Test Connection
PEAP-MSCHAPvZ for 802.1X PCs
* PC Mame: SMPAD-SERVER
&) Tips: i

1. The AD domain user name is configured exclusively for SMP on the AD domain server to correlate with the AD domain. This account should have at least
read-only permissions for all directories of the AD domain tree.

2. Ifthe AD domain user password is not entered, the original password will remain unchanged.

3. To change the PC name, add the SMP server to the corresponding AD domain, and login it by the administrator

4. To enable PEAP-MSCHAPVZ, PCs must be registered with passwords the same as AD login password

Other Info

User Group Info Synchronization Settings: Tzer Group Synchronization

Tsers
Domain Tzers
: 13btest
Synchronized User Group Info: 153butest
SMP-GROTP
* User Group Containing Auto Added Users: Default User Group (£ Select User Group
Y Tips: 2
4 m | »
=g @ Internet | FHPET: BR v B110% -

2) Enter the Login User Name and Login User Password under Dedicated AD Domain Account in the page. Click Test

Connection to check whether the correlation user account is available.
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@ RG-SMP Security Management Platform - Windows Internet Explorer EI' =l |@.
|g, http://172.18.7.55:8080/smp/adserverserviet |
Authentication & Authority = External Identity Center = AD Domain Server = Add |-
AD Domain Name
Preferred Domain Server IP:
Standby Domain Server IP:
Domain Server Port: 389
Login User Mame: administrator M o =
Login Password: ssssssssase
B e D Tt r lj The preferred domain server is connected.
User Group Info Synchronization Settings: User Group Synchronization
Synchronized User Group Info:
User Group Containing Auto Added Users: il
Done € Internet | Protected Mode: On dh o HI10% -

3) Check the PEAP-MSCHAPvV2 for 802.1X PCs box if it is required to support Windows terminal authentication. Enter the
applied PC name.
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‘€ RG-SMP Security M, Platform - Windows Explorer =] @
|@, http://172.18.7.55:28080/smp/adserverserviet |
© Authentication & Authority = External Identity Center = AD Domain Server = Add nl
Basic Info
* AD Domain Name smpad.com

* Preferred Domain Server IP:  172.18.34.46
Standby Domain Server IP:

* Domain Server Port: 389

0] Tip: The default port for AD domain server is 389.

Dedicated AD Domain Account

m

* Login User Mame: administrator

* Login Password: ssssssnnnse Test Connection

PEAP-MSCHAPVZ for 802 1X PCs
*PC MName: SMPADISERVER

@ Tips:

1. The AD domain user name is configured exclusively for SMP on the AD domain server to correlate with the AD domain. This account should have at least
read-only permissions for all directories of the AD domain tree.

2. Ifthe AD domain user password is not entered, the original password will remain unchanged.

]

To change the PC name, add the SMP server to the corresponding AD domain, and login it by the administrator.

4. To enable PEAP-MSCHAPVZ, PCs must be registered with passwords the same as AD login password. b |

4) Configure the mapping relationship between AD domains and RG-SMP user groups, and set User Group Containing
Auto Added Users to Default User Group.

& RG-SMP Security h Platform - Internet Explorer

‘ €] http://172.18.7.55:8080/smp/adsenversenvlet?kind=toSyncAdUserGroupPagefisModifyPage=undefined&toSyncAdUserGroup=true ‘

© Authentication & Authority = External |dentity Center = AD Domain Server = Add = User Group Synchronization

Please select the AD user group information item to be synchronized.

To Be Synchronized AD group is synchronized
Domain Admins - 5

Domain Guests

Group Policy Creatc
RAS and IAS Server:
Server Operators
Account Operators
Pre—Windows 2000 Cc
Incoming Forest Tru
Windows Authorizati
Terminal Server Lig
Inzidmins 44
DnslpdateProxy
lead-group
z-test

43

AL 4[| >[I

m

Close
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(& RG-5MP Security Management Platform - Windows Internet Explorer =] & (=5

|g, http://172.18.7.55:8080/smp/adserverservlet

IS S LU SSIveEn 1. & Uy |

Standby Domain Server IP: | |

* Domain Server Port |289 |

(D Tip: The default port for AD domain server is 389.

Dedicated AD Domain Account

* Login User Name: |administrator |

* Login Password: |[eseasscanss || Test Connection

PEAP-MSCHAPVZ for 802.1X PCs

*PC Name: |SMPAD-SERVER |

L Tips:

1. The AD domain user name is configured exclusively for SMP on the AD domain server to correlate with the AD domain. This account should have at least
read-only permissions for all directories of the AD domain tree.

2. [fthe AD domain user password is not entered, the original passwaord will remain unchanged.

3. To change the PC name, add the SMP server to the corresponding AD domain, and login it by the administrator.

4. To enable PEAP-MSCHAPYZ, PCs must be registered with passwords the same as AD login password.

Other Info

User Group Info Synchronization Settings: User Group Synchronization

Synchronized User Group Infa:

" User Group Containing Auto Added Users: | Default User Group | @) Select User Group

(2 Tips:
1. The user not grouped or added to several groups is added to the specified user group by default.

4 n |

3

m

Done €D Internet | Protected Mode: On Fy v ®100%

-

5) Enter the Test User Name and Test Password, click Identify Authen to conduct the identity center correlation test,
and click Add to save the settings.
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& RG-SMP Security Management Platform - Windows Intemet Explorer E = @

[&] hitp://17218.7.55:8080/smp/ sdserverservlet |
AoV 0T OUETTAT S A

PC Name: SMPAD-SERVER

User Group Info Synchronization Settings: User Group Synchronization

Synchronized User Group Info: Domain Server:172.18 34 46

Message from webpage @

Identity Authentication Succeeded,
Test User:1108

User Group Containing Auto Added Users: — UETAON OSeT =Ioup E
1108
Add Reset Retumn
Done @ Internet | Protected Mode: On 4 v H100% ~
6) Configure whether to learn user information or user group information as follows:

If the Learn new users during authentication box is checked, the AD user information is learned and updated to
the local SMP when the AD domain user is being authenticated. If this box is not checked, the AD domain user

information must be imported to the SMP in advance; otherwise, this AD domain user cannot be authenticated.

If the Learn the new user group during new user authentication box is checked, the user group information is
learned and updated to RG-SMP when the AD domain user is being authenticated, and the learned information is
synchronized based on the configuration in step 4. If this box is not checked, the default user group information is

learned after all AD domain users are authenticated.

If the Existing users update the user group automatically box is checked, the user group information is updated
to RG-SMP during each AD domain user authentication. If this box is not checked, the user group information

learned during the first authentication is used.

You can configure the mapping relationship between AD domain user attributes and SMP user attributes. Then, the
user attributes are automatically learned and updated to the user information created on the SMP during the AD

domain user authentication.

The default settings are recommended.
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SMP Security Managem

FJRG

Administrator [admin] Legin IP [172.18.7.19] Login Date [2015-11-16 17:49:51]

Authentication & Authority ~ © Authentication & Authority > External Identity Center

&Omlne User
External Identity Center
& user
L'(—::)USEN Group EnableExternal Identity Center
& Device © Generic LDAP @ windows AD Domain (©) External Database
£ Blackiist

Please click "[EsWindows AD Domain Server” to view and configure the Windows AD Domain Server for login,
QSeIf—RegistraUun

E]Mumle Terminal

MEMAC Terminal

* Synchronization Interval for AD Domain User Info: 7 days (from 1to 28, default 7)

Learn new users during authentication

Learn the user group during new user authentication

External Identity Center
E & Existing users update the user group automatically

Authentication Settings

AD Domain User Attribute Aftribute Mapping
EE Portal Seftings

Beeper No
City/County
Company
Country
OC\ieanntrm Department
——————— Description o

>

(I?Elul\etin Information

"
SMP User Attribute

Address
Email Address
Full Name
Mobile Mo.
Postal Code
Telephone No.

Correlation with External Database

1) Choose Authentication & Authority > External Identity Center.
2) Check the Enable External Identity Center check box and click the External Database tab.
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External Identity Center

Enable External Identity Center |

() Generic LDAP () windows AD Domain @ External Database () Remote Radius Server ) Websenvice

* Database Type |saL server (Support SQL Server 2008 R2)

“

Database Server IP Address:

"

Database Server Port:

"

Administrator Account:

-

Administrator Password:

* Database Name: est Auto Obtain
* Database Character Set: ® UTF-8 () GBK
* InTable UserInfo o Column UserlD | is user name, Column  Password ¥  is password.

Learn new users during authentication

Learn the user group during new user authentication

| @ select user Group

* User Group Containing Auto Added Users n

If you don't configure mapping among the user group, table name and column name, all users newly learned will be added to this user group.
Existing users update the user group automatically
Enable an Encryption and Decryption Plug-in: H

Ifthe user password of the database server is encrypted, you can enable and configure an encryption and decryption plug-in by clicking & mport Password Plug-in to import a password plug-n

You can configure mapping among the user group, table name and column name to enable the system to learn user information from the database during user authentication

Table Name Column Mame Association Operation
Use table’s "
Iuaer Gmup. b w7 Add
to associate the tableUserinfo's "7
Mobile No Userinfo Moblie phone Self Reference Delete

Test User Name:

Identity Authen

You can verify whether a user passes database server authentication by entering a test user name and test password and clicking Identity Authentication

Test Password:

[ Modify ] l Reset ] [Reﬁesh l

3) Configure correlation with the external database and click Modify to save the configuration.

Authentication Using Remote RADIUS Server

1) Choose Authentication & Authority > External Identity Center.
2) Check the Enable External Identity Center check box and click the Remote Radius Server tab.
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[] Feedback & Online Senice '/ Technical Forum /!, About

M | Professional Technical Support Hotline: (+86)4008-111-000

Administrator [admin] Login IP [172.18.7.18] Login Date [2015-11-12 14:23:41] [/Online User /A System Status &3 Change Password () Logout

AU (e R SRS ©  Authentication & Authority > External Identity Center

& Online User
- External Identity Center
& user

& User Group EnableExtemal Identity Center

%Dgwgg @ Generic LDAP ‘Windows AD Domain ) Extemnal Database Remote Radius Server @) Websenice
S Blacklist * Remote Radius Sanver IP: 172.18.34.47

™) SelfRegistrat
@seregistion * Remote Radius Senver Authentication Port: 1812 (Default: 1312)

obile Terminal

&5 MAC Terminal

Remote Radius Server Accounting Port: 1813 (Default: 1813)

Remote Ratius Server Key: wijie

e
5. Extemal Identity Center Leamn user information when authentication is enabled

Existing users update the user group automatically
(2] Authentication Settings
[E&Portal Settings

Leam Grouping Method:

Add users to specified group () Group users based on user name suffix

* User Group Containing Auto Added Users:  [BHiAA /2 (€} Select User Group
& Bulltin Inormation Peap Authentication Agent Type: FORWARD -
@ client Control
|- Modity | |- Reset .| | Refresh |

3) Configure correlation with remote RADIUS and click Modify to save the configuration.

Correlation with Remote Web Service

1) Choose Authentication & Authority > External Identity Center.
2) Check the Enable External Identity Center check box and click the Webservice tab.

[ Feedback § Online Senvice ' Technical Forum 1, About

Technical Support Hotline: (+86)4008-111-000

SMP’Security Management Platform | erofessional

Administrator [admin] Login IP [172.18.7.19] Login Date [2016-11-12 14:23:41] [#/Online User /@ System Status @ Change Password (1) Logout

AAEAI IATULIAMS © Authentication & Authority > Extemal Identity Center -

& Online User
- External Identity Center
8 user

e EnableExternal Identity Center
& User Group

& Device © Generic LDAP © Windows AD Domin ©) External Database © Remote Radius Sener © Websenice
it Blackist * Remote Web Senice Sener IP 192 168.5.245
D Self Registrat
@ softRegistation * Remote Web Senice Server Port: 3081 i
obile Terminal —— =
" * Remots Web Senice Senver Address: 50_authenticate/WWSAuther | Obtain
& WAC Terminal —ran
Remote Web Senice Access URL ittp /1192 1685 245 8081/s50_authenticate WS AuthenticatePortwsdl
3 Extemal dentity Center You can dlick® Download WSDL File to download the Web senice information description fle.

[£5] Authentication Settings
ortal Settings

Identity Authentication Mode og in to the remote Web server for Identity Authentication © Query user Information on the Web senice server for Identity Authentication

Learn new users during authentication 7
@ Bulletin Information

Learn the user group during new user authentication
@ ciient control

* User Group Containing Auto Added Users: new @ Select User Group
If you don't configure mapping between the data element to be retumed and user group information for the user information obtaining interface, all users newly leamed will be added to the defauit user group.

Existing users update the user group automatically

Parameter Settings for ldentity Authentication Interface

* Interface Name: authenticate =
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[ Feedback & Online Service |/ Technical Forum /. About
Technical Support Hotline: (+86}4008-111-000

curity Management Platform | professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [Online User A System Status & Change Password () Logout
Leam the user group during new user authentication B

5 Online User * User Group Containing Auto Added Users: new @ Select User Group

8 user If you don't configure mapping between the data element to be retumed and user group information for the user informtion oblaining interface, all users newly leamed will be addsd to the default user group.

&5 User Group Existing users update the user group automatically

& Device

T Blackiist Parameter Settings for Identity Authentication Interface

@ seliRegistration + Interface Name:| autherticats o

B Mobile Terminal

e A Torminal * Parameter! |indicates the user name in Data Type Characte ~
=

* P indicates the user password in Data Type Characte ¥  Add Parameter =
B, Exteral Identity Center The retum value n Type Bool  +
2 Authenication Settings Configure the User Information Obtaining Interface &)
Portal Settings
Enable an Encryption and Decryption Plug-in: 0o
- Bulletin Information
@ cient Contrl Test User Name hujiagi E
Test Password [ | 1dentity Authen
You can verify whether a user passes remote web senice sener authentication by entering a test user name and test password and clicking Identity Authentication.
@ Tip: If the Web senice provided by the External Identity Center does not comply with WS-| specifications, or the security mechanism and other special configurations cause disconnection problems, please connect via the
Web senice adapter.

o moaity | | meset | | Refresn| -

3) Configure correlation with the remote web service and click Modify to save the configuration.

User Self-Registration

User Self-Registration

Function Description

This section describes how to configure the user self-registration function. User self-registration methods include Email, SMS,
Guest SMS Self-Registration, and ThirdParty Correlation Registration.

Configuration Tips

B To use the Email self-registration, enable the Email service first.
B To use the SMS self-registration, enable the SMS service first.

Configuration Steps

Email Self-Registration

1) Choose Authentication & Authority > Self-Registration, and click Enable to enter the user self-registration

configuration page.
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SMP Security Management Platform ' erofessional

Administrator [admin] Login [P [172.18.7.19] Login Date [2015-11-11 14:03:02]

Mt et At r. v |
Authentication & Authority ™

g?p Online User

© Authentication & Authority > Self-Registration

~ Common User Self Registration | Enable
8 sor T
T Common User Self-Registration is disabled.
&« User Group

M%Device

& Blackiist

Maobile Terminal

£5 MAC Terminal
_l?ﬁ External Identity Center

@Authemicahon Settings
EzlPortal Settings

0;]2 Bulletin Information
aChent Control

2) Select Email as the self-registration mode, and click Next.

. ' v e (] Fee
SMP Security Management Platform | erofessional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 14:03:02] |2 Online User

N
Authentication & Authority ™

&On\ine User

© Authentication & Authority > SelfRegistration

Common User Self-Registration

& User
@
\.:, User Group - Bzl
N% Email Registration: After adding a common user, the system will send the username and password to the registered email address.
Device -
© smMs
e Blacklist ! ' . .
SMS Registration: After adding a common user, the system will send the usermame and password to the registered mobile number.
eSeleregwslralion

) Third Party Correlation Registration
Mﬂbl\e Terminal Third Party Carrelation Registration: The system will add common users after the users’ identity information has been verified by the third-party system.

25 MAC Terminal

Eg' External Identity Center
@Aulhem\catiun Settings
[El Portal Settings
q:EluHelin Information
(’)cnem Control

3) Select the default user group that is automatically allocated for self-registered users. After configuration is completed,

click Finish. If the Email service is not enabled, click here to configure the Email service.
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NF BRG-SMP'Security Management Platform | erofessional =

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 14:03:02] [iOnline User
AU e V. € Authentication & Authority > Self-Registration
(;; Online User

- Commen User Self-Registration--Email
& User

B User Group Enterprise Email Suffix: l:l ‘ Add |

e s
=

s Blacklist Tip:All Email addresses are registered if no enterprise suffix is added.
QSE\f—Reg\sﬂatmn

Mubi\e Terminal

&5 MAC Terminal
= * Default Auto-allocated User Group: smpad.com/13btest (@ Select User Group

™ Tip: Email senice is disabled and the system cannot send emails to users. Please Clwc
% External Identity Center

Use the email address prefix as the user name

[Z] User Information Auto Leaming

o enable and configure Email senvice.

Previous Finish
E3 Authentication Settings -]

EdPortal Settings

ﬂ;]- Bulletin Information
GCMEHI Control

SMS Self-Registration

1) Choose System Maintenance > SMS Settings, check the SMS Settings box, configure parameters as shown in the
following figure, and click Modify to save the settings. Before that, you can click Send a Test Message to verify the
configuration.

IF BRG=SMP Security Management Platform | erofessional =

Acusuator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 14:03:02] ] [##Online User

: © System Maintenance > SMS Settings

System Maintenance ~=

gaasi: Configuration

SMS Se

[#7 SMS Settings @ Enable SMS Madem © Enable SMS Gateway O Enable 3G SMS Gateway
erEmal\ Senice Settings

* Port (serial port): COm1

E&Custom Manager Page

* Baud Rate: 9600
iDalabaae Maintenance * Data Bit: 8 -
* SIM Card PIN Code: 1234
* Manufacture Model: W
(6] Tips

1. Port (serial port): the name of the SMS modem port that connected with the server.

2 Baud Rate: the same as that of the SMS modem.

3. SIM Card PIN Code: SIM Card PIN Code of the SMS modem, (default PIN code of China Mobil is 1234, default PIM code of China Unicom is 0000).
4. Vendor Model: Vendor Model of the SMS modem. Select ‘Default Model' if there is no other option in the list.

[ Modify H Reset “ Send a Test Message:

2) Choose Authentication & Authority > Self-Registration, click Enable to enable the SMS self-registration for common

users and enter the configuration page.
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&Online User
Ea User

=

&« User Group
M%Device

& Blackiist

Maobile Terminal

= MAC Terminal

0;]2 Bulletin Information
aChent Control

SMP Security Management Platform ' erofessional

Mt et At r. v |
Authentication & Authority ™

_l?ﬁ External Identity Center

@Authemicahon Settings
EzlPortal Settings

Administrator [admin] Login [P [172.18.7.19] Login Date [2015-11-11 14:03:02]

© Authentication & Authority > Self-Registration

Common User Self Registration

Common User Self-Registration is disabled.

3) Select SMS as the self-registration mode, and click Next.

&Onlme User

&5 User

.
&= User Group
%Devﬂ:e
gnﬂla:klwst

L] Self-Registration
Mnb\le Terminal

&= MAC Terminal

_‘?&'Emema\ Identity Center
@Authent\calian Settings
[EElPortal Settings

Ug:BuHeﬁn Information
QCI\em Control

i-SMP Security Management Platform [ erofessional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 14:03:02]

[ Feed

[4Online User

[ ——
Authentication & Authority ™

© Authentication & Autharity > Sel-Registration

Common User Self Registration
© Email
Email Registration: After adding a common user, the system will send the userame and password to the registered email address.

SMS Registration: After adding a common user, the system will send the username and password to the registered mobile number.

@ Third Party Correlation Registration
Third Party Correlation Registration: The system will add common users after the users’ identity information has been verified by the third-party system.

Cancel

Next

4) Click the Select User Group link in the Default Auto-allocated User Group field to choose a default group for SMS

registered users, and click Finish to finish the settings.
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F4 Feedb:

m | Professional

Administrator [admin] Login IP [172.18.7 19] Login Date [2015-11-11 14:03:02] [¢%Online User

ARG RS ©  Authentication & Authority > SelfRegistration

& Online User
- U Common User Self-Registration--SMS
ser

= [C] Register only trusted mobile phones. Trusted Mobile Phone Management
& User Group

.%Dewce All mobile phone numbers are registered if "Register only Trusted Mobile Phones” is disabled.
E-'g Blacklist Use your mabile number as the user name.

@ seffRegistration [ User Information Auto Leaming

]:lMDbile Terminal * Default Auto-allocated User Group: smpad.com/13btest (£ Select User Group

25 MAC Terminal e
Prewousl ‘ Finish

_l!_g‘ External Identity Center

£l Authentication Settings
[ Portal Settings

'1;] Bulletin Information
chiem Control

5) If only the specified mobile numbers can get registered, check the Register only trusted phone phones box. You can
manage the trusted numbers by clicking Trusted Mobile Phone Management. This configuration help prevent unauthorized

mobile phones from registration and access. Click Finish to finish the settings.

/& RG-SMP Security Management Platform - Windows Internet Explorer EI =
‘ €] http://172.18.7.55:8080/smp/trustedmobileservlet?kind =query&fromOtherPage=true |

© Authentication & Authority > Trusted Mabile Phone Management > Query

Mobile Mumber: Full Name- Query || Reset

Add | Import || Delete

o MNo matching record is found.

6) Click Add on Trusted Mobile Phone Management page to add a trusted mobile number.

/€ RG-SMP Security Management Platform - Windows Internet Explarer E’ =
|E, http://172.18.7.55:8080/smp/trustedmobilesenrdet |

€ Authentication & Authority > Trusted Mobile Phone Management = Add

Trusted Mobile Phone Configuration
* Mobile Number: |

Full Name:

Add | | Reset | | Retum

7) Click Import on Trusted Mobile Phone Management page to import multiple phone numbers as trusted at a time. You

can click here in Tips on Upload Import File page to download the import template.
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& RG-SMP Security Management Platform - Windows Internet Explorer EI
|g, http://172.18.7.55:8080/smp/trustedmobileservlet |

© Trusted Mobile Phone Management > Import

Upload Import File

Impaort File(* xls): L.

Import | | Return

Q Tips:

1. The number of trusted mobile phones cannot exceed 10.000.

2. Only Excel files based on template format can be imported. Click ?,eh “ to download the import template.

3. If the required information is not included in the Import Template. users can create a new file based on the template.

Third Party Correlation Registration

1) Choose Authentication & Authority > Self-Registration, and click Enable to enter the user self-registration page.

Select Third Party Correlation Registration as the self-registration mode, and click Next.

m ‘ Professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 14:03:02] [z%Online User
L GEN T ©  Authentication & Authority > Sel-Registration
& Online User

~ Common User Self Registration
& User

" © Email

& User Group mar

&Device

E"‘ﬁ Blacklist
Q SeltRegistration Third Party Correlation Registration
Mﬂb”e Terminal Third Party Correlation Registration: The system will add common users after the users” identity information has been verified by the third-party system

&5 MAC Terminal S —
....................................... Cancel ‘ ‘ Next

Email Registration: After adding a common user, the system will send the usemame and password to the registered email address
© sms
SIS Reqistration: After adding a common user, the system will send the usemame and password to the registered mobile number.

@Aulheml:ahnn Settings
EdlPortal Settings

\_-IJ Bulletin Information
anem Control

2) Fillin the third-party database information, and click Next.

Innovation Beyond Networks



1R2uijie

Networks

RG-SMP Professional_2.63 _EN_Build20151106 Operation Guide

F BRG=SMP Security Management Platform [ professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 14:03:02]

. . < |
A A A | © Authentication & Authority > Self-Registration

L:; Online User

& User

\Za User Group

é Device

? Blacklist

Q Seli-Registration
Mobile Terminal

25 MAC Terminal
_L?g‘ External Identity Center

3 Authentication Settings
Portal Settings

‘ﬂ: Bulletin Information

a Client Control

Common User Self-Registration--Third Party Correlation Registration
@ SQL Server

MySQL

PostgreSQL

Oracle

* Third Party Database Types:

© DpB2
* Database Server IP Address: 172.18.34.16
* Database Server Port: 1433

* Administrator Account:
* Administrator Passwaord:
* Database Name: SMPDB_266 . Auto Obtain

* User Information List Name: T_USER £

3) Add the mapping between the user information and column name in the database, and click Next.

g".‘i Online User

C, User

:Ea User Group

é Device

S Blacklist

Q Seli-Registration
Mobile Terminal

== MAC Terminal

@Authenticatinn Settings

CQ: Bulletin Information
0 Client Control

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 14:03:02]

. o < |
Authentication & Authority ¥

_L?s'; External Identity Center

Portal Settings

© Authentication & Authority > Self-Registration

Common User Self Registration--User Information Validation

Verification Criteria Configuration

User Information: Full Name -
Column Name: NICK_MAME ~ | Add |
User Information Column Name Operation
User Name USER_ID Delete

4) Configure the User Information Learning, and click Finish to complete the settings.
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Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 14:03:02]

. . < |
Authentication & Authority ™~

(_; Online User

a User

:& User Group

é Device

gsc Blacklist

Q Self-Registration
Maobile Terminal

- MAC Terminal

_L?g' External Identity Center

@Authentlcatmn Settings
Portal Settings

'Q:Elulletin Information
0 Client Control

© Authentication & Autharity > Self Registration

Common User Self-Registration--User Information Learning

smpad.com/Domain U| () Select User Group

* Default Auto-allocated User Group:

User Information Learning
User Group -
USER_GROUP_NAN ~

User Information:

Column Name:

User Information Column Name Operation

User Group USER_GROUP_NAME Delete

- Previ

Guest Registration

Function Description

This section describes how a common guest gets registered.

Configuration Tips

To register a guest using the SMS, enable the SMS service first.

Configuration Steps

1)

Choose Authentication &Authority > User Group, select a user group and click Modify in the Operation column.

T R ———
Authentication & Authority ¥

& Online User

& user

& User Group
&Device
GeBlackiist

@ selfRegistration
ElMobile Terminal

25 MAC Terminal
B Extemal Identity Center

=] Authentication Settings
[E=Zl Portal Settings

& Bulletin Information

3-SMP Security Management Platform | professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:08:25]

[ Feedback § Online Senice " Technical Forum (1, About
Technical Support Hotline: (+86)4008-111-000

@ client Control

2)

|#2%Online User /A System Status & Change Password ;) Logout
© Authentication & Authority > User Group > Query User Groups
User Group Name Query || Reset
Totally 2 Records | Each Page Records | Page 1 totally 1 Pages | 60 K Qe ol

]

Guest User Group View | Modify | Restore Default Settings

[m] Default User Group View [Modiy |Restore Default Settings

Totally 2 Records | Each Page Recards | Page 1 totally 1 Pages | 0 Ka oo

On the Modify/Add User Group page, click the Behavior Restrict tab, and select the Guest User Management Rights.
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ry | [ Feedback & Online Senice =) Technic
M | Professional

SMP’Security Management Platfo

Technical Support Hotlin
Administrator [admin] Login IP [172.18.7-19] Login Date [2015-11-11 17:09:25] [#5ZOnline User @ System Status £ Ghange Pas
Authentication & Authority ~ |
i User Password Management
& Online User _
- [ Enable Initial Password Check (A user must change the initial password)
& user
[7] Enable Password Complexity Check
& User Group
2 [ Enable Password Validity Period Check
L Device
S Blackist Online users failing in Password Validity Check will be forced offine inj0 | minutes (Range: 3-60)
@ selfRegistration Enable Self-Senice Password Change
B Mobile Terminal @ Tips:
25 MAC Terminal 1. The Initial Password Check and the Password Complexity Check can apply to the user and certiicate-based
2. When the password check functions apply to the certiicate-based authentication, the password is the PIN code of USB key.
%, Exteral Identity Center 3. When it is configured that users failing in password check are forced offine, users are allowed to change their passwords using Ruijie authentication client (RG-SU) and Ruijie Security Agent (RG-SA)
ES Authentication Settings Guest User Management Rights

Portal Settings [] Allow user to scan QR to authentication

p . [7] Allow guest users to access network by scanning a QR Code
@ Bulletin Information

@ Ciient Control

[Z] Allow managing guest users on a Ruijie client
[7) Allow managing guest users on a Ruijie Self-Service platform (registering users in common mode)

7] Allow managing guest users on a Ruijie Self-Senice platform (registering users in SMS mode)

Network Information Anti Tampering
21 Authentication will fail f a user changes the MAC address of the network adapter

@ Tip: This function is available only for users of Ruijie authentication client (RG-SU) and Ruijie security agent (RG-SA).

User Information Self-Maintenance

Function Description

This section describes how to self-maintain the user information on the self-service platform.

Configuration Tips

N/A

Configuration Steps

1) Choose Authentication & Authority > User. On the user management page, click User Information Self-Service

Maintenance.

[2] Feedback & Online Senice - Technical Forum (1) About

| o
Professional Technical Support Hotline: (+86)4008-111-000

Administrator [admir] Login [P [172.18.7.1] Login Date [2015-11-11 17.09:25] [7Online User / System Status £ Change Password () Logout
(AU AT ks ©  Authentication & Authority > User » Query Users
& Online User
8 user User Name: | | Full Name: | | User Group: | | User Type: Al > UserStatus: Al ~
L User Group O
. Online ornot: Al = In Blackist ornot: Al ~ [JAceurate Search [ Query o [1 Reset | Advanced Search  Query users ofine for a long time
L Device
SeBlackiist
@ seitRegistration | ada || peete || wmoaryar || peetear | Import Users  Import Network Binding Information  Export All Resuits

1 Mobile Terminal

B 1AC Terminal |- Aga toBlackist | |ssue Message or Paten | | suspena || Resume | Customize User Fields - SIM Card Management - Customize Query Li

B Extemal Identity Center

[E2) Authentication Settings 0 No matching user information is found.

EZPortal Settings

@ Bulletin Information
@ ciient Control

2) On the user information self-service maintenance page, click the right-arrow button in the middle to move items from

Items for Selection to Selected Items, and click Modify to save the settings.

Innovation Beyond Networks



12uijie

Networks

RG-SMP Professional_2.63 _EN_Build20151106 Operation Guide

AF BRG

L‘;Oﬂline User

\; User

& User Group
%Dewce

\_esz Blacklist
QSeIf-Registration
Mnb\le Terminal

225 MAC Terminal

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25]

SMPSecurity Management Platform [erotessional

_.L?&! External ldentity Center

@Authenticatmn Settings
Portal Settings

ﬂ;]3 Bulletin Information
0 Client Control

A € Authentication & Authority > User > User Information Seff-Service Maintenance

Enable User Information Self-Service Maintenance

Please select user information items for Self-Service Maintenance

ltems for Selection

» ]

T

Selected tems

Nobile No.

Email Address
Telephone Ho.

Gender

ID Type

ID No.

Educational Background
Address

Postal Code

atl[4][»

I Modify ] [ Reset ] [ Return ]

3) Log in to the self-service platform. On the My Information page, you can modify by yourself the user information items

configured in step 2.

Mobile Terminal Management

Function Description

This section describes how to manage mobile terminals on the self-service platform.

Configuration Tips

N/A

Configuration Steps

1) Choose Authentication &Authority > User Group, select a user group and click Modify in the Operation column.
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[ Feedback § Online Senice =/ Technical Forum (1 About

3-SMP Security Management Platform | professional Techrical Support Hotine: (+36K008-111-000

|#2%Online User /A System Status & Change Password ;) Logout

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:08:25]

o =
Authentication & Authority ~
& Online User

& user User Group Name - auery || Reset

& User Group

-

© Authentication & Authority > User Group > Query User Groups

GeBlackiist
@ selfRegistration Totally 2 Records | Each Page Records | Page 1 totally 1 Pages | 60 K Q> el
ElMobite Terminal
O Guest User Group View | Modify | Restore Default Settings
% Extemal Identity Center (] Default User Group View Restore Default Settings
B3 Authentication Settings Totally 2 Records | Each Page Records | Page / totally 1 Pages | 60 K Qoo

[E=Zl Portal Settings

& Bulletin Information
@ client Control

2) Onthe Modify/Add User Group page, click the Behavior Restrict tab, and check the An account can register X

mobile terminals box under Multi-Access Limit.

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25]
T ——
A TR A VAN € Authentication & Authority > User Group > Modify User Group

&Onhne User

& User User Group Name: |Default User Group

sqt:aUser Group _—

éD . Access Control | Behavior Reslrict“ Access Rules ‘
evice

S—.v Blacklist Multi-Access Limit
sSeIereglstratlnn * An account can be used on a maximum nf terminals at the same time (Default: 1)
Mobile Terminal

An account can reglsterm mobile terminals (Default: 1)

= MAC Terminal . . _ .
A mabile terminal will be deregistered if it does not go online in consecutive

days (Default: 90)

}?ﬂ External Identity Center (0] Tip: A registered mobile terminal can access a wireless SSID without providing the user name and password.

=] Authentication Settings Ofiline Timer
[EzlPortal Settings ) Disabled

© Daily Timer

@:Bulletin Information
anem Control

© Total Timer

Single Timer

0] Tips:
1. Daily Timer: When the daily timer ends, users will be forced offline on that day and recover online chance next day.
2. Total Timer: The total timer starts when enabled. When the total timer ends, accounts will be suspended or cancelled.

3. Single Timer: When the single timer ends, users will be forced offline or accounts will be suspended.

Time management of messages displayed on clients

A message displayed on a client automatically close in & seconds (Time range: 5-300)

3) Log in to the self-service platform. On the My Mobile Terminal page, users can manage mobile terminals, for example,

deleting mobile terminals, and viewing network access history and authentication failure logs.

(1 About

fIF BRG=SMP Self-Service Platform

User Name(test] Login Time[2015-11-11 17:34:12] QLngnut
Wy

enice © My selfsenice> My Mobile Terminal

[E] My Information

£ Guest Management

By hrobie Terminal 848e0cbc111b 10.1.1.106 10.1.1.28 10-hujq Registered Online Delste | Authentication Failure Logs | Online History

&5 Change Password
P @ Tip:
Password Protection | v, can ragister your mabile terminal. A maximum of 2 mabile terminal(s) can be registered. After being registered, the mobile terminal can be caonnected to the corresponding SSID without asking you to enter the user name and

password.
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Common Functions

Authentication & Authority

User and Security Management

Function Description

This section describes how to add users and manage security configurations on RG-SMP.

Configuration Tips

N/A

Configuration Steps

Adding a User Group

1) Choose Authentication & Authority > User Group to enter the user group management page.

sedback % Online Senice - Technical Forum 1 About
chnical Support Hotline: (+86)4008-111-000

AP BRG=SMP Security Management Platform | erofessional

Administrator [admin] Login IP [172.18.7 19] Login Date [2015-11-11 17:09:25] [i%7Online User 2 System Status ﬁChange Password () Logout

Authentication & Authority ¥ | © Authentication & Authority > User Group > Query User Groups

&Onlme User

8 user User Group Name: Query Reset

*
@ User Group

l_eﬁ Blacklist
@ sefRegistration Totally 2 Records | Each Page Records | Page 1 totally 1 Pages | 60 K Q> o
Mub\\e Terminal
O Guest User Group View | Modify | Restore Default Settings
_L?g' External |dentity Center [l Default User Group View | Modify | Restore Default Settings
E=] Authentication Settings Totally 2 Records | Each Page Records | Page / totally 1 Pages | 60 K Q6 o

EPortal Settings

q:BuHelin Information
QCMEHI Control

System Maintenance 4 |

Log Audit 4 |< [ . I

2) Click Add to enter the user group adding page. Add the User Group Name, configure the user group policies, and click
Add.
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Online Senice ~/ Technical Forum 1, About

SMP Security Management Platform | professional

Administrator [admin] Login IP [172.18.7.18] Login Date [2015-11-11 17:09:25] [%Online User E‘System Status aChange Password QLogout

A e PG © Authentication & Authority > User Group > Add User Group =
& Online User

«'E User Group
J Access Control H Behavior Restrict H Access Rules |
é Device
Sz Blacklist Enable Wired Access Enable Wireless Access
QSe\f—Regwslratmn Network Information Verification [] Al Network Information Verification [C] Al

Mub\\e Terminal
%MAC Terminal

HD Serial Number Verification HD Serial Number Verification

IP Type Authentication: @ Static Dynamic IP Type Authentication: @ Static Dynamic

User IP Verfiication User IP Verification
User MAC Verification

_l?h'Emema\ Identity Center

User MAC Verification
@Amhem\calian Settings User IMSI User IMSI
[EzlPortal Settings NAS IP Verification -
NAS Port Verification SSID Verification
QIBuHelin Information il
QCHEHI Control [0] Tips: ||

1. Wireless SSID names are separated by commas (,). e.g., web-wired-SSID, web-wireless-SSID.

2. The MAC address verification and the IMSI numb bile phone number verification cannot be enabled at the same time.

3. When the network information auto-learning and the network information verification are enabled, you can bind users to networks. Or the system will bind users
to networks through network information auto-learning in the next authentication.
4. When the network information verification is enabled, the client must upload network information and the uploaded network information must be consistent with

System Maintenance 2 that in the user information. Otherwise, authentication may be failed.

Log Audit E £ Duiiin clinte ounh an DR @A Enr Windawe will simlnad all nabuned infarmatian whils athar aliante de nnt slaad hoed diel saral aumboe and 1D ardrer %

Adding a User

1) Choose Authentication & Authority > User to enter the user management page.

Feedback § Online Senice ' Technical Forum !, About
..... I Technical Support Hotline: (+86}4008-111-000

Administrator [admin] Login IP [172.18.7.18] Login Date [2015-11-11 17:09:25] [#%Online User /A System Status ) Change Password () Logout
RISV © Authentication & Authority > User> Query Users =
& Online User
User Name: | | Full Name: | User Group: | | UserType: Al ~ UserStaws: Al ~

B, User Group I I

2 Device Online or not: All ¥ InBlacklist or not: All ~  [DAccurate Search [ Query ) [i Reset |  Advanced Search  Query users offine for a long time

S Blacklist

@ seitRegistration [ ada ]l peete |[. moatyar [ Deeean Import Users ~ Import Network Binding ion  Export All Results

Elmobile Terminal
& MAG Terminal

| Add to Biackist | |issue Message or Patch||Suspend || Resume:| Customize User Fislds Sl Card Management  Customize Query List User

Records | Page|1 | / totally 1 Pages | 60 K< B o

B, External Identity Center Totally 2 Records | Each Page 2

m

=] Authentication Settings

Portal Settings Alll None User Name ¥ Full Name ¥ User Group ¥ Expiry Date Online Info Operation
Blacklisted Users

Number of

& Bulletin Information

€ Ciient Control A[c}if:il
123 123 Guest User Group = 2015-11-13 17:35:48 0 1 Online Users View | Modify | Mobile Terminal
Expire
tost 11 Default User Graup g:;ﬁ’e 0 Offiine View | Modify | Mobile Terminal
wwmTTEREIIIn ey Totally 2 Records | Each Page I totally 1 Pages | 60 K90 ol |
System Maintenance ¥ -
Log Audit O <[ i 1o

2) Click Add to enter the Add User page.
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[ Feedback & Online Senice i/ Technical Forum 1, About
‘ | Technical Support Hotline: (+86)4008-111-000

SMP Security Manaaement Platform | erofessional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17-09:25] /2Online User ‘A System Status & Change Password () Logout

[ Authertication & Authority ~ |

& Online User

© Authentication & Authority > User > Add User =

- Basic Information

& User
= = © ® ® - = C] ®

LUSEFG[UUD User Type: 9 Common User ) Guest User © Thirdparty User User Status 9 Normal ) Suspended

& Device " User Name: * Full Name:
SaBlackist Nick Name: ]
@ seirregitiation * Password [ * Confiom Password: T

B mobite Terminal .+ Type of Account Vialidity  © Never Expire © Delete Account when Expire © Suspend
Period: Accaunt when Expire

* User Group: @, Select User Group

m

MAC Terminal
B External Identity Center g 5
Customize User Fields %7Add Custom User Fields

B3 Authentication Seltings No custom user field is found. Please click Add a Custom User Field to add it

EdlPortal Setings Detail Information
’ Gender: Mot Selected - Email Address: 1

@} Bulletin Information e S

@ Client Contrl D Type Mot Selected - D Number: /]

E B - Not Selected - Telephone Number- [

Mabile Number: 7 Address: 7 Il

Postal Coe —

Network Binding List %7Add Network Binding List

m Maintenance ¥ No network binding information of the user is found. Please click Add a Network Binding List to add it

Importing Users

1) Choose Authentication & Authority > User to enter the user management page. Click Import Users.

[] Feedback & Online Service =) Technical Forum ¥, About
----- ‘ ‘ Technical Support Hotline: (+86)4008-111-000

Administrator [admin] Lagin IP [172.18 7 1] Login Date [2015-11-11 17:09:25] :5Online User @ System Status ) Change Password ;) Logout
R SIIIVAGE © Authentication & Authority > User > Query Users =
Online User

£ User User Name: | | Full Name: | User Group: | | User Type: Al *  UserStaws: Al ~

.

B User Group — .

2 posce Online ornot: Al = In Blacklist or not: Al = [FAccurate Search [ Query | [ Reset | Advanced Search  Query users offine for a long time

S Blackiist

@ seifRegistration [ Add i petete [ modiyanl f[ Deletear Import Users | Impert Network Bincing Export All Results

Mobile Terminal

2 MAC Terminal h Add to Blacklist J] hlssue Message or Palcm] [Lsuspennll [l Resume j] Customize User Fields SIM Card Management Customize Query List User If-

Totally 3 Records | Each Page

m

5 External Identity Center Records | Page|1 | / totally | Pages | 60 Ka o o

=) Authentication Settings .
Number of
E&)Portal Settings Alll None User Name ¥ Full Name ¥ User Group ¥ Expiry Date Online Info Operation
U Blacklisted Users
& Bulletin Information

@ client Control

123 123 Guest User Group Afv;‘;‘g”‘ 2015-11-13 17:36:48 0 1 Online Users | View | Modify | Mobile Terminal
Expire
newuser test new g:;“}'e 0 Offine View | Modify | Mobile Terminal
test 111 Default User Group g':"}’ﬁ's 0 Offline View | Modify | Mobile Terminal -
" System Maintenance ¥ o

o0 Audit | 0 v

2) On the user import page, download the template file, which is a *.xIs or *.csv file. You can import user information that is
bound with network information, and configure the import options, including Overwrite Existing Users and Delete users

not contained in the imported file.
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G Online User

& User

& User Group

& Device

&k Blackist

@ seffRegistration
Mobile Terminal

2 MAC Terminal
%, External Identity Center

3 Authentication Settings
Portal Settings

@: Bulletin Information
@ Client Control

SMP Security Management Platform | professional

Administrator [admin] Lagin IP [172.18.7.19] Login Date [2016-11-11 17-09:25]

[Z] Feedback  Online Senice = Technical Forum 1 About
Technical Support Hotline: (+86)4008-111-000

[#/Online User * System Status &3 Change Password () Logout

o % |
Authentication & Authority

© Authentication & Authority > User > Import Users

Upload Files

Importing File (* xis/* csv). (C:\Usersihujiagi\Desktop\User_import_Template xls |

Overwite Existing Users

Delete users not contained in the imported file

Import Users |

Q@ Tips:
1. The number of users cannot exceed 10,000
2. Only EXCEL or CSV files based on template format can be imported. Please click % here to download an import template.

3. If the required information is net included in the Import Template, users can create a new file based on the template.

3) After users are imported, check the import results as follows:

& Online User

& User

B user Group

& Device
§eBlackist

@ selfRegistration
Mabile Terminal
£5 MAC Terminal

B Extemal Identity Center

[ES] Authentication Settings
Ezl Portal Settings

@} Bulletin Information
@ client Control

Log Audit

T
System Maintenance 4
Y

SMP Security Management Platform [ professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25]

[] Feedback § Oniine Senice -/ Technical Forum (1, About
Technical Support Hotline: (+86)4008-111-000

[#Online User /@ System Status & Change Password () Logout

Authentication & Authority ¥

© Authentication & Authority > User > Import Users > Import Results

Import Results

Import a total of 3 users: 3 are imported and 0 failed to be imported. (See the operation logs for details.)
Close the imported fles

3 files are imported.

Row 2 Jay
Row 1 Tom
Row 3 Herry

Modifying Users

1) Choose Authentication & Authority > User to enter the user management page. Select a user, and click Modify All.
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G Online User

& User

& user Group

& Device

Sk Blacklist

@ selfRegistration
Mobile Terminal

&2 MAC Terminal
% Extemnal Identity Center

3 Authentication Settings
[E= Portal Settings

@: Bulletin Information
@ Client Control

" System Maintenance
Log Audit

2) On the page for modifying users in batch, you can configure the User Group Information and User Type Change, and

SMP Security Management Platform

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25]

Professional

[7] Feedback § Online Senice '/ Technical Forum /1. About
‘ ‘ Technical Support Hotline: (+86}4008-111-000

[:#/Online User /A System Status

{3 Change Password

() Logout

' Authentication & Authority ~_|

© Authentication & Authority > User > Query Users

User Name: | | Full Name: | User Group: | | User Type: Al +  UserStatus: Al ~
Online or not: All ~  InBlacklist or not: All ~  [DAccurate Search [ Query || Reset o Advanced Search Query users offiine for a long time
[L Add J] |1 Delete f‘lt Modify All Delete All J] Import Users Import Network Binding Export All Results

i

K« oo
Number of
Alll None User Name ¥ Full Name ¥ User Group ¥ Expiry Date Online Info Operation
- - Blacklisted Users
Delete
Account e

123 123 Guest User Group o — 2015-11-13 17:35:48 0 1 Online Users View | Modify | Mobile Terminal

Exgpire
Herry Herry Default User Group gjﬁe 0 Offine View | Modify | Mobile Terminal
Jay Jay Default User Group g:;ﬁ’a 0 Offline View | Modify | Mobile Terminal
newuser test new gf;ﬁ; 0 Offiine View | Modify | Mobile Terminal

ol — i v

Network Verification Information clearing, as shown in the following figure:

L& Online User

8 user

B user Group

& Device

e Blackiist

@ selfRegistration
[ Moile Terminal

MAC Terminal
B, External Identity Center

[2) Authentication Settings
EZPortal Settings

&} Bulletin Information
@ Client Control

SMP Security Management Platform | erofessional

Administrator [admin] Login IP [172.18.7.13] Login Date [2015-11-11 17:09:25]

[] Feedback  Online Service '/ Technical Forum 1, About
H Technical Support Hotline: (+86)4008-111-000

[:#%Online User /@ System Status

{3 Change Password

() Logout

[ Authentication & Authority * |

© Authentication & Autharity > User > Modify Users in Batches

User Group Information

User Group: No Change -

User Type Change

© Not Modify

User Type: © Transfer from a common user to a thirdparty user

© Transfer from a thirdparty user ta a common user

Network Verification Information

Clear Network Verification Information:

. Modify in Batch |
Q Tips:

1. If the user group of a user is modified, the user group configuration will take effect on next authentication.

2. The user group of a guest user will not be modified.

Customizing a Query List

1) Choose Authentication & Authority > User Group, and click Customize Query List.
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3-SMP Security Management Platform | erofessional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25]

[ Feedback § Online Senice ) Technical Forum (1, About

Technical Support Hotline: (+86)4008-111-000

[#?Online User /A System Status

{3 Change Password

() Logout

[ Authentication & Authorty ~ |

G Online User
& User

& user Group
& Device

Sk Blackist

User Name: |

Online or not: Al

© Authentication & Authority > User > Query Users

| Full Name: | User Group: |

~  In Blacklist or not: All

| User Type: Al

¥ User Status: All -

~ [ Accurate Search | Query | | Reset | Advanced Search Query users offine for a long time

@ Self Registration

[ aga |l Detete |

Modiy Al || Deletear

WMobile Terminal

&5 MAC Terminal

B, Extemal Identity Center

B2l Authentication Settings
Bzl Partal Settings

&} Bulletin Information

€ Client Control

System Maintenance 4

Totally 6 Records | Each Page Records | Page I totally 1 Pages | GO

User Name ¥ Eull Name ™ User Group

Delete
123 123 Guest User Group 24"
when

Expire

Never

Herry Hery Default User Graup | £
Never

Jay Jay Default User Graup | £
newuser test new Never
new Expire

Rlsenr

Import Users  Import Network Binding

Export All Results

Number of

Blacklisted Users

|- Add to Biackist | [issue Message or Paten | Suspend || Resume.| Customize User Fields ~ Sil Card Management [Customize Query List| User

Expiry Date

2015-11-13 17:35:48 0

Offline

Offline

Offline

Online Info

1 Online Users

K<

e o

Operation

View | Modify | Mobile Terminal

View | Modify | Mobile Terminal

View | Modify | Mobile Terminal

View | Modify | Mobile Terminal

Log Audit 3

2)

right-arrow button in the middle to move the selected field to Selected ltems, and click Modify. Click Return to return to the

user information page. An extra field, User Type, is displayed in the queried user information.

Select a field (for example, User Type) to be displayed in the query list from Items for Selection, and click the

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25]

L o AL =
A A G A € Authentication & Authority > User > Custom Display List

ngnIine User

(:) User

J’;USEF Group
%De\n’ce

S Dlackiist
eSeIf—Registrat\on
Mobile Terminal

MAC Terminal

ﬂ External [dentity Center

@Authentication Settings
[EEl Portal Settings

‘QIEIuIIetin Information
6C\iem Control

.
System Maintenance

"Log Audit

Please select the item(s) to be included in the Query List.

ltems for Selection
Nick Name

Uzer Status

Gender

Email Address

I Type

ID MNo.

Educational Background
Telephone No.

Mobile HNo.

bhddress

Posztal Code

Attack Ewent Count
Last Attack Event Time
Lazt Login Time
hoocount Administrator
Account Registration Da

L]

Selected ltems

Tzer Name

Full Name

User Group

Type of Account Validit
Ezpiry Date

Mumber of Blacklisted U
Online Info

[l

[| Modify |l [| Reset |l [| Return |]
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Custom Display List

Function Description

This section describes how to customize the display list of queried online users.

Configuration Tips

N/A

Configuration Steps

1) Choose Authentication & Authority > Online User, and click Customize Query List.

Feedback f Online Senice - Technical Forum 1, About
Technical Support Hotline: (+86)4008-111-000

5-SMP"Security Management Platform | erofessional

Administrator [admin] Login | [172.18.7.19] Login Date [2015-11-11 17:09:25] #%Online User @ System Status & Change Password () Logout

AL e R VANGAMS. ©  Authentication & Authority > Online User > Query Online Users

& Online User

& user Grou
" User IP: [ ] nasp: [ ] [ Accurste Search | Query i/|s Reset o| Advanced Search

& Device
e Blackist
QSEW—REQ\SUEUUH ‘Crear Residual UsersH Force Offline H R H Issue Message or Patch H Add to Blacklist ‘ [] Send onli to a third-party system | Customize Query List
& Mobile Terminal
- Totally 1 Records | Each Page 20 |Records | Page 1 | / totally 1 Pages | 60 K9 ool
S AG Temina Iy [ g0 20| IPage[1 | / totally 1 Pages |
B External Identity Center 10.1.1.105 10.1.1.28 0:19:49 View
E=] Authentication Settings
EzlPonal settings Totally 1 Records | Each Page 20 | Records | Page I totally 1 Pages | GO K QO ol
&: Bulletin Information

Q@ Tips
@ Client Control

1R is available only for Ruiie authentication clisnts and Ruijie security agents.

2. If a user has already gone offiine, you can clear such remaining information by using the Clear Residual Users function.

2) Select a field (for example, User Type) to be displayed in the query list from To be Selected, and click the right-arrow
button in the middle to move the selected field to Selected, and click Modify. Click Return to return to the online user

information page. An extra field, User Type, is displayed in the queried user information.
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Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25]

AU LA G € Authentication & Authority = Online User > Custom Display List

&On\ine User
- Please select the item(s) to be included in the Query List.

& User
<& User Group To be Selected Selected
.%Dewce Tzer Group - Uzer Name
L.eﬂ Blacklist Authen ]‘f[ethnd | Full Name
. ) Login Time Uzer IP
QSelf-Remstratloﬂ Laszt Login Time Nas IP
Mob\le Terminal Security Zone NAS Port
Computer Protection i Online Time
:—-QMAC Terminal HD Serial Mumber Tzer Type
INSI Number -
am IF Type 142 =
!& External Identity Center Tser MAC
¥ireless S5ID E “ b
o i Gateway IF -
B2 Authentication Settings Subnet Mask
3l Portal Settings Preferred DNS
Standby DNS
VLAN ID
CI\.]Z Bulletin Information VLAN Name
. Tpstream Traffic
QC“em Control Dovnstream Traffic ||
Client Tvpe -
[ Modify ] [ Reset ] [ Return ]

Online Users Trend Chart

Function Description

This section describes how to view the online user trend chart.

Configuration Tips

N/A

Configuration Steps

1) Click Online User on the top navigation bar in homepage to enter the Online User Trend Chart page. Select Last Day,

Last Week, Last Month, or Custom as required.
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[] Feedback & Online Senice =/ Technical Forum !, About
Technical Support Hotline: (+86)4008-111-000

SMP Security Management Platform | erofessional

Administrator [admin] Login IP [172.18.7.1] Login Date [2015-11-11 17:09:25] [:#/Online User /A System Status @ Change Password () Logout

R ——
Authentication & Authority ~ RN FINURIRNUIY R, &
. Choose the curve™
@ Online User Selasted Tine | Lastweek | LastMonth | Custom
& User mal
& User Group Access Type (4]
%DEV‘EE Wired Access M Wircless Access MIVPN Access 1 All Online Users
S Blackiist seort
@ seifRegistration 1
[ abile Terminal o
&5 MAC Terminal o

o
B, External Identity Center o )
o =
2015-1171018:00  2015-1010 21:00  2015-11-11 24:00  2015-11-10 03:00  2015-11-11 06:00  2015-11-1103:00  2015-11-11 12:00  2015-11-11 15:00
B2 Authentication Settings il
[E& Ponal Settings
Client Type
& Bulletin Information SAClient i WEB Client W Standard S02.1X VN Client 1 All Online Users
@ Ciient Control user?
L
o
o
o
o
time: E

TS | ° -

System Maintenance > 2015-11-10 18/00  2015-11-10 21:00  2015-11-11 24:00  2013-11-11 03:00  3015-11-1106:00  2013-11-11 08:00  2015-11-11 12:00  2013-11-11 15:00 = v

[ ]

Log Audit [ i I

2) Ifyou click Custom, a dialog box is displayed. Specify the start time and end time in the dialog box, and click Confirm.

[ Feedback i Online Senice "~/ Technical Forum 1, About
Technical Support Hotline: (+86)4008-111-000

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25]

N
Online users trend chart |
Choose the curve™

Selected Time: LastDay | LastWeek | LastMonth |

[%Online User /® System Status {3 Change Password () Logout

£ Online User

5 User Please select a time: x [

B user Group Access Type

s Doico Wired Access I Wireless Access I VEN Access Start Time: | 2013-11-01

S Blacklist usert End Time: | 2015-11-11
@ seifRegistration )
Mobile Terminal °
&5 MAC Terminal o f
o

L [
B Extemal Idzntity Center e

0
20051110 16:00  2015-111021:00  2015-11-11 24:00  2015-11-1103:00 20151111 06:00  2015-11-1109:00  2015-11-1112:00  2015-11-11 15:00
[£2) Authentication Settings il

Portal Seftings

Client Type
@: Bulletin Information SA Client ‘WEB Client M Standard 802.1X VPN Client All Ontine Users
@ Client Control usert

1

0

3

time
e | o I

m Maintenance > 2015-11-10 18:00 2015-11-10 21:00 2015-11-11 24:00 2015-11-11 03:00 2015-11-11 06:00 2015-11-11 09:00 2015-11-11 12:00 2015-11-11 15:00 —
T ——

BN i

halET |

SIM Card Management

Function Description

This section describes how to manage SIM cards.

Configuration Tips

N/A
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Configuration Steps

Adding the SIM Card Information

1) Choose Authentication &Authority > User, and click SIM Card Management to enter the SIM card management

page.

[ Feedback & Online Senice - Technical Forum 1, About
| ‘ Technical Support Hotline: (+86)4008-111-000

5-SMP Security Management Platform |

Professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25] [:#Online User /A System Status £ Change Password () Logout

e AL © Authentication & Authority > User > Query Users

& Online User

8 User User Name: | | Full Name: | | user Group: | | UserType: Al ~ UserStatus: Al v

(o]

& User Group

2 Device Online or not: All ~  In Blacklist or not: All ~ [ Accurate Search | Query || Reset | Advanced Search  Query users offline for a long time

S Blackiist

@ serRegistration [ ada | peiete || woaryar J[ peetear | Import Users  Import Hetwork Binding Export Al Results
B Mobile Terminal

% MAC Terminal lt /Add to Blacklist Jl [Lt;sue Message or Palcml ll Suspenm] [l Resume Jl Customize User Fields | SIM Card Customize Query List User If

B Extemal Identity Center Totally 6 Records | Each Page 20 |Records | Page 1 | / totally 1 Pages| G0 Koo

[£2) Authentication Settings
A Number of
EPortal Settings Alll None UserName > | FullName ¥ | UserGroup ™ Expiry Date Online Info User Type ¥ Operation
i Blacklisted Users
@ Bulletin Information >

@ ciient Control ADE‘E'el
123 123 Guest User Group :'f“;‘:‘” 20151113 17:35:48 0 1 Online Users Guest User View | Modify | Mobile Terminal
Expire
Herry Herry Default User Group gjﬁ; 0 Offline Common User | View | Modify | Mobile Terminal
Jay Jay Default User Group EN:;Z 0 Offine Common User | View | Modify | Mobile Terminal
= Never
I Svotom Mantonance | newuser test new e 0 Offline Common User | View | Modify | Mobile Terminal
Log Audit v test m Default User Group MY®" 0 Offine Common User | View | Modify | Mobile Terminal

£ VIP Ser Vianaagement Platform - Windo

| €] hitp://172.18.7.55:8080/smp/siminfoservlet?kind=query

© Authentication & Autharity = User > SIM Card Management > Query SIM Card

Telephone Numher:|:| IMSI Numher:| | [[ Query |l [[ Reset |l

[[ Add j“[ Import ]H[ Delete |H[ Close ]l

o Mo matching SIM card information is found.

2) Onthe SIM Card Management page, click Add to add the SIM card information.
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& RG-SMP Security Management Platform - Windows Internet Explorer EI = @
|§, http://172.18.7.55:8080/smp/siminfoservlet |

€© Authentication & Authority = User = SIM Card Management > Add SIM Card

SIM Card Information

. Telephone |
Number:

“ IMSI Number:
IP Address:

| Aadd | | Reset | | Return

3) Click Add to complete addition.

Importing the SIM Card Information

1) On the SIM card management page, click Import to import the SIM card information in batch.

& RG-SMP Security Management Platform - Windows Internet Explorer EI = @
|g http:/f172.18.7.55:8080/smp/siminfoserviet |

© Authentication & Authority > User > SIM Card Management > Import SIM Card

Import SIM Card

Importing File (*xls): A ..

| Import | | Return

W Tips:
The number of SIM cards cannot exceed 10,000.

Only EXCEL files in the specified format can be imported. Please click % here to download an import template.

2) Click herein Tips on the Import SIM Card page to download the import template. After the file filled with SIM card

information is imported, click Import to complete addition in batch.

Deleting the SIM Information

1) Onthe SIM card management page, select the SIM cards to be deleted, and click Delete.
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E RG-SMP Security Management e Explorer = B =

| & http://172.18.7.55:8080/smp/siminfoserviet?kind=query |

© Authentication & Autharity > User > SIM Card Management > Query SIM Card

Telephone Numher:l:l IMSI Numher:l | [ Query ] [ Reset l

. Add /| import .|| Delete || ciose |

Totally 2 Records | Each Page Records | Page { totally 1 Pages | GO K < G ™A
All | MNaone Telephone Number ¥ IMSI Number ¥ P Address ™
15159556 15151254548456 172.18.7.156
15159555 15151254548562 172.18.85.60
Totally 2 Records | Each Page Records | Page ! totally 1 Pages | GO K 9 &

2) Click OK to delete the selected SIM cards.

Binding the SIM Card Information

1) When a user is added, the SIM card information bound to the user is added simultaneously.

~ o ’ . [ Feedback & Online Senvice -/ Technical Forum !, About
3-SMP Security ManagamantDlattarm o os ) Technical Suppot Hotne: (+86H008-111.000

€ RG-SMP Security Management Platform - Windows Internet Explorer ==

Administrator [admin] Login [P [172.18.7.19] Login Date [2015-11-1 &) hipui172.187. P cessinfoserviet?kind=add popUptindow=truedidorfierCloselindow=opener.onUpd starys @ Change Password () Logout

Authentication & Authority ~ © Authentication & Authority > User > User Status > Network Binding Info > Add Network Binding List - -
* User Name:
& onine User Nick Name
8 user Access Mode
Password: =
B, User Group Wired Access |
. Type of Account Validity i
& Device Period Wirsless Access
Eﬂ Blacklist User Group:
Network Binding Info
@ self Registration O
e
1.fyou do o enter the user | | o o 1 A
= ser P uery ldle resses
= MAC Terminal 2. Ifyou change the user grou
- - User MAG: [ |{Format:00D0F8000001)
5. Exteral Identity Center IMS! Number: 1515125454845 1 Select an Idle SIM Card L

Customize User Fields 9

No custom user fild is found  NAS IP: L 1
3 Authentication Settings
NAS Port: L1
Portal Settings Detail Information

D Type:

@ Bulletin Information
@ Ciient Control

|

Mobile Number:

Postal Code-

Network Binding List 5

o No network binding informati
System Maintenance e 9 @ Internet | GRS 2R v ®110% v
Log Audit L4 (1) Tine- )

2) Choose Authentication & Authority > User Group > Modify User Group, and check the User IMSI boxes under the
wired and wireless access modes. After this configuration is completed, the SIM card information bound to the user will be

verified during user authentication.
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Feedback § Online Senice |+ Technical Forum (1, About
Technical Support Hotline: (+86)4008-111-000

P BRG=SMP Security Management Platf " Professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:03:25] [£Online User /® System Status £ Change Password () Logout
© Authentication & Authority > User Group > Modify User Group -

& Online User

8 user User Group Name: 1=

L User Group

P Access Control || Behavior Restrict | Access Rules

SeBlackiist Enable Wired Access Enable Wireless Access

@ sortRogisiation Network Information Verification 1 All Network Information Verification [7] Al

i

EMobile Terminal

[C] HD Serial Number Verification [ZJ HD Serial Number Verification
o MAC Terminal

1 1P Type Authentication © Static ~ Dynamic [Z1 1P Type Authentication @ Static ~ Dynamic

5 Extemal Identity Center 1 User IP Verification [7] User IP Verification

[T User MAC Verification
[ Authentication Set [T User MAC Verification
=] Authentication Settings

User IMSI
[E&lPortal Settings ser IMSI :

[ NAS IP Verification [7] ssID Verification

[Z] NAS Port Verification M
@ Tips
1. Wireless SSID names are separated by commas (). &.g.. web-wired-SSID, web-wireless-SSID.

@ Bulletin Information
@ Client Control

2 The MAC address verification and the IMS| number/mabile phone number verification cannot be enabled at the same time

3. When the network ito-l g and the network verification are enabled. you can bind users to networks. Or the system will bind users to networks through network

fo-| gin the next

4_When the network information verification is enabled. the client must upload network information and the uploaded network information must be consistent with that in the user information

Otherwise, authentication may be failed

VPN Access

Function Description

This section describes how to configured related parameters on RG-SMP to support users' access to the network through the

virtual private network (VPN).

Configuration Tips

N/A

Configuration Steps

Adding a NAS

See section 2.1.1.3.1 "Adding a NAS".

Adding a User

See section 2.1.1.3.2 "Adding a User".

Enabling VPN Access

1) Choose Authentication & Authority > User Group, choose a user group and click Add or Modify. The related user

group configuration page is displayed.
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Administrator [admin] Login IP [172.18.7.19] Login Date [2016-11-11 17:09:25]

[ Feedback § Online Senice 2/ Technical Forum 1, About
Technical Support Hotline: (+86)4008-111-000

[¢5Online User A System Status {3 Change Password () Logout

& Online User

8 User

& User Group

& Device

S Blacklist

@ seifRegistration
Mobile Terminal

&5 MAC Terminal
B Extemal Identity Center

3] Authentication Settings
Portal Settings

USSRV © Authentication & Authority > User Graup > Query User Groups

UserGroupMame:| | |, query ||, Reset

Totally 3 Records | Each Page Records | Page 1 | / totally 1 Pages | GO

KoQ e

B new View
(] Guest User Group View | Modify | Restore Default Settings
O Default User Group View | Modify | Restore Default Settings

Totally 3 Records | Each Page 20 |Records | Page 1 | / totally 1 Pages| 60 K1 Q D ol

RG-SMP Professional_2.63 _EN_Build20151106 Operation Guide

s Bulletin Information
@ ciient Control

2)

Check the Enable VPN Access box, and click Add/Modify to save the configuration.

[] Feedback & Online Service -/ Technical Forum 1, About
Technical Support Hotline: (+864008-111-000

RG=SMP Security Management Platform | erofessional
NF BRG-S |

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17-09:25]

EECRIC)
Authentication & Authority ¥

[:2%Online User /A System Status 3 Change Password (7} Lagout

[7] NAS IP Verification [ SSID Verification

['] NAS Port Verification -
@ Tips:
1. Wireless SSID names are separated by commas (.}, e.., web-ired-SSID, web-wireless-SSID.

& Online User

© User

& User Group

%, Device
i:' 2. The MAC address verification and the IMS! number/mobile phone number verification cannot be enabled at the same time
T Blacklist
E 3. When the network information auto-leaming and the network information verification are enabled, you can bind users to nstworks. Or the system will bind users to networks through network
SelfRegistration o

g in the next
Mobils Terminal

s MAC Terminal

4. When the network information verification is enabled, the client must upload network infarmation and the uploaded network information must be consistent with that in the user information.
Otherwise, authentication may be failed.
5. Ruijie clients, such as RG-SA For Windows, will upload all network information while other clients do net upload hard disk serial number and IP address type.

Other Settings
Enable VPN Access

‘When network information verification is enabled, the server auto-leams the network binding information

B Exteral Identity Center

[ES] Authentication Settings
[E&lPortal Settings

&: Bulletin Information
@ Client Control

[7] The user can access the network only through Ruijie Security Agent.

Q@ Tips:

Ifthe user is online, the modifications to user group information will take effect in the next authentication_

v [ moaity .| [ Reset .| [ Return |

> |

System Maintenance
Log Audit

Network Access Prohibited Period

Function Description
This section describes how to configure the authentication prohibited period on RG-SMP.

Authentication cannot be performed during the network access prohibited period. If an offline user attempts authentication, it
fails during the prohibited period. If an online user stays online until the period is coming, the user will be forced offline. Within

the configured authentication prohibited period, user authentication is prohibited.

For authentication failures in the authentication prohibited period, the failure cause can be customized.

Configuration Tips

N/A
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Configuration Steps

1) Choose Authentication & Authority > User Group, click Add or Modify to enter the user group management page to

configure the prohibited period.

[ Feedback & Online Senice " Technical Forum , About

SMP Security Management Platform | professional T

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25] [:2Online User /® System Status 3 Change Password () Logout

M oann v |
Authentication & Authority ¥

3. Expiry time of SMS verification codes: After obtaining an SMS verification code, the user must submit it within the expiry time of the verification code.

& Online User 4. When " Enable Mobile Phone Number Authentication " is selected, the system will automatically display  text box for the user to enter a mobile phone number.
8 user

& User Group Network Access Prohibited Period

& Device 0 +:0 =~ _ 23 +: 58 <~ (hmm)

Bl Blackist © Every week [/] Monday [/] Tuesday [/ Wednesday | Thursday [] Friday [/] Saturday [/] Sunday

@ selfRegistration

Mobile Terminal
&5 MAC Terminal ) Every year

© Designated Date

5] Authentication Settings Every day 0:0 - 23:59 Delete
Portal Settings

B External Identity Center

In the network access prohibited period, user authentication requests are denisd and online users are forced offline and receive the following messages

@ Bulletin Information
@ Client Control .

® Users authenticated through VPN, Web, and buil-in client of an operating system will not receive the message of forced offine.

Prohibit Dial-Up Access via Modem

Enabling Prohibited Dial-Up Access via Modem allows the system ta give the following prompts If a user dials up via a Modem:
em Maintenance ¥y
Force Offine

froiem A
=

2) Click Add or Modify to save the settings.

Terminal Authentication

1) Authentication will fail in the specified authentication prohibited period.
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Authentication Faile

4 O

L

X Authentication
Failed!

» frohibited period

Return

Mobile Terminal Management

Function Description

This section describes how to manage mobile terminals on RG-SMP.

Configuration Tips

N/A
Configuration Steps

Adding Mobile Terminals

1) Choose Authentication & Authority > User Group, and click Modify.
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[ Feedback § Online Senice " Technical Forum (1 About

5-SMP’Security Management Platform | erofessional T T B G T

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:08:25] :%0nline User / System Status & Change Password () Logout

T R ———
Authentication & Authority ¥

& Online User
8 User User Group Name: Query || Reset

& User Group
T Blacklist
@ selfRegistration Totally 2 Records | Each Page Records | Page / totally 1 Pages | 60 K Qe ol
Mnb\\e Terminal

8% IAC Terminal AlllNone User Group Name Operation

© Authentication & Authority > User Group > Query User Groups

[&] Guest User Group View | Modify | Restore Default Settings
B Extemal Identity Center (] Default User Group View Restore Default Settings
3 Authentication Settings Totally 2 Records | Each Page Records | Page 1 totally 1 Pages | 0 Ka oo

[E=Zl Portal Settings

& Bulletin Information
@ client Control

2) Select the Behavior Restrict tab, and check the An account can register X mobile terminals box to limit the

maximum registered number of mobile terminals for one user account.

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25]

€ Authentication & Authority > User Group > Modify User Group

&Onhne User

& User User Group Name: |Default User Group
\:’:User Group _—

. Access Control | Behavior Reslrict“ Access Rules ‘
%Dewce

S—.v Blacklist Multi-Access Limit
eSeIeregistratinn
Mubile Terminal

:——:.MAC Terminal

* An account can be used on a maximum nf terminals at the same time (Default: 1)
An account can reglsterm mobile terminals (Default: 1)

A mabile terminal will be deregistered if it does not go online in consecutive days (Default: 90)

}?ﬂ External Identity Center (0] Tip: A registered mobile terminal can access a wireless SSID without providing the user name and password.
= Authentication Settings Offline Timer

[EzlPortal Settings ) Disabled

e i O i

@:Bulletin Information
anem Control

© Total Timer

Single Timer

&) Tips:
1. Daily Timer: When the daily timer ends, users will be forced offline on that day and recover online chance next day.
2. Total Timer: The total timer starts when enabled. When the total timer ends, accounts will be suspended or cancelled.

3. Single Timer: When the single timer ends, users will be forced offline or accounts will be suspended.

Time management of messages displayed on clients

A message displayed on a client automatically close in & seconds (Time range: 5-300)

3) Choose Authentication & Authority > Mobile Terminal to go to the mobile terminal management page. Click Add.
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[ Feedback § Online Senice ) Technical Forum 1, About
Technical Support Hotline: (+86)4008-111-000

i-SMP'Security Management Platform | erofessional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25] [#/Online User /™ System Status & Change Password  (}) Logout

o e v
Authentication & Authority ¥

© Authentication & Authority > Mobile Terminal > Query Mobile Terminal

& Online User

8 User User | | MAC Address: | | Online Status: All -

-

&8 User Group

Looe Regition ate [ @[ D

S Blackiist

@ selfRegistration [- ada ] import /[ Detete /[ Deletear

Mobile Terminal

K Q C ]
5 MAG Torminal Totally 1 Records | Each Page Records | Page I totally 1 Pages | G0 o o
B, External Identity Center
test 84820cbc111b 2015-11-11 17:33:43 2015-11-11 18:28:17 10.1.1.105 101128 Offline View

B Authertication Settings Totally 1 Records | Each Page 20 | Records | Page / totally 1 Pages | 60 Ka oo
[El Portal Settings

- Bulletin Information

@ Client Control
CTTETTTSEEEESE
— ]

Log Audit o <[ @ 5

4) Enter the terminal information, and click Add to add the mobile terminal.

SMP Security Management Platform | erofessional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25]

Authentication & Authority ™

&Onlme User

© Authentication & Authority = Mobile Terminal > Add

Mobile Terminal Information

E; User
&, User Group * MAC Address: | | {Format: 00DOF8000001)
%Device * User: ‘ |m
S Blackiist * 08 Type: Andod <
QSeIf-Reg\stratmn
Wobile Terminl Remarks:
= MAC Terminal
[ Add | [ Reset | [ Retum |

_L?"g External ldentity Center

Authenticatiun Settings
E&lPartal Settings

@:Elulletin Information
0 Client Control

5) Alternatively, choose Authentication & Authority > User to enter the user management page. Select a user, and click

Mobile Terminal to enter the mobile terminal management page of the user.
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Feedback Online Senice '/ Technical Forum 1 About
(

i-SMP'Security Management Platform | professional | T (5 ST

Administrator [admin] Login IP [172.18.7.1] Login Date [2015-11-11 17:09:25] :#Online User /A System Status & Change Password  (7) Logout

" Authentication & Authority ~ |

& Online User

© Authentication & Authority > User > Query Users

- Si 2 3

& User User Name: fest | Full Name: | | User Group: | | User Type: Al ~ UserStatus: Al ~

& ser Group I B

énsmcs Online or not: All ~  InBlacklist or not: All ~ [ Accurate Search [ Query [ Reset | Advanced Search Query users offline for a long time

S Blackiist

@ seffRegistration [ ade |l Deete [ mogiyar [ Deetear Import Users Import Network Binding Export All Results
Mobile Terminal

5 WAC Terminal |- Add to Biackist | |Issue Message or Patch || Suspend || Resume | Customize User Fields  SIM Card Management Customize Query List User I

B Extomal ldentity Center Totally 1 Records | Each Page [20 | Records | Page |1 | / totally 1 Pages | G0 Koo

Type of Account Number of
2 Authentication Settings Alll None UserName ¥ | Full Name ¥ | User Group Expiry Date dnline Info User Type Operation
Validity Period Blacklisted Users
[l Portal Settings Desaanses Fa T
test e “‘ SEC | Never Expire Offline Common User | View | Modify

@ Bulletin Information

@ ciient Control
Totally 1 Records | Each Page 20 | Records |Page 1 | / totally 1 Pages | 60 K Qe o

6) Click Add.

Fm - rer -:——EI—E

| £ http://172.18.7.55:8080/smp/mobileterminalservlet?kind =listByUserfuserindex=10001 |

© Authentication & Authority > Mobile Terminal > Query Mobile Terminal

Manage (1) mobile terminals of user (test)

All | None MAC Address Registration Date Authentication Time Authentication IP|  Online Status

test 848e0cbc111b 2015-11-11 17:33:43 2015-11-11 18:28:17 10.1.1.105 Offline View

7) Enter the terminal information, and click Add to complete the addition.

|ﬂ http://172.18.7.55:8080/smp/mobileterminalserviet |

€ Authentication & Authority > Mobile Terminal > Add

Mobile Terminal Information

* MAC Address: | ]iFormat noDoFS000001)

* User: test
* 08 Type: Android -
Remarks:

g Add |] [{ Reset ]] [[ Close |

Importing Mobile Terminals

1) Choose Authentication & Authority > Mobile Terminal to enter the mobile terminal management page. Select mobile

terminals to be imported, and click Import to enter the mobile terminal import page.
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[ Feedback & Online Senice '/ Technical Forum i, About
Technical Support Hotline: (+86)4008-111-000

SMP Security Management Platform | erofessional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25] [#Online User /A System Status & Change Password  (7) Logout

T ——
Authentication & Authority ¥

& Online User

© Authentication & Authority > Mobile Terminal > Query Mobile Terminal

& User User: | | MAC Address: | | Online Status= Al -
B user Group
P, Rogoraiona [ (@l (@
e Blacklist
@ seitRegistration | aca |[ mport || peete /[ Detear |
[ Mobile Terminal
K a e ol
5 MAG Torminal Totally 1 Records | Each Page Records | Page 1 totally 1 Pages | 60 (-
B External Identity Center
test 848e0cbe111b 2015-11-11 173343 20161111 18:28-17 10.1.1.105 101128 Offine View
5 Authentication Setings Totally 1 Records | Each Page 20 |Records | Page 1 | / totally 1 Pages | 60 & QD ol

E=Z Portal Settings

2) Select an xls. file to be imported. You can click here to download the import template, and then click Import to import

mobile terminals.

[] Feedback & Online Senice '/ Technical Forum (1, About
Technical Support Hotline: (+86)4008-111-000

AP BRG=SMP Security Management Platform | erofessional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25]

ottt e At 1 - |
entication & Authority ¥

& Online User

[¢2%Online User /A System Status {3 Change Password ;) Lagout

© Authentication & Authority > Mobile Terminal > Import

Upload Import File

Importing File (*.xs): | || S

© User

& user Group
& Device

e Blackiist

@ seifRegistration @ Tips:
Mabile Terminal

= MAC Terminal

1. The mobile terminals cannot exceed 10,000
2. Only EXCEL files based on template format can be imported. Click % 11c1¢ ta download the Import Template

' 3. ffthe required information is not incluced in the Import Template, users can create a new file based on the template.
B Extemal Identity Center

Deleting Mobile Terminals

1) Choose Authentication & Authority > Mobile Terminal to enter the mobile terminal management page. Select a

mobile terminal, and click Delete to delete the selected mobile terminal.

[7] Feedback & Online Service " Technical Forum !\ About
Technical Support Hotline: (+85)4008-111-000

~SMP Security Management Platform | erofessional

Administrator [admin] Login IP [172.18.7.19] Lagin Date [2015-11-11 17:09:25] [#7Online User /A System Status £ Change Password () Logout

T ——
Authentication & Authority ¥

& Online User
E User User- | | MAC Address: | | Online Status: All -

Buser G
Zomer Regoraionae [ [@el (@
S Blacklist Select Time

@ selrRegistration [ ada |l mport || petete f[ Deetear ]
[ Mobile Terminal

&5 MAC Terminal

© Authentication & Authority > Mobile Terminal > Query Mobile Terminal

Totally 2 Records | Each Page 20 | Records |Page |1 | / totally 1 Pages | 60 K <Q & ol

Authentication IP Nas IP

Registration Date ¥ Authentication Time

B, Exteral Identity Center

001122221122 2015-11-12 10:13:26 Offine View
3 Authenticstion Settings 848e0cbct11b 2015-11-11 17:33:43 2015-11-11 18:28:47 10.1.1.108 10.1.1.28 Offine View
Totally 2 Records | Each Page 20 | Records |Page|1 | / totally 1 Pages | co K Q> ol

2) Choose Authentication & Authority > Mobile Terminal to go to the mobile terminal management page. Select multiple

mobile terminals, and click Delete All to delete all the selected mobile terminals.
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[ Feedback § Online Senvice =) Technical Forum !, About
Technical Support Hotline: (+86)4008-111-000

fIF BRG=SMP Security Management Platform | erofessional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25] [#%Online User /@ System Status £ Change Password () Logout

AL L RAUULIVAM © Authentication & Authority > Mobils Terminal > Query Mobile Terminal
& Online User
8 User User | | MAG Address | | Online Status: All -
B, User Group
o Regaraton Dt @[ 1M
L Device
ke Blackist
@serir [ aga J[ mport || Detete | Deletear |
& mobile Terminal
- K < ol
5 MAG Terminal Totally 2 Records | Each Page Records | Page I totally 1 Pages | 60 S
) All| None
B, External Identity Center
[ test 001122221122 2015-11-12 10:13:26 Offine View
] ] test 848e0cbe111b 2015-11-11 17:33.43 2015-11-11 18:28:17 1011105 101128 Offine View
E3 Authentication Settings
EzlPortal Settings Totally 2 Records | Each Page Records | Page I totally 1Pages| o K Q6o

MAC Terminal

Function Description

This section describes how to add some devices (such as printers and punch card machines) on the RG-SMP. These
devices do not support installation of the RG-SA, but must be connected to the network through 802.1Xauthentication.

Configuration Tips

N/A

Configuration Steps

1) Choose Authentication & Authority > MAC Terminal to enter the MAC address authentication management page.

[ Feedback § Online Senice =/ Technical Forum i, About

Professional Technical Support Hotline: (+86)4008-111-000

[z%Online User /® System Status {3 Change Password (7)) Logout

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25]

ANGEL e SAUUEL M. © Authentication & Authority > MAC Terminal > Query MAC Terminal

& Online User

8 o Tamndwac: T s —

-

Buserc SIS

;1: ser e Connection Status: Al +  BlacKisted or not: Al - Query [Reset

L Device

ke Blackiist

@ setir [ Add “ Delete H Add to Blacklist MAC Terminal Configuration

& mobile Terminal

s MAC Terminal

B Extomal entity Center 0 No matching record is found.

B3 Authentication Settings
[l Portal Settings

@ Bulletin Information

@ Giient Control

2) Click Add to enter the page for adding a MAC address authentication device. Enter the information related to the MAC

address authentication device.
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o v e [-] Feedback

P BRG=SMP Security Management Platform ' professional
Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-11 17:09:25] [%’Online User 2 Sy:
Authentication & Authority ¥ © Authentication & Authority = MAC Terminal > Add MAC Terminal
@ Online User

~ MAC Terminal Information

& User

- * Terminal MAC : (Format:00D0F8000001)
@ User Group
E% Device Switch to the target VLAN after Authentication: El

g‘i Blacklist Terminal Description:
Q SelfRegistration

Add | ‘ Reset | | Refumn

Mobile Terminal

= MAC Terminal

I Id

5c

@Authent\catmn Settings
Paortal Settings

5;]- Bulletin Information
o Client Control

3) Click Add to complete the addition.

Authentication Settings

Function Description

This section describes how to configure Authentication Parameters and enable Periodic Online Status Detection, PEAP

Authentication of Windows Client, and Account Expiration Warning on RG-SMP.

Configuration Tips

N/A
Configuration Steps

Configuring Authentication Parameters

1) Choose Authentication Settings on the left navigation bar to enter the authentication parameter configuration page.

Configure Authentication Port and Accounting Port. The default ports are recommended.
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[ Feedback @ Online Senvice ') Technical Forum (1 About

Technical Support Hotline: (+86}4008-111-000

5-SMP'Security Management Platform | professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2016-11-12 14:23:41] /#%Online User /A System Status £ Change Password ()} Logout
VNI © Authentication & Authority > Authentication Settings =

& Online User

Authentication Parameters

Eiz Group | * Authentication Port- [1812 | (Default: 1812) * Accounting Port 1813 | (Default: 1813) |

& Device Record Update Flow B

& Blacklist Enable Nick Name Authentication [}

@ seffRegistration When account logins exceed the limit, deal as follows: The new client will not be able to authenticate. - L
lobile Terminal Preferred Wireless Authentication: PEAP_EAP_GTC ~

&5 MAC Terminal Click here to import the wireless authentication server cerfficate.

. @ Tip: The Authentication Port cannat be the same as the Accounting Port
B External Identity Center

Periodic Online Status Detection
B2 Authentication Settings

Portal Settings

Periodic Online Status Detection: 4
* User Online Heartbeat Period s | minutes (Defaut: 5)

@ Tips:
@ ciient Control 1. When Periodic Online Status Detection is enabled, please enable non-Rujie client accounting and set the accounting period to the User Online Heartbeat Period

@' Bulletin Information

2. When Periodic Online Status Detection is enabled and the system do not recsive the User Online Heartbeat Notification within three consecutive User Online Heartbeat Periods, the system will assume that this user has gone

offine and clear the user accordingly.

Password Anti Brute Force Protection
[] Enable Password Anti Brute Force Protection
When the times of keying an incorrect password exceeds

times, within hours. the user account will be frozen

2) Check the Record Update Flow box to enable traffic recording. After this option is selected, the uplink and downlink
traffic will be displayed on the online user management page.

[ Feedback § Online Senice =/ Technical Forum 1, About
Technical Support Hotline: (+86)4008-111-000

SMP Security Management Platform ["professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [Online User /A System Status & Change Password () Logout
| EEETEEEVRRME © Auheniication & Authorty > Authentication Settings =

& Online User

Authentication Parameters

& user

= * Authentication Port 1812 (Default: 1812) * Accounting Port 1813 (Defaut: 1813)

& user Group

& Device |_Record Update Flow: |

& Blacklist Enable Nick Name Authentication o

@ Seff Registration When account logins exceed the limit, deal as follows: The new client will not be able to authenticate - L
lobile Terminal Preferred Wireless Authentication: PEAP_EAP_GTC

25 MAC Terminal Click here to import the wireless authentication server certficate

y @ Tip: The Authentication Part cannot be the same as the Accounting Port.
B External Identity Center

Periodic Online Status Detection
2 Authentication Settings

Portal Settings

Periodic Online Status Detection: L
* User Online Heartbeat Period minutes (Default: §)

@ Tips:
@ Client Control 1. When Periodic Online Status Detection is enabled, please enable non-Ruiji client accounting and set the accounting period to the User Online Heartbeat Period.

- Bulletin Information

2. When Periodic Online Status Detection is enabled and the system do not receive the User Online Heartbeat Notification within three consecutive User Online Heartbeat Periods, the system will assume that this user has gone

offine and clear the user accordingly

Password Anti Brute Force Protection

[) Enable Password Anti Brute Force Protection

When the times of keying an incorrect password exceeds times, within hours, the user account wil be frozen

(] Feedback § Online Senice = Technical Forum /1, About

SMP Security Management Platform [professional T T (M

Administrator [admin] Login IP [172.18.7.19] Legin Date [2015-11-12 14:23:41] [¢7Online User /A System Status & Change Password () Logout

(AT M © Authentication & Authority > Online User > Query Online Users

& Online User

8 User User Name: | | FullName: | | User Group: —
B, User Group
User IP [ | nNasIP: [ | O Accurate Search Advanced Search
& Device
SeBlacklist
it [clear Residual users| [ Force Offine || Reauthenticate | [Issue Message or Pateh ] [ Add to Biackist | [T Send onlineoffine notifications to a third-party system  Customize Query List

Mobile Terminal

Totally 1 Records | Each Page / totally 1 Pages | G0 KQ Do

=] hig

Thirdparty User 10.1.1.105 101128 0:12:34 72.16KB 20.02KB View

&5 MAC Terminal

% Extemal Identity Center

[ Authentication Settings
EdlPoral Setings Totally 1 Records | Each Page Records | Page 1 | / totally 1 Pages | G0 K oQ ool

& Bulletin Information —
@ Tips
@ Client Control

1 is available only for Ruijie authentication clients and Ruijie security agents:

2.1f a user has already gone offine, you ean elear such remaining information by using the Clear Residual Users function.

3) Check the Enable Nick Name Authentication box so that users can use the nick names and passwords for

authentication. If authentication is successful, the user information will be displayed on the online user management page.
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{4 Feedback § Online Senice =/ Technical Forum 1, About
Technical Support Hotline: (+86)4008-111-000

IF BRG=SMP Security Management Platform

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41]

Professional

[#2/0nline User /A System Status £ Change Password () Logout

‘ © Authentication & Authority > Authentication Settings E

& Online User

Authentication Parameters

Ei:: Group * Authentication Port: 812 (Defaut: 1812) * Accounting Port: (Defautt: 1813)

&Device Record Update Flow

SeBlackist [Enabie Tiick Tame Authentication |

QSEW—REQ\SVEHDH When account logins exceed the limit. deal as follows: The new client will not be able to authenticate - E
Elmobile Terminal Preferrsd Wireless Authentication PEAP_EAP_GTC v

&5 MAC Terminal Click here to import the wireless authentication sever certficate.

‘ ® Tip: The Authentication Port cannot be the same as the Accounting Port.
B External Identity Center

Periodic Online Status Detection
=l Authentication Settings

ortal Settings

Periodic Online Status Detection
* User Online Heartbeat Period: 6 | minutes (Default: 5)
@ Bulletin Information ® Ts:

@ ciient Control 1. When Periodic Online Status Detection is enabled, please enable non-Ruije client accounting and set the accounting period to the User Online Heartbeat Period.

2. When Periodic Online Status Datection is enabled and the system do not recaive the User Online Heartbeat Notification within thrse consecutive User Online Heartbeat Periods, the system will assume that this user has gone

offine and clear the user accordingly.

[ Feedback  Online Senice =/ Technical Forum . About
Technical Support Hotline: (+8614008-111-000

RG-SMP Security Management Platform | proessional

Administrator [admin] Login [P [172.18.7.19] Login Date [2015-11-12 14:23:41]

[z5Online User /A System Status 3 Change Password ;) Logout

| © Authentication & Authority > Online User > Query Online Users

& Online User

Busr Gertame [ ] Ftene ] GG [

&, User Grou
Y i User IP [ e [ [ Accurate Seach
& Device

SeBlackiist
It |Glear Residual Users| | Force Gffine || Reauthenticate | | Issue Message or Patch] | Add to Blackist | Send onlin/offine notifications to a third-party system Customize Query List
B mobile Terminal

&5 MAC Terminal

Advanced Search

/ totally 1 Pages | 60 K Qe &l

| nick | Gommon User 10.1.1.10 10.1.1.28 0:6:36 54.89KB 15.99KB View

B Extemal Identity Center

5] Authentication Settings
EzlPortal Settings Totally 1 Records | Each Page

Records | Page 1 | / totally 1 Pages | 60 K a0l

4) Configure the processing mode when the login times of the same account exceeds the limit. Options of processing
modes include:
B The new client cannot be authenticated.

B When the new client authenticates, the previous authenticated user will be forced offline.

[ Feedback § Online Service / Technical Forum 1, About
Technical Support Hotline: (+86)4008-111-000

SMP Security Management Platform | erofessional

Administrator [admin] Login [P [172.18.7.19] Login Date [2015-11-12 14:23:41] [2Online User /@ System Status @ Change Password  (7) Logout

| YNINTREE © Authentication & Authority > Authentication Settings M

& Online User

Authentication Parameters

E E:: Growp * Authentication Port 512 (Default: 1812) * Accounting Port (Default: 1813)

& Deiice Record Update Flow:

& Blackiist Enable Nick Name Authentication:

Q@ SelfRegistration When account logins exceed the limit, deal as follows: The new client will not be able to authenticate. - | L
Mobile Terminal Preferred Wireless Authentication: PEAP_EAP_GTC -

&5 MAC Terminal Click here to import the wireless authentication server certificate

‘ @ Tip: The Authentication Port cannot be the same as the Accounting Port.
% External Identity Center

Periodic Online Status Detection

[3) Authentication Settings

Portal Settings Periodic Online Status Detection: u

* User Online Heartbeat Period minutes (Default- 5}

@ Bulletin Information ® Tips
@ Ciient Control 1. When Periodic Online Status Detection is enabled, please enable non-Ruijie client accounting and set the accounting period to the User Online Heartbeat Period.
2. When Periodic Online Status Detection is enabled and the system do not receive the User Online Heartbeat Motification within three consecutive User Online Heartbeat Periods, the system will assume that this user has gone

offine and clear the user accordingly

B |f the first processing mode is selected, the authentication failure information of the new client will be displayed in the

authentication failure log.
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[ Feedback & Online Senice -/ Technical Foum (1, About

SMP Security Management Platform | professional sl gt Hetine. (468008411000

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [:Online User /A System Status @ Change Password () Logout

Authentication & Authority © Log Audit > Authentication Failure Logs > Query Logs
S

v B
e
em Maintenance 2

veertims [ sveveaenoae vetve [0- sz [0
3 Log Configuration

[5% Authentication Failure Logs |~ USer P [ ] causeof Faiure: Query. Reset | Advanced Search
@ Network Access Logs

[ Operation Logs Delete All

[ System Logs
[37 User Operation Logs Totally 16 Records | Each Page 20 |Records | Page 1| / totally 1 Pages | G0 K Qe o

The number of PCs allowed to be logged
simultaneously by the same account has
reached the upper limit specified by the
administrator.

I

Herry 20151112 15:45:42 101128 1011116 DCCT937AT3AS View

[ Feedback § Online Senice ') Technical Forum 1, About
Technical Support Hotline: (+36}4008-111-000

SMP Security Management Platform [ professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [:2/Online User /A System Status @ Change Password () Logout
T —— e
UGG AN © Authentication & Authority > Authentication Settings m

& Online User

e Authentication Parameters
8 user
Buser Group Authentication Port BE | (Default: 1812) Accounting Port: 1813 (Default: 1813)

& Device Record Update Flow:
SeBlackiist Enable Nick Name Authentication:

@ seifRegistration | When account logins exceed the limit, deal as follows:_VWhen the new client authenticates, the previous authenticated user will be forced to go offine_ v | L
Elwobile Terminal Preferred Wireless Authentication: PEAP_EAP_GTC ~

25 MAC Terminal Click here to import the wireless authentication server certificate.

y @ Tip: The Authentication Port cannot be the same as the Accounting Port.
8, External Identity Center

Periodic Online Status Detection
(2 Authentication Settings

Portal Settings

Periodic Online Status Detection: U

* User Onlline Heartbeat Period: 5 |minutes (Default: 5)

B If the second processing mode is selected, the information indicating that the user is successfully authenticated but is
forced offline will be displayed in the network access history.

(] Feedback § Online Senice ) Technical Foum ¥, About
Technical Support Hotline: (+86)4008-111-000

SMP Security Management Platform |"professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [4Online User /@ System Status @ Change Passwerd ;) Logout

o oo onorn s |
Authentication & Authority »
S B

© Log Audit > Network Access Logs > Query Logs I

UserName: [ ] User P [ Offins Cause: Al
Login Time: 20161142 (@0 1o [0 | Logout Time [ Reset o] Advanced Search

T S—
em Maintenance

8 Log Configuration

[ Authentication Failure Logs
@ Network Access Logs

[ Operation Logs

[ System Logs

[Z User Operation Logs

[ Delete H Export Query Results H Delete Al ] Metwork Traffic and Online Duration Report

Totally 16 Records | Each Page 2!

o Fuliane s Lo Tine Logou T
The number of online users has|

Herry 10.1.1.105 Herry 101128 20151112 15:32.59 2015-11-12 15:46:57 | exceeded the limit of terminals iew
using the same account.

/ totally 1 Pages | 60 K Qe ol

5) Configure the Preferred Wireless Authentication mode. Options include PEAP_MSCHAP, PEAP_EAP_MDS5, and
PEAP_EAP_GTC.

[ Feedback § Online Senice =/ Technical Forum i, About
Technical Support Hotline: (+86)4008-111-000

SMP Security Management Platform | professional

Administrator [admin] Login IP [172.16.7.19] Login Date [2015-11-12 14:23:41] [iOniine User /A System Status {3 Ghange Password () Logout
I —— e

GRS, ©  Authentication & Authority > Authentication Settings =

& Online User

- Authentication Parameters

& user

B user Group Authentication Port (Default: 1812) Accounting Port 1813 (Default: 1813)

& Device Record Update Flow:

e Blackist Enable Nick Name Authentication:

@ selfRegistration When account logins exceed the limit, deal as follows: When the new client authenticates, the previous authenticated user will be forced to go offine. + L

Mobile Terminal Preferred Wireless Authentication: PEAP_EAP_GTC |~

25 MAC Terminal PEAP_MSCHAP

= Click here to import the vireless ay SEAR-oC! (L ficate.

> EAP GTC
y ) Tio: The Authentication Port canniIo AU Counting Port
B External Identity Center

Periodic Online Status Detection
2 Authentication Settings

Portal Settings

Periodic Online Status Detection: u

* User Online Heartbeat Period minutes (Default- 5}
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Enabling Periodic Online Status Detection

1)

Choose Authentication & Authority > Authentication Settings from the left navigation bar to enter the authentication
parameter configuration page. Check the Periodic Online Status Detection box, and configure the User Online

Heartbeat Period.

[ Feedback & Online Senice
Technical Support Hotline: (+85)4008-111-000

Technical Forum /1 About

M | Professional

() Logout

[#7Online User /™ System Status {4 Change Password

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41]

AN VAT AN © Authentication & Authority > Authentication Settings

& Online User
A Authentication Parameters
User

B User Group Authentication Port: [EBE (Default: 1812) Accounting Port: 1813 (Default: 1813)
3 Device Record Update Flow:
S Blacklist Enable Nick Name Authentication

When account logins exceed the limit, deal as follows: When the new client authenticates, the previous authenticated user will be forced to go offline. ~
Preferred Wireless Authentication: |[FEAN=AaNe0® ~

Click here to import the wireless authentication server certificate

@ seffRegistration
Bl wmobile Terminal

&5 MAC Terminal

B Extomal Kentty Center 9 Tip: The Authentication Port cannot be the same as the Accounting Port

Periodic Online Status Detection

Sl Authentication Settings

EflPortal Settings Periodic Online Status Detection:

* User Online Heartbeat Period: 5 minutes (Defaut: 5)

- Bulletin Information
@ ciient Control

D Tips
1. When Periodic Online Status Detection is enabled, please enable non-Ruiji client accounting and set the accounting period to the User Online Heartbeat Period

2. When Periodic Online Status Detection is enabled and the system do not receive the User Online Heartbeat Notification within three consecutive User Online Heartbeat Periods, the system will assume that this user has gone

offine and clear the user accordingly.

Enabling PEAP Authentication for Windows Client

1) Choose Authentication & Authority > Authentication Settings from the left navigation bar to enter the authentication
parameter configuration page. Check the Enable PEAP Authentication for Windows Client box, configure the

authentication parameters, and save the settings.

[ Feedback & Online Senice t, About
Technical Support Hotline: (+86)4008-111-000

Technical Forum

() Logout

[+4Online User /™ System Status @ Change Password

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41]

Authentication & Authority ™

& Online User

[] Enable Password Anti Brute Force Protection

When the times of keying an incorrect password exceeds |5 times, within 5 hours, the user account wil be frozen.
& User

. Enable PEAP Authentication for Windows Client
& user Group

Bl Mobile Terminal Second Stage of PEAP Authentication

& Device * Auto-connect to SSID: I
FeBlackiist WIFI Security Type WeAZ -
@ seffRegistration WIFI Encryption Type: AES v

PEAP_MSCHAP  ~

&5 MAC Terminal Click here to download WIFI Helper.

B Extomal dentity Cont 9 Tip: Administrators can download and distribute the WIF| helper to Windows users.
emal Identity Center

[£=] Authentication Settings|

Account Expiration Warning

ElPoral Setings Account Expiration Warning
SMS Account Expiration Warning: [
- Bulletin Information Email Account Expiration Warning: B

@ ciient control * Sending Account Exgiration Warning 7 days before. (Default: 7; Range: 1 to 30)
Every day, at |9 oclockto| 22~ | o'clock to send Email'SMS account expiration warning :
Every 24 hours to send Email/SMS account expiration warning (Defaut: 24, Range: 1 to 360)

9 Tips: Enabling SMS/Email Account Expiration Warning allows the system to hourly check the online status within the configured period and sends the waming messages if necessary. In every waring period, the Account

Expiration Warming wil be re-sent

|- moaity | | Reset |

2) The administrator can download and transfer the Wi-Fi helper to Windows users.
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[ Feedback § Online Senvice ) Technical Forum (1) About
Technical Support Hatiine: (+88)4008-111-000

Administrator (admin] Login IP [172.18.7.19] Login Date [2015-12-23 16:45:48] :#online User /A System Status @ Change Password () Logout
[ Authentication & Authoriy + | Periodic Online Status Detection -
0% of nosenseauthenservlet from 172.18.34.16 Completed [ = || & |[ 2 |

& online User Periodic Online Status Detection

& user * User Online Heartbeat Period: 5 File Download - Security Warning =

& User Group @ Tips: Do you want to run or save this file?

& Device 1. When Periodic Online Status Detection is enabled, please enable n leartoeat Period

B Blackist 2. When Periodic Online Status Detection is enabled and the system df @ N:’”e CrEIEEE ser Online Heartbeat Periods, the system will assume thatthis user has gone offine and clear
fype: Application

@ selfRegistration
Elmobile Terminal

% MAC Terminal

the user accordingly From: 172.1834.16 B

Password Anti Brute Force Protection
[] Enable Password Anti Brute Force Protection

WWhen the times of keying an incorrect password exceeds | i

8, External dentiy Center
Whie s from the Intemet can be usehu,tis e type can
potentaly harm your compLer.  you do ot s the source. do not
i or save his softnre. Viha's he 1<

¢

Authentication Settings
EzlPortal Setings

Enable PEAP Authentication for Windows Client

* Auto-connectto SSID: 123 .
B WIFI Security Type: wPaz v
@ Bultetin Information

WIFI Eneryption Type AES v

@ ciient Control
Second Stags of PEAP Authentication

Click he < to download WIFI Helper.

PEAP_MSCHAP ~

@ Tip: Administrators can download and distribute the WIFI helper to Windows users.

Account Expiration Warning

Account Expiration Warmning
SMS Account Expiration Warning (]
Email Account Expiration Warning B
+ Sandinn AernintFaniraion Warnina 7| davs hefars Mstanit 7 Ranns: 1 in 0 2

Enabling Account Expiration Warning

1)  Account Expiration Warning: Choose Authentication & Authority > Authentication Settings from the left navigation

bar to enter the authentication parameter configuration page. Choose the Account Expiration Warning box to enable
this function.

[ Feedback § Online Senice =/ Technical Forum 1, About

Technical Support Hotline: (+86)4008-111-000

PRRG

SMP'Security Management Platform | erofessional

Administrator [acmin] Login IP [172.18.7.19] Login Date [2016-11-12 14:23:41] [470nline User /A System Status & Change Password () Logaut
Althentication & Authority = ) Enable Password Anti Biute Force Protection i
& Online User When the times of keying an incorrect password exceeds |- times, within 5 hours, the user account will be frozen
8 User

Enable PEAP Authentication for Windows Client
& user Group

& Device * Auto-connect to SSID: wechat
S Blackist WIFI Security Type: WPA2 ~
@ sefrRegistration WIFI Encryption Type: AES ~

B mobile Terminal

&= MAC Terminal

Second Stage of PEAP Authentication: PEAP_MSCHAP ~
Click here to donnload WIF] Helper.

B External ldentity Conter @ Tip: Administrators can download and distribute the WIFI helper to Windows users.

Account Expiration Warning

5] i Settings

2 Portal Settings

- Bulletin Information
@ Client Control

Account Expiration Waring
SMS Account Expiration Warning:
Email Account Expiration Warning

* Sending Account Expiration Waring 7

days before. (Default: 7; Range: 1 to 30}

* Every day, at 9
* Every |24

v oclockto 22~ otclack to send Email/SMS account expiration waming

hours to send Email/SMS account expiration waming (Default: 24, Range: 1 ta 360)

@ Tips: Enabling SMS/Email Account Expiration Warning allows the system to hourly check the online status within the configured period and sends the warning messages if necessary. In every warning period, the Account
Expiration Waming will be re-sent

| modiy | | Reset

2)
navigation bar to enter the authentication parameter configuration page. Check the SMS Account Expiration Warning box

SMS Account Expiration Warning: Choose Authentication & Authority > Authentication Settings from the left

to enable this function. After the day, time, and interval, the warning is sent.
3)
navigation bar to enter the authentication parameter configuration page. Check the Email Account Expiration Warning bar

Email Account Expiration Warning: Choose Authentication & Authority > Authentication Settings from the left

to enable this function. Then, configure the day, time, and interval for sending the warning.
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Portal Settings

Function Description

This section describes how to configure the Web Authentication & Self-Service, Enable Web Authentication, Enable
Authentication-Exemption Rule for Web Users, Enable Guest Registration, Open Disclaimer Page, and Heartbeat
Detection on Web-authenticated Users on the RG-SMP.

Configuration Tips

N/A
Configuration Steps

Configuring Web Authentication & Self-Service

1) Choose Authentication & Authority > Port Settings, and check the Enable Web Authentication box to enter the
Web authentication configuration page.

[ Feedback § Online Senice Technical Forum 1 About
Technical Support Hotline: (+36)4008-111-000

P BRG-SMP'Security Management Platform | erofessional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [ZOnline User /A System Status & Change Password () Logout
Ml © & Authority > Portal Settings =
& Online User
& user Q@ Tips
B User Group For common user authentication, configure the HTTP redirection page:hitp://172.1.7.55-80/smpfcommonauth , o HTTPS redirection page-htps://172.18.7.55:443/smp/commonauth
. For guest user authentication. configure the HTTP redirection page: http-//172.18.7.55:80/smpiguestauth , or HTTPS redirection page:https//172.18.7.55-443/smplguestauth
b Device
& Blackist o T

@ selfRegistration
B Mobile Terminal
= MA

* HTTP Port 80 | (Default: 80)
* HTTPS Port: 443 | (Default: 443)

D Tip: You can access the Self-Senice platiorm through http://172.18.7.55:80/smplssffsenice

B External 1dentity Center
Enable Web Authentication

3 Authentication Settings * Save user name and password for 15 days (Default: 15)
B8l Portal Settings Dounload Web Authentication Client at:

@ Buletin Infarmation

- Automatically pop-up the URL you intent to access before login
@ Client Control

Enable enter user name

2) Configure the HTTP Port and HTTPS Port. The default values are recommended.

Enabling Web Authentication

1) Choose Authentication & Authority > Port Settings, and check the Enable Web Authentication box to enter the
Web authentication configuration page.
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[ Feedback § Online Senice -/ Technical Forum 1, About

) | Professional Technical Support Hotline: (+86)4008-111-000

MP'Security Management Platf

Administrator [admin] Login IP [172.18.7.19] Login Date [2016-11-12 14:23:41] /%“Online User /A System Status &3 Change Password (1) Logout
sutecato Sabor Web Authentication & Self-Service

% Online User * HTTP Port (Defaul: 80)

8u

L * HTTPS Port (Default: 443)

B User Group ]
& Deice © Tip: You can access the Self-Senvice platform through http://172.18.7.55:80/smpisafsenvice

&

i Blackiist

p Enable Web Authentication

@ self Registration

— R * Save user name and password for: days (Default: 15)

Bl Mobile Terminal

e AC Terminal Download Web Client at [

B Extemal Identity Center Automatically pop-up the URL you intent to access before login

I

Enable enter user name

5] Authentication Settings
EZPortal Settings

@ Bulletin Information
@ crient control
Bullstin Board Information

© Tip: After Web authentication is enabled, users can be authenticated through the browser
System Maintenance 2 -

2) Configure the Save user name and password for: X days. Network access users can use the browser for

authentication.

Enabling Authentication-Exemption Rule for Web Users

Choose Authentication & Authority > Port Settings, check the Enable Authentication-Exemption Rule for Web Users
box, and configure the Authentication-Exemption User Group to which authentication-exempted users belong, Bulletin

Board Information, and so on.

[ Feedback # Online Senvice ') Technical Forum
Technical Support Hotline: (+86140(

1 ‘ Professional

5-SMP’Security Management Platf

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [£Online User /A System Status & Change Password
Authentication & Authority ¥ & Tip: You can access the Self-Service platform through http://172.18.7 65:80/smp/selfsenice.

& Online User

o O Enable Web Authentication

& User

& User Group Enable Authentication Exemption Rule for Web Users

& Device * Authentication-Exemption User Group: new @, Select User Group

&

i Blacklist * Bulletin Board Title: Disclaimer

@ seliRegistration ool

Mobile Terminal

5 MAC Terminal

B External Identity Center

EEe— * Bulletin Board Information:

2 Authentication Settings

[E2 Portal Settings

@} Bulletin Information

€ ciient Control

* Login Button Title: Access ]
* Authentication Success Message: |Authentication is successful. <br>You can now access the network. ]

@ Tips
1 Aﬁper Authentication-Exemption rule is enabled, users only need to read and agree with the information on the bulletin board to access the Intemet.
2. Configure the redirection URL for authentication exempted users
HTTP Address:http://172.18.7.55:80/smp/frecauthensenet
HTTPS Address:https://172.18.7.56:443/smpifreeauthensenet

System Maintenance v

Enabling Guest Registration

1) Choose Authentication & Authority > Port Settings, check the Enable Guest Registration box, and configure the

Guest Validity Period and Bulletin Board Information.
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(] Feedback § Online Senice ) Technical Forum ¥, About

| o
M | Professional Technical Support Hatline: (+86)4008-111-000

Administrator [admin] Login IP [172.18.7.19] Login Date [2016-11-12 14:23:41]

Authentication & Authority ¥

& Online User * Guest Validity Period

[+4Online User /® System Status i Change Password ;) Logout
Enable Guest Registration B

Day(s) 0 ~ Hour(s) 0 ¥ Minute(s) (Default: 1 day. range: 5 minutes to 365 days)

& user

B User Group

& Device
FeBlacklist

@ selfRegistration

Mobile Terminal

* Bulletin Board Information

&5 MAC Terminal

B, External Identity Center

=] Authentication Settings
[EZPortal Settings

[T) Guest scan QR code to register QR logo customization
User Group @ Select User Gr

QR wizard steps:  |Pleass scan your QR card to finish authentication!

& Bulletin Information
@ Client Control

QR authentication success message: |Guest OR authenticalion success!

[T] Enable Guest QR Code Registration
Enable Guest Validity Period by Scanner

Message for QR Code Scanning [Please ask the reception persannel ta scan the QR Code. <br> In order to conduct ford

Message for Successful QR Code [You have passed QR Code authentication. <br> You can now access the network ]

2) Check the Enable Guest QR Code Registration box so that a common user can open an account for a guest by
scanning the QR code of the guest.

[ Feedback & Online Senice '/ Technical Forum
Technical Support Hotline: (+86)4008-111-000

IF BRG=SMP"Security Management Platform | protessianal

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [:Online User /A System Status @ Change Password () Logout

Authentication & Authority | -

Guest scan QR code to register QR logo customization

& Online User
User Group: [Default User Group @ Select User Group

& User

*QRwizard steps:  Pleass scan your QR card to finish

B User Group
& Device * QR authentication success message: Guest QR success!

SeBlackist

Enable Guest QR Code Registration

@ seffRegistration
Enable Guest Vality Period by Scanner

obile Terminal

* Message for QR Code Scanning: [Please ask the reception personnel to scan the QR Code. <br> In order to conduct forg

&= MAC Terminal

* Message for Successful QR Code [You have passed QR Code <br= You can now access the network. |

B Extemal Identity Center

[] Enable Guest SMS Self-Senice Registration

The maximum number of Seff-Senice Registration per mobile number with

3l Authentication Settings

[E&Portal Settings
............ Congratulations!

hours (Default: 24, range: 110 720) i imes (Default: 1, range: 1o 10)

- Bulletin Information
@ Client Control

Custom SMS:

3) Check the Guest scan QR Code to register box so that a guest user can register by scanning the QR code of a

common user.
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[ Feedback § Oniine Senice -/ Technical Foum (£, About
Technical Suppart Hotline: (+8614008-111-000

SMP'Security Management Platform | erofessional

Administrator [admin] Login [P [172.18.7.19] Login Date [2015-11-12 14:23:41] [£%Online User /A System Status & Change Password () Logout

Authentication 8 Authorty ~ | p

Enable Guest Registration

G Online User

* Guest Validity Period Dayis) 0 ~ Hours) 0~ Minute(s) (Default: 1 day, range: 5 minutes to 365 days)

8 user

B User Group

& Device

§eBlackist

@ self Registration

ElMobile Terminal * Bulletin Board Information

&5 MAC Terminal

8. External Identity Center

[5] Authentication Settings
EZPortal Settings

Guest scan QR code to register QR logo customization

& Bulletin Information User Group: [Default User Group @ Select User Group

@ client Control * QR wizard steps:  |Pleass scan your QR card to finish

* QR authentication success message: |Guest QR success!

[T] Enable Guest QR Code Registration
I Enable Guest Validity Period by Scanner

Message for QR Code Scanning: [Please ask the reception personnel to scan the QR Code. <br> In order to conduct authentication for 4

Message for Successful QR Code [You have passed GR Code <br> You can now access the network ]

System Maintenance | M

4) Check the Enable Guest SMS Self-Service Registration box so that a guest can register by using SMS.

(] Feedback ® Online Sewvice ) Technical Forum (1, About
Technical Support Hatline: (+86)4008-111-000

SMP Security Management Platform | professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2016-11-12 14:23:41] [z2Online User /A System Status £ Change Password (1) Logout

Authentication & Authority ¥ m

Enable Guest SMS Selff Senice Registration

*The maximum number of Self-Senvice Registration per mobile number withi

& Online User
hours (Default 24, range 110720)is 1 = times (Default 1. range 1 to 10)

& User

2 !
& user Group Congratulations

& Device

G Blackiist

@ SselfRegistration

Bl Mobile Terminal Custom SIS

&5 MAC Terminal

B Extemal Identity Center

2] Authentication Settings
ortal Settings

© Tips:
& Buletin Information 1. After Guest User Self-Senice Registration is enabled, users can obtain a temporary password via SMS to access the Internet

@ Ciient Control 2. Please configure the URL for QR Code authentication

HTTP Address:http://172.18.7.65:80/smplarcodesenvet
HTTPS Address:https://172.18.7.55:443/smplarcodesenet
3. Please configure the URL for QR Code card authenticationer Online Heartbeat Period
HTTP Address:htp://172.18.7.55:80/smplqrcodecardsenvet
HTTPS Address:https://172.18.7.55:443/smplqrcodecardsenvet

[ open Disclaimer Page

System Maintenance _ ~ || o

Opening Disclaimer Page

1) Choose Authentication & Authority > Port Settings to enter the Web authentication configuration page.
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0 \ N [ Feedback i Online Service . Technical Forum 1 About
5-SMP"Security Management Platf E
Administrator [admin] Login IP [172.18.7.19] Login Date [2015-1112 14:23:41] [4ZOnline User M System Status @ Change Password  ()Logout
HTTPS Address:https://172.18.7.55:443/smp/qrcode serdet i
;o Online User 3. Please configure the URL for QR Code card authenticationer Online Heartbeat Period
; User HTTP Address:http://172.18.7 55:80/smp/grcodecardsenviet
& User Group HTTPS Address:https:i/172.18.7.55:443/smplqreodecardsenet
2 0
& Blackist Open Disclaimer Page
@ selfRegistration * Disclaimer tifle Disclaimer
Mabile Terminal this is disclaimer page|

&5 MAC Terminal

B External Identity Center

B3 Authentication Settings Disclaimer contents:

Portal Settings

@ Bulletin Information
@ ciient Control

{Support upta 8000 characters input }

* Agree button title- Agree

@ Tip:Authentication continues only after the disclaimer is agreed

[ Heartbeat Detection on Web-authenticated Users

B

2) Check the Open Disclaimer Page box, configure the Disclaimer Contents, and click Modify to save the settings.

Configuring Heartbeat Detection on Web-authenticated Users

1) Choose Authentication & Authority > Port Settings to enter the Web authentication configuration page.

[ Feedback § Online Senvice " Technical Forum 1, About
Technical Support Hotline: (+86)4008-111-000

5-SMP"Security Management Pl

[ Professianal

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-1112 14:23:41] [#%Online User /A System Status

{3 Change Password () Logout
this is disclaime page -
&b Online User
B User

& User Group

& Device * Disclaimer contents
& Blackiist

@ selfRegistration

Mobile Terminal

&5 MAC Terminal

B External Identity Center (Support upto 8000 characters input}
* Agree button title: |Agree

2 Authentication Settings

(& Tip:Authentication continues only after the disclaimer is agreed
Portal Settings

Heartbeat Detection on Web-authenticated Users
* Detection Inteal minutes (Default: §)

@ Tips:

@ Bulletin Information
@ ciient Control

1. The page to be displayed ater wired Web authentication communicates with the server at regular intervals and informs the sewver about the validated user status (onfine or offine).
2. After this configuration is enabled, please inform the users of wired Web authentication not to close the page displayed after successful authentication. Otherwise, the users will be forced to go offine when the 3rd heartbeat
cycle expires

3. This configuration is effective for wired Web authentication only. Wirsless Web authentication will be alive throughout the interface. Please configure to remain alive by trafic.

w

System Maintenance ac

2) Check the Heartbeat Detection on Web-authenticated Users box, and configure the Detection Interval.
Bulletin Information

Function Description
This section describes how to use the bulletin information function of RG-SMP.

With this function configured, a user can see an online information notification after being authenticated, or a specified URL
to release other notifications or advertisements after each authentication.
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Configuration Tips

N/A

Configuration Steps

1) Choose Authentication & Authority > Bulletin Information to enter the Bulletin Information page, and configure the

Bulletin Information URL.

B Online Senice ' Technical Forum Y, About

. ¥ * =
SMP ' Security Management Platform |"erofessional Hollne: (+26)4008-111-000

NF BRG

Administrator [admin] Login IP [172.24.0.55] Login Date [2015-11-13 11:45:41] E{.‘mline User E.Systemslalus ﬁChange Password QLuguul

| Authentication & Authority ~ ‘ © Authentication & Authority = Bulletin Information
%Online User
& user
&, user Group
& Device
% Blacklist
QSelf—Registralmn
Elmobite Terminal
i MAC Terminal

Bulletin Information

Authentication success.

Bulletin Information:

1
&, External Identity Center | Bulletin Information URL: | nttp:ifwww ruijien etworks.com/ | |l Verify
s S Enable Account Expiration

Warning:
Authentlcatmn Settings )

& Tips:

1. After the Bulletin Information URL is configured, the Bulletin page will be opened automatically after every authentication.

2. The Bulletin Information URL supports only HTTP and HTTPS formats.
Bulletin Information

QCI t Control 3. Enabling Account Expiration Warning allows the system to send warmning messages to users three days before account expiration.
ient Contro

2l Portal Settings

["system iairienance ~ |
T —

2) Click Modify to save the settings.

Terminal Authentication

1) The following page is displayed if Web authentication of a user is successful.
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v Success

* User Hame: testuser

* User IP: 172.18.7.156

* Online Duration: 0:00:12

* Login Time: 2015-11-10 15:56:51

* Online Bulletin: Authentication success.

* Online Bulletin Address: Browser

Go Offline

Pre-Login URL
Self-Service Change Password

0 Tips:Tou have not completed the
Password Protection Settings. Click here

to complete settings.

2) The configured online bulletin link is displayed on the authentication success page. Click this Browser hyperlink in

Online Bulletin Address field to open the website such as http://www.ruijienetworks.com/.

72 Ruijie Networks-Innc +

Login | Register | #7373 | Contact Us

? —_—
I U’j'e Ruiie Networks - Innovation Beyond Newiorks

Networks

Home Products Solutions Case Studies Service Trainings Partners About Ruijie

Wireless

Simplistic Campus Network Solution e

guatches Superior User Experience,

Simplified Operation Management

=
Routers Post-saies
Support
®
i
Security S
Z
Software Feedback
New Innovation of Ruijie Ruijie Open Cloud Data Centre Ruijie X-Sense Smart Antennna
Newton 18000 Integrated Solution Industry’s Outperforming
Chassis Switches Patented Technology
Service # 3
Test Report Download F Test Report Download
Trainings
h g
Note If the mode of overwriting online bulletin page is enabled, the online bulletin page cannot be displayed.

Therefore, a user cannot proactively go offline. In this case, the user can go offline by accessing the self-service

platform at http://smpip/smp/selfservice.
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=

/¥y About

() Logout

© My self-senice = My Information

[E] 1y Information Basic Information
57 Change Password Ussriame testusar Full Name: add
@ Password Protection Expiration Type Never Expire User Status: Normal
Creation Date 2015-11-10 11:43:15 Time of Last Access: 2015-11-10 15:56:40

4

Note

Note Or, during the wired Web authentication, do not close the authentication success page. If this page is closed,

RG-SMP will force the user offline three heartbeat periods later.

NF BR¢

G-SMP"Security Mana

B Online Service - Technical Forum !\ About
pport Hotline: (+86)4008-111-000

' . . =
ment Platform | Professional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-10 11:20:52] EOnlme User E.Syslem&atus achange Password Q Logout

[ Authentication & Authorty ~ ||
&Onlme User

& user

&uaeerup

%Dew:e

B Blackiist
QS&W-Ragistralmn

E mobile Terminal & Tips:
1. After Guest User Self-Service Registration is enabled, users can obtain a temporary password via SMS to access the Internet.

Custom SMS:

2. Please configure the URL for QR Code authentication
HTTP Address:hitp//172.18.7 55:80/smp/grcodeserviet
HTTPS Address:hitps:M72.18.7.55:443/smp/grcodesenet
3. Please configure the URL for QR Code card authenticationer Onling Heartbeat Period
HTTP Address:hitp//172.18.7 55:80/smp/grcodecardsenet
HTTPS Address:hitps/172 18.7 55:443/smp/grcodecardsendet

Ez External Identity Center

@ Authentication Settings

Q?Elu\letin Information
€ ciient control [T] Open Disclaimer Page

Heartbeat Detection on Web-authenticated Users
* Detection Interval B |minutes Default 5)

@ Tips:
1. The page to be displayed after wired Web authentication communicates with the server at regular intervals and informs the server about the validated

user status (online or offline).
2. After this configuration is enabled, please inform the users of wired Web authentication notto close the page displayed after successful authentication
Otherwise, the users will be forced to go offline when the 3rd heartbeat cycle expires

3. This configuration is effective for wired Web authentication only. Wireless Web authentication will be alive throughout the interface. Please configure to
\ remain alive by traffic

PO i vaisraice—— |
Note T — B

N

Note Or, configure a traffic-based keepalive threshold. After a user is authenticated in wireless mode and goes online,

if the traffic generated in a period of time is smaller than the threshold, the user will be forced to go offline.

Client Anti-Crack

Function Description

This section describes how to configure the client anti-crack function.
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Configuration Tips

N/A

Configuration Steps

1) Choose Authentication & Authority > Client Control to enter the Client Control page. Check the Enable Client

Anti-Crack box to enable this function.

[ Feedback § Online Senice -/ Technical Forum 1t About
Technical Support Hatline: (+56)4008-111-000

y Management Platform | erofessional

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [/#%Online User /A System Status £ Change Password () Logout

Authentication & Authority ~ © Authentication & Authority > Client Control Wl

& Online User
2y Client Anti-Crack & Check Client Distribution
8 user

Enable Client Anti-Crack
& User Group

& Devce No Anti-Crack file exists in the system. Add Anti-Crack File
SeBlackiist

@ seltRegistration

ElMobile Terminal 7] Add the user who uses the cracked client to the blackiist.

5 MAC Termingl When the times of using the cracked clisnt sxcesds | within 1 hours, the client will be frozen.

i [] Add the user whose cracking behavior is detected to the blacklist
B Extemnal Identity Center
When the number of cracking behaviors exceeds 1 . within [+ hours, the client will be frozen

S Authentication Settings
[EZPortal Settings

Prohibit the client from sending spoofing packets.
7] Prohibit the client from sending the ARP spoofing packets
-Buletin nformation ] Prohibit the client from sending the DHCP spoofing packets.

@ Client Conirol [ Fiter illegal IP packets (Only the packets camying the authenticated IP address and MAC address can be sent by the client PC.)

Client Packet Number Detection

[] Enable Client Packet Number Detection

When the number of packsts sent by client within seconds exceeds |2 . the system will take the following actions
Actions: @ Send awaming to the user ~ Force the user to go offline
Warning N
e i sem— 1
<[ i 0

2) Click Add Anti-Crack File to import Version File, an Anti-Crack APP File, and Anti-Crack DLL File for client control.

€& RG-SMP Security Management Platform - Windows Internet Explorer EI = -
|§, http:/f172.18.7.55:8080/smp/clientcontrolservlet?kind=toClientAntiCrackFileUploadPage |

€© Authentication & Authority > Client Control > Add Anti-Crack File

Upload the version file

* Version File: ...

Upload the Anti-Crack file

* Anti-Crack APP file: . ..
* Anti-Crack DLL file: . ..

W Tips:

Find the version file in the release package. (The version file information is recorded in the clientversioninfo_xml).

| Upload 1| |i Close

3) Check the Add the user who uses the cracked client to the blacklist box, to configure the maximum number of times

a cracked client can be used within a specified period before the client is frozen.

Innovation Beyond Networks



? —
ILWOH'I’ e RG-SMP Professional_2.63 EN_Build20151106 Operation Guide

[Z] Feedback § Online Senice |-/ Technical Forum

SMP Security Management Platform |"professional Tachrical Support Hotine: (96140081 11-000

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [¢Online User /® System Status £ Change Password () Logout

Authentication & Authorty ~ o & Authority > Client Control :

& Online User

Client Anti-Crack €c

o Client Distribution
& User

® Enable Client Anti-Crack
B User Group

& Device No Anti-Grack fle exists in the system. Add Anti-Crack File

e Blackist

@ seffRegistration

Mobile Terminal \dd the user who uses the cracked client to the blacklist.
&2 MAC Terminal When the times of using the cracked client exceeds 3 hours, the client will be frozen

7] Add the user whose cracking behavior is detected to the blacklist
B Extemal Identity Center

‘When the number of cracking behaviors exceeds hours. the client will be frozen

i

3 Authentication Settings
Portal Settings

Prohibit the client from sending spoofing packets.
7] Prohibit the client from sending the ARP spoofing packets
- Buletin Information ] Prohibit the client from sending the DHCP spoofing packets
@ Client Control [E] Fiter illegal IP packets (Only the packets camying the authenticated IP address and MAC address can be sent by the client PC.)

Client Packet Number Detection
[7] Enable Client Packet Number Detection
When the number of packets sent by client within seconds exceeds [20000 | the system will take the following actions.

Send a waming to the user  Force the user to go offine

Actions:

Warning:

System Maintenance | P — 3

T —— 0

4) Check the Add the user whose cracking behavior is detected to the blacklist box to configure the maximum number

of cracking behaviors detected within a specified period before a client is frozen.

[ Feedback § Online Senice =/ Technical Forum /1, About

SMP'Security Management Platform | professional Tachrical Support Hotins: (+95H008-111-000

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [z2“Online User /A System Status £ Change Password () Logout

‘Authentication & Acthority ~ I Ll e E

& Online User Client Anti-Crack. & Check Client Distribution

o User Enable Client Anti-Crack
& User Group
& Device

@ seifRegistration
Elmobile Terminal
&5 MAC Terminal

No Anti-Crack file exists in the system. Add Anti-Crack File

ration|

Add the user who uses the cracked client to the blacklist

hours, the client wil be frozen.

B, External Identity Center ours. the client will be frozen

m

B3 Authentication Settings Prohibit the client from sending spoofing packets.
E=Portal Settings 7] Prohibit the client from sending the ARP spoafing packets.

- 7 Prohibit the client fiom sending the DHCP spoofing packets
@ Bulletin Information

o ] Filter illegal IP packets (Only the packets carrying the authenticated IP address and MAC address can be sent by the client PC.)
Client Control

Client Packet Number Detection

[7] Enable Client Packet Number Detection
seconds exceeds 20000 |, the system vil take the folloviing actions.

) Send awaming to the user  Force the user to go offine

When the number of packets sent by client within

Actions.

Warning:

[ System Mantananca - | moairy .| |- Reset ad
3

T —

System Maintenance

SMS Settings

Function Description

This section describes how to configure the SMS service.

Configuration Tips

N/A
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Configuration Steps

Configuring the SMS Modem

1) Choose System Maintenance > SMS Settings to enter the SMS configuration page. Select Enable SMS Modem.
0 Yy L) [ Feedback § Online Senice Technical Forum 1, About

AF BRG=SMP Security Management Platform | erofessional el S e (008110

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [+4Online User /™ System Status & Change Password () Logout

© System Maintenance > SMS Settings

gasm Cmﬂguralmu S Settingy

[ 5SS Settings

© Enable SMS Modem | © Enable SMS Gateway O Enable 36 SMS Gateway
[CeglEmail Senice Settings
* Port (serial port): comt
& Custom Manager Page
* Baud Rate: 9600
&5 Database Maintenance * Data Bit 8 hd

*SIM Card PIN Code: 1234

* Manufacture Model:  Default Model

® Tips
1. Port (serial port) the name of the SMS modem port that connected with the server.
2. Baud Rate: the same as that of the SMS modem

3. SIM Card PIN Code: SIM Card PIN Code of the SMS modem, (default PIN code of China Mobil is 1234, default PIM code of China Unicom is 0000)
4. Vendor Model: Vendor Model of the SMS modem. Select Default Model if there is no other option in the list

| Modify o[+ Reset o |- senc

2) Configure parameters related to the SMS modem, and click Modify to save the settings. Click Send a Test Message to
test the configuration.

& RG-SMP Security Management Platform - Windows Internet Explorer

| & | http://172.18.7.55:8080/smp/smsservlet?kind=toSendPage

© System Maintenance > Send a Test Message

Send a Test Message

*

Mobile Number:

L) Tips:The system will send a test message to your designated telephone number. The expenses is charged by ISP.

Send a Test Message | | Close

Configuring the SMS Gateway

1) Choose System Maintenance > SMS Settings to enter the SMS configuration page. Select Enable SMS Gateway.
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£ Feedback § Online Senice -/ Technical Foum (1, About

Professional Technical Support Hotline: (+86)4008-111-000

SMP Security Management Pla

PER

G

[:4Online User /A System Status £ Change Password ;) Logout

Administrator [admin] Login IP [172.18.7.18] Login Date [2015-11-12 14:23:41]

EAUGENIE LR LM © System Maintenance > SMS Settings
&3 Basic Configuration
L’?'ﬂ SMS Settings © Enable SMS Modem © Enable SMS Gateway © Enable 3G SMS Gateway

SMS Settings

[CeglEmail Senvice Settings

P 127.0.0.1
{2 Custom Manager Page
* Port: 5005
{5 Database Maintenance * User Name: admin
*Password:  [seses
@Tips

1. 1P IP address of the SMS Web senice interface
2. Port: the port name of the corresponding SMS Web Senice interface
3. Username: usemame of the corresponding SMS Web Senice interface

4. Password: password of the corresponding SMS Websenice interface

|- Modify | |- Reset /|- Send a Test Message |

2) Configure parameters related to the SMS gateway, and click Modify to save the settings. Click Send a Test Message to

test the configuration.

] €& RG-SMP Security Management Platform - Windows Internet Explorer EI
|g, http://172.18.7.55:8080/smp/smsservlet?kind=toSendPage |

€ System Maintenance > Send a Test Message

Send a Test Message
* Mobile Number:

L) Tips:The system will send a test message to your designated telephone number. The expenses is charged by ISP.

Send a Test Message | | Close

Email Service Settings

Function Description

This section describes how to configure the Email service.

Configuration Tips

N/A

Configuration Steps

1) Choose System Maintenance > Email Service Settings to enter the Email service configuration page. Check the

Enable Email Service box.
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o (7] Feedback § Online Senice =/ Technical Forum ¥, About
nF RG SMP Security Manageme Technical Support Hotline: (+86)4008-111-000

Administrater [admin] Login [P [172.18.7.19] Login Date [2015-11-12 14:23:41] [4Online User /A System Status

Authentication & Authority * © System Maintenance > Email Senice Settings
System Maintenance —~

[ Professional

G Change Password () Logout

&8 Basic Configuration Email Service Settings

[E SIS Settings Enable Email Senice
[ Email Senice Settings * Email Server smtp.163.com (for example: mail ruijie com cn)
* Email Server Port £ (default: 25)
=Custom Manager Page Whether to adopt identity authentication for the email server [7] (the ticked box indicates to adopt identity authentication, and the empty box indicates not to adopt identity athentication)
* Sender Email Address: suautotest@163.com
&8 Database Maintenance
* SendorEmail Password: ~ |esessd |
o moaity o[- Reset o[ send a Test Email

2) Configure parameters related to the Email service, and click Modify to save the settings. Click Send a Test Email to
test the configuration.

€ RG-SMP Security Management Platform - Windows Internet Explarer EI
|§, http://172.18.7.55:8080/smp/mailservlet?kind=toSendPage

© System Maintenance > Send a Test Email

Send a Test Email
. Receiver Email
Address:

L Tips:The system will sent a test email to your designated email box to check whether the email service configuration is
correct.

Send a Test Emaill | Close

Custom Manager Page

Function Description

This section describes how to customize the background picture of the RG-SMP management platform. When customizing
the background pictures for the first time, you need to customize that of the login page, title page, and wizard page in
sequence. The later change requires no order.

Configuration Tips

N/A
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Configuration Steps

1) Choose System Maintenance > Custom Manager Page to enter the picture customization page.

[] Feedback s Online Senice . Technical Forum !, About
Technical Support Hotline: (+8614008-111-000

M | Professional

5-SMP Security Management Plat

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [4Online User / System Status @ Change Passwerd  (}) Logout

\ © System Maintenance > Custom Manager Page
T ——
8 Basic Configuration
B SMS Settings © Default Style
beglEmail senice Settings The LOGO picture and title of the manager adopt the default style.

Custom Manager Page

= @ Custom Styl
{5 Custom Manager Page SR

The LOGO picture and title of the manager adopt the custom style.

8 Database Maintenance B
@ Tips:

1. F you want to download picture templates. please click & here to download

hex

Log Audit v

2) Select Custom Style, and click Next to start customization. You can click here in Tips to download the picture template.

Administrator [admin] Legin IP [172.24.0.55] Login Date [2015-11-13 11:45:41] [#iOnline User / System Status @ Change Password () Logout

I Authentication & Authority * I € System Maintenance = Custom Manager Page

| System Maintenance

.%Elasic Configuration CastomManaqenbane

[Es sms Settings ©) Default Style

Emall Service Setftings The LOGO picture and title of the manager adopt the default style.
@ Custom Style.

& custom Manager Page N 1y

The LOGO picture and title of the manager adoptthe custom style

@ Tips:
1. If you want to download picture templates, please clic ownload.

2B Database Maintenance

T —

3) Selectthe Login Page Picture, Background Picture of the Login Page, and Background Color of Login Page, and

click Upload to upload these pictures. Then, go to the preview page.
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{1 Feedback § Online Senice =/ Technical Forum 1\ About
Technical Support Hotline: (+86)4008-111-000

ﬂ[- RG-SMP Security Management Platform | profe:

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-12-23 16:45:48] [#ZOniine User / System Status @ Change Password () Logout

[ Autentication & Autnorty »_| F—
o O ustom Login Page
["Sctem Mairtenance | oo Pag

* Login Page Picture: [EXPICPC g || Browse . |

8 Basic configuration
[ sws setings
[5 Email Senvics Settings Background Color of Lagin Page: #OE3FTB. ]

Background Picture of the Login Page: | [ Brewse... |

@ Tips: The size of upload picture cannot exceeds TMB. The dimensions ofthe login ofthe dimensions must be 1280*1024.

& custom Manager Page

8 Database Maintenance

@ Do you want sure to Upload?

4) Click Re-import to import another pictures for the login page. Click Next to customize the title pictures.

Profe

[z5%Online User /A System Status & Change Password () Logout

&8 Basic Configuration
2 SMS Settings
(59 Email Senice Settings

& Custom Manager Page

&5 Database Maintenance

UserName: [
Password: [ ]

o Next |

5) Select the title picture and text description, and click Upload. Then, go to the preview page.

[] Feedback § Online Senvice ) Technical Forum 1, About

-SMP Security Management Platform | professional 1 s TR

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [567Online User /@ System Status £ Change Password () Logout

| Authentication & Authority * |

System Maintenance 2

Custom Title Picture

* Title Picture: [

i Basic Canfiguration
[E7 SMS Settings
[@Email Senvice Settings ® The size of upload pictura cannot exceeds 1MB. The dimensions of the title picture must be 2000°59. The dimensions of the title background picture must be 669

Background Picture of Title: [

& Custom Manager Page [

* Custom Tile:
#B Database Maintenance [ J

* Content of the "About” session: [ ]

6) Click Re-import to import the title picture and text description again. Click Finish to complete the settings.
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» I [ Fe ine Service . Tecl oum 1,
AF BRG=SMP'Security Management Platform | professiona o ‘Oﬂlrcd-u&m-:mh::‘;mowlnm

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [5&%Online User /A System Status £ Change Password () Logout

Althe lion & Authorits © Preview
&5 Basic Configuration S
@S et

£ SMS Settings

BgEmail Senice Settings

&R Custom Manager Page

Message from webpage

Domrmommens

8 Database Maintenance

‘Re-mport| « Finisn |

[ Feedback & Online Senice =) Technical Forum 1, About

SMP"Security Management Platform | professional Technical Suppor Hatine:(+35}008111.000

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 14:23:41] [z2“Online User /A System Status £ Change Password () Logout

(LS RIS, © System Maintenance > Custom Manager Page
BT —
&8 Basic Configuration
[E7 SIS Settings © Default Style

Custom Manager Page

[CglEmail Senice Settings The LOGO picture and title of the manager adopt the default style.
— ® Custom Style
R Custom Manager Page ® L

v — The LOGO picture and tile of the manager adopt the custom style

8 Database Maintenance /& The custom center configuration has been modified. The new configuration takes effect after restart

® Tips:
1. 1f you want to download picturs templates, please click & hers to download
2. ff you want to download the picture uploaded previously for medification, please click 2 here to download.

7) Restart RG-SMP to enable changes.

Database Maintenance

Function Description

This section describes how to back up the database.

Configuration Tips

N/A
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Configuration Steps

Manual Backup

1) Choose System Maintenance > Database Maintenance to enter the Database Maintenance page.

[ Feedback & Online Senice '/ Technical Forum /1 About

5-SMP’Security Management Platform [ erofessional Techrical Suppot Hotine: (+5EMOLE-111-000

Administrator [admin] Login IP [172.18.7.19] Login Date [2016-11-12 14:23:41]

[22i0nline User /A System Status & Change Password () Logout

AR SATGIUMAS | © System Maintenancs > Database Maintenance.
~
If

|_System Maintenance

5 Basic Configuration

Database Backup

[ sus settings * Path of the Database Backup Folder- C\RG-SMP\DB_backup | | Backup Immediatety

[ Email Service Settings

& Custom Manager Page

Enable Database Auto-Backup View the database auto-backup records
* Removal Period for Database Auto-backup. days (range: 1 - 15)

- @ Tips:
&8 Database Maintenance 1.When Database Auto-Backup is enabled, the system will automatically backup the database at 4 a.m. every day.
2.Enter the entire path for the server database backup of RG-SMP. (format: *D:RG-SMPDB_backupsmpdb_backup’)

T ——

2) Onthe Database Maintenance page, click Backup Immediately to back up the current database immediately.

NF SR

G

System Maintenance

gﬁasic Configuration
B sus settings

ﬁCuslum Manager Page

E§ Database Maintenance

“Log Audit

. " . -1
SMP’Security Management Platform [ erofessianal

[ Email Senice Ssttings

B Online Service - Technical Forum &,About
pport Hotline: (+86)4008-111-000

Administrator [admin] Login IP [172.24.0.55] Login Date [2015-11-13 11:45:41] Eomine User B.Syslemsiatus ﬂChange Password QLuguut

‘ Authentication & Authority ¥ | © system Maintenance = Database Maintenance
T ——

Database Backup

Path of the D Back | "
aFc:lderﬂ ¢ P \RG SPIDA_backup | [Backup Immedlatelyl

Bir;igf Dafzhaselo] View the database auto-backup records

. Removal Period for days (range: 1- 15

Database Auto-backup:

@ Tips:
1.When Database Auto-Backup is enabled, the system will automatically backup the database at 4 a.m. every day.
2.Enter the entire path for the server database backup of RG-SMP. (format: "D:RG-SMPDB_backupsmpdb_backup”)

=

3) After backing up is complete, you can save the backup file.

Automatic Backup

1) Choose System Maintenance > Database Maintenance to enter the Database Maintenance page.
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[ Feedback § Online Senice ) Technical Forum /. About
Technical Support Hotline: (+8614008-111-000

IF BRG=SMP Security Management Platform | professional

- € RG-SMP Security Management Platform - Windows Internet Explorer

Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 1. ‘E‘ hitpi//172.18.7. = databasek E—— T — ‘ e User /A System Status i Change Password () Logout.

LGRS LUMAS. © System Maintenance > Databd € System Maintenance > Database Maintenance > View the Database Auto-Backup Records
R —

&8 Basic Configuration Database Backup Database Auto-Backup Records (1 items)

[ SMS Setiings .

= 9 (R0 (D (B o (e Backup File Name. Backup Time File Size(MB)

Email Senice Settings
y Enable Database Auto-Back: SMPDB_20151112_040000.zip 2015-41-12 04:00:01 0.56 Download
& Custom Manager Page * Removal Period for Database|
@ Tips: The manual database backup will not be displayed in the list
. © Tips:
B Database Maintenance 1.When Database Auto-Backup i
2 Enterthe entire path for the se
=% @ Internet | B3 BA - Riuex -

2) Onthe Database Maintenance page, check the Enable Database Auto-Backup box, configure the backup path, and
click Save to save the settings.

Log Audit

Log Configuration

1) Choose Log Audit > Log Configuration, and configure the automatic deletion time for each type of logs.

Administrator [admin] Login [P [172.18.7.19] Login Date [2015-11-12 16:29:10]

Authentication & Authority * [lf+] Log Audit > Log Configuration
| Systom Wantenance ¥
Log Audit ~ Log Configuration

Log Configuration| Automatically delste the Operation Logs generated within last

; Authentication Failure Logs
9 Network Access Logs

E'.” Operation Logs

e, days. (From 1 to 360)
L,Z System Logs

E‘ﬁ User Operation Logs Automatically delete the Network Access Logs generated within last days. (From 1 to 360)

Automatically delete the Third-Party Operation Logs generated within last *

days. (From 1 to 360)

Automatically delete the System Logs generated within last ays. (From 1 to 360)

Automatically delete the User Operation Logs generated within last * days. (From 1 to 360)

Automatically delete the Authentication Failure Logs generated within last * |1

days. (From 1 to 360)

Authentication Failure Logs

1) Choose Log Audit > Authentication Failure Logs to view authentication failure logs of users.
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Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 16:29:10] [:2%Online User /@ System Status & Change Password () Logout
Authentication & Authority * ‘ © Log Audit > Authentication Failure Logs > Query Logs =
System Maintenance "

Log Audit ~

- UserMame: | | AuthenticationDate:  [2016-11-12 [ - [2015-11-12
3 Log Configuration
5t Authentication Failure Lags |~ User 1P [ | CauseofFailue ] ¢ aueryflo Reset | Advanced Search

@ Network Access Logs

[ Operation Logs Delete All
[% System Logs L
B User Operation Logs Totally 18 Records | Each Page 1 totally 1 Pages | GO R

The number of PCs allowed to be logged
simultaneously by the same account has

la Hery 2016-11-12 15:46:42 101128 1011116 DO TaTATIAs | Mt epeciiod by e View
administrator.
[} dcc7937aT3a8 2015-11-12 15:40:43 101128 DCCT93TATIAS ;"‘:C"‘TD:":‘:Z':‘D":S‘ :zf ;‘;‘5:’“" feosiedi iew U
& Hery 20151112 15:31:18 101128 10.1.1.105 845E0CBCTIB  The useris not found View
B huig 20161112 14:43:17 101128 1011108 Sagencoet11p e 2UheTCA ilums an aulhertication View
ilure message (for unknown reason)
B huia 20154142 444347 101128 1011105 BABEOCECTH1E |, 2sponse fom the Radius sener View
] hujq 2015-11-12 14:43-13 101.1.28 10.1.1.105 84BE0CBCT11B :‘7"2'?58";25;7”"'“ Cof=memm View
] 98fac35acale 20151112 14:39:39 101128 9BFAEISAEAIC ;"‘:C"‘T”:’"‘:‘:Z':g‘:; :if :;'s:’“" registered of View
] 848e0cbc11b 2015-11-12 14:26:36 101.1.26 848E0CEC111B ;"‘:C"‘T‘L"":‘:Z':g‘:; :zf ;‘;‘S:’“" registered of View
= RdReNchciiih P015.41.42 14-9A-3R 41428 RARFNCACA1IR The mobile terminal has not been registered or View N
1) Choose Log Audit > Network Access Logs to view network access logs of users.
Administrator [admin] Login IP [172.18.7.1] Login Date [2015-11-12 16:29:10] #%Online User /A System Status & Change Password () Logout

Authentication & Authority » | © Log Audit > Network Access Logs > Query Logs =
S T P e ——

Log Configuration
Brvnnrass || b e Gl saTiee DI (vl Rosetal ssarces s
@ Network Access Logs
[ Operation Logs ! Delete || Export Query Resutts || Deletean | Network Traffic and Online Duration Report
[ system Logs
FUser Opsration Logs Totally 17 Records | Each Page / totally 1 Pages | 60 K9 C o
] Herry 10.1.1.116 Herry 10.1.1.28 20151112 15:46:57 2015-11-12 15:5727 us d::;z‘;z‘:s;;g” =
The number of online users has
B Herry 1011105 Hery 101128 20151112 15:32:69 20151112 15:46:67  exceeded the imit of terminals View
using the same account.
& Herry 1041116 Hery 101128 201511412 15:43:22 20151112 154418 User goes offine. View
& Herry 1041116 Hery 101128 201511412 15:42:04 20151112 15:43:03 Be forced offine View
& Herry 1011116 Hery 101128 20151112 154111 20151112 154143 Be forced offine View
& hiq 1011105 hig 101128 2015-11-12 151645 20151112 15:31:04 User goss offine View
& hiq 1011105 hig 101128 2015-11-12 15:12:43 20151112 151611 User goss offine View i}
& test 1011105 test 101128 20151112 14:60:37 20151112 15-12.35 User goes offine View
[&] hujq 10.1.1.105 huja 101.1.28 20151112 14:43:63 20151112 14:50:21 User goes offine View
[&] hujiagi 10.1.1.105 hujiagi 101.1.28 20151112 142701 20151112 14:42:45 User goes offine View
[&] newuser 1011105 test 101128 20151112 14:25:21 20151112 14:25:36 Be forced offine View
5 newuser 10.1.1.105 test 10.1.1.28 20151112 14:24:12 20151112 14:25:20 Be forced offine. View
&l 123 (Deleted) 10.1.1.118 123 101.1.28 201511412 13:64:47 20161112 13:65:20 B forced offine. View ~

Administrator Operation Logs

1) Choose Log Audit > Operation Logs to display the operation logs of the administrator.
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Administrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 16:29:10] [#%0nline User A System Status @ Change Password () Logout.

PR R VNGLIVMMN © Log Audit > Opsration Logs > Query Logs E
= ———

System Maintenance ¥

eptis Operator| | legComtent| |  RecordTime 2015-1-12 [ - [2015-11-12

& Log Configuration

> Failure Logs

Delete Delete Al
@ Metwork Access Logs i Il )
2 Operation Logs Totally 49 Records | Each Page Records | Page # totally 3 Pages | 60 K< e =

[ System Logs
[ User Operation Logs

admin 2016-11-12 16:24:47 Database backup succeeded!
admin 20151112 16:22:34 Uploaded
admin 2015-11-12 16:21:05 Uploaded
admin 2016-11-12 16:14:48 Succeeded in modifying the email senice configuration (enable)t
) admin 20151112 16:43:17 Succeeded in modifying the SMS configuration (enable)!
admin 20151112 16:04:06 Portal Settings are modified
admin 2015-11-12 15:49:40 Authentication parameters are modified
[} admin 20151112 15:46:51 Authentication parameters are modified. -
admin 20151112 15:46:37 User group (Default User Group) is modified
admin 20151112 15:43:03 Force Offine Command is sent to user (Herry10.1.1.116).
admin 20151112 15:41:62 The mobile terminal (c8334b143a04) is deleted.
admin 20161112 15:41:62 The mobile terminal (848e0cbc11b) is deleted.
admin 2015-11-12 15:41:43 Force Offine Command is sent to user (Herry10.1.1.116).
admin 2015-11-12 15:31:63 User information is modified suceessfully. -

System Logs

1)

Administrator [admin] Login IP [172.18.7.18] Login Date [2015-11-12 16:29:10]

Choose Log Audit > System Logs to view the system logs.

-
Authentication & Authority ¥
e o ]

[ System Maintenance . *

oo Audt v

8 Log Configuration

Failure Logs
@ Network Access Logs

[ Operation Logs

[ System Logs

[ User Operation Logs

|4%Online User /A System Status & Change Password () Logout
© Log Audit > System Logs > Query Logs 1<
LogContent:| | Record Time: [2016-11-12 [ - 2015-11-12 [
©  Delete || Deeteal |
Totally 36 Recerds | Each Page 20 | Records | Page  totally 2 Pages | 60 Ka oo

2015-11-12 16:29:10 admin (172.18.7.19) logged in.

i

2015-11-12 16:27:30 The system started successfully. The IP address is (172.18.7.55).

2015-41-12 16:27:30 Client Monitoring Senice started (istening port:53)l
20151112 16:27:30 Account senice is started on listening port 1513
2015-41-12 16:27:30 Access senice is started on listening port 1812
2016-11-12 16:27:29 The offine timers are resumed!

2015-11-1216:27:29 The offline timers are enabled!

2015-11-12 16:27:29 Scheduled verification for connection to the correlated external server is enabled

2015-11-12 16:27:27 The trial version is valid for 720 hours and already in use for 130 hours.
2016-11-12 16:26:60 Password cannot be null
20151112 16:25:50 Password cannot be null
2015-11-12 15:12:49 User information (jq) is leamed.
admin (172.24.0.55) logged in

User information (test) is leamed -

2015-11-12 14:51:38
2015-11-12 14:60:37

< i v

User Operation Logs

1)

Choose Log Audit > User Operation Logs to view the operation logs of users.

S

Adninistrator [admin] Login IP [172.18.7.19] Login Date [2015-11-12 16:29:10] piZOnline User /@ System Status @ Changs Password () Logout
P W UMAS. © Log Audit > User Operation Logs > Query Logs
T r————
m Maintenance 14
Log Audit ~
. LogContent:| | Record Time: [2015-11-12 [ - 2015-1112 |[[) | Query /|, Reset

8 Log Configuration

= Failure Logs

@ Network Access Logs [ peee /| pewenr

[ Operaton Logs Tatally 4 Records | Each Pag: 1 totally 1 Pages | 60 K Qe

[ System Logs
[2 User Operation Logs

None

2016-11-12 15:43:22 User (Herry) has registered the terminal (dcc7937a73a8).

2015-11-12 14:27:01 User (hujiad) has registered the terminal (848e0cbc111b).

20151112 14:16:33 User (test:172.18.7.19) logged out the Self-Senice platform.
2015-11-12 11:44:19 User (sb) has registered the terminal (c8334b143a04).
Totally 4 Records | Each Page 7 totally 1 Pages | 60 R Qe
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FAQ

B How to log in to RG-SMP for the first time?

Enter http://local IP address:8080/smp/index.jsp in the address bar of your browser. Enter the username (admin) and
password (111111111) of the system administrator in the login page.

B Why does the system prompt database exception in an RG-SMP startup failure?

The database is configured incorrectly. Check whether the actual configurations of the database are consistent with the

database configurations (including the server IP address, server port, database name, and username and password for login)
in RG-SMP Service Manager.

B How to change the RG-SMP HTTP or HTTPS port for login?

Choose System Maintenance > Basic Configuration. Change the HTTP Port or HTTPS Port number. You can also
enable or disable login to RG-SMP in HTTP or HTTPS mode.

h‘.‘m‘l‘] © System Maintenance > Basic Configuration

System Maintenance

&5 Basic Configuration SarvenRarmneio)

B sus Setings * [VHTTP Port 8080 | (default 8080)
[l Email Service Settings * [¥]HTTPS Port 3443 | (default 8443)

* Required memary limit: 512 MB - 1024 MB (Recommended 512 MB- 1024 MB)
‘= Custom Manager Page
|| 11P5: The HTTF port and the HTTF'S port cannot be the same.

B Database Maimenance WebService Service Access Port

* WebService Service Access Port: 9090 (default 3090)

(& Tips: The WebSenice Senvice Access Portis the portvia which the third-party access the current system.

Client Communication Configuration

“ Server Communication Port: 53 (default 53)

* Client Communication Port: 138 (default 138)

“ Client Communication Timeout is 3 times (3 by default)

* Client Communication Retransmissions: 3 times (3 by default)

* Computer Protection Detection Period: 5 minutes (5 by default)

Enable the Client Management Center Server: [

B Why does the system prompt that session timed out and return to the login page when | click the View button?

Currently, RG-SMP allows logging in only through the Internet Explorer rather than through My Computer or Resource

Manager. When the problem occurs, restart the Internet Explorer and enter the URL of RG-SMP in the address bar.

B Why does the system prompt existence of unsupported characters?

Currently, RG-SMP supports Chinese characters, letters, numbers, and common punctuation marks listed below.

) ~ ! @ # $ % " & *

( ) ( ) [ ] { } — ‘
- = + ’ & ! + ’

; “ ” ‘ ’ < > %
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