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RG-SMP

[TIporpammHoe obecneyeHne ynpaBieHUs
be30nacHOCTbIO

Ruijie Networks Co., Ltd.

For further information, please visit our website http://www.ruijienetworks.com
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Ruijie  RG-SMP (IMnatdopma ynpaBneHns 6e30MacHOCTbO) HABMASETCA  MnaTtgopmon
NMPOMBILLNIEHHOrO  Knacca, kotopas obecneyvMBaeT HabniogeHWe U KOHTPONb 3@ CETEBbIMU
ycTponctBammn u yctponctBamu 6GesonacHoctu Ruijie. Ruijie RG-SMP npegnaraet komnnekcHoe
ynpaeneHne 6e30MacHOCTbI0 C  LUMPOKMM HabopoM YCTPOMCTB, BKIOYasi WHTENMeKTyasnbHble
kommyTaTopbl M 6GecnpoBogHble pelleHus Ruijie. Ruijie RG-SMP Takke coBmecTm C Apyrumu
CTOPOHHUMM CeTEBbIMU YCTPOWCTBaMM C Mcnornb3oBaHuem npotokona 802.1 x, no3ssonstowero AAY
(ayTeHTUdUKaumo, aBTopu3auunio 1 y4eT) ynpasneHune cetesbiM goctynom (NAC) B cOOTBETCTBUM C

Tpe6oBaHMsIMM Nonb3oBaTens.

Ruijie RG-SMP nosBonsieT nonb3oBaTensam ynpaBnATb OQUCHbIMK ceTsiMuM  NobbIX
pasmMepoB B LUMPOKOM CMEKTpe OTpacrnen NPOMbILLNIEHHOCTW, COOTBETCTBYS TpeboBaHMAM
6esonacHocTM  maeHTUdMKaumyM  nonb3oBaTtens,  nNoadepxkn  paboTocnocobHocTM 1

©6e30nacHOCTM CETEBOrO B3aMOLENCTBUS.

OCHOBHbIE 4YepThl

O6beamHEeHHbIV NPOBOAHON U BECNPOBOAHON KOHTPOMb CETEBOMO
aoctyna

Ruijie RG-SMP npegnaraet eanHyo MHTErpupoBaHHyto 6e3onacHyo nnatgopmy Ans Bcex
npoBoAHbIX, 6ecnpoBogHbix 1 VPN yctporicte. OH NoagaepKmBaeT He TOMbKO AMHAMUYECKYHO
ayTeHTUdUKaLMIO ANA Pa3NUYHbIX CMapT YCTPOWCTB, HO Y MHTErpaLuio C yCTpONCTBaMu TPETLEN
ctopoHbl RADIUS n LDAP.

Exclusive End-to-End NAC Solution

Remote Access Wireless

Okckno3mBHoe pelueHne End-to-End NAC

Pewenune nogaepxkun BYOD

Ruijie RG-SMP noppepxuBaeT pauHamuydeckyto nonutuky koHTponst Wireless Guest
Account, OCHOBaHHYH Ha WAEHTUUKALUM MONb30BaTENA W  MCMONMb3yeMoW MOBUNbHOWM
nnatgopmbl. OH Takke NnoaaepKMBaeT rocTeBble akkayHTbl Mpu nomowm SMS ayTeHTuduKaLmmn

Ha BCeX nocnegHunx nnaTq)opmax cmapT yCTpOVICTB — nnaHweTax, CMapTCbOHaX n T1.0.
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RG-SMP gns o6beguHeHHoro ynpasnexHus BYOD

KomnnekcHasi npoBepka NoafIMHHOCTU

Ruijie RG-SMP nopaepxuBaeT Beb-ayTeHTMdMKaUUM n naeHTUdUKaumm 6ecnpoBogHOWM
cetn Ha 6ase nportokona 802.1X. Yepe3 rmbKyo CBA3b YYeTHbIX AaHHbIX Nonb3oBaTtens, IP-
agpec, MAC-agpec, IP-agpec kommyTaTopa, MOPT KOMMyTaTopa M CEPUMHBIA HOMEP XXECTKOro
aucka, MOXeT OblTb npoBepeH uaeHTudukaTop nonb3oBatensd. OH obecneuyvBaeT ceTeBOW
KOHTpOMnb AOCTyMa, 3anuicb MNoNnb3oBaTens oOHnaviH/odpdnanH u NpoBepKy Y4EeTHOW 3anucu
o6blyHOro nomnb3oBartens. C nomoubio Ruijie RG-SMP moxeT ObITb Takke COCTaBneH YEpPHbIN
RG-SMP

ayTeHTUdVKaLuuM, BKMoyas BeG-noptan ayTeHTMdukaumn, AByX(PakTOpHY ayTeHTMdUKaLmo

CMUCOK  MoJfib3oBaTenen. obecneumBaeT O6LIJVIpHy}0 6VI6J'II/IOTeKy pexmnmonB

ana nepcoHana, QR-kog ayteHTudgukaumm u  SMS-aBTopusauumto. Crepytolwass cxema

UNMIOCTPUPYET oToBpaxeHne uHTepdenca v NpUHLMNLI YETbIPEX METOAOB ayTeHTUMUKALMN.

ﬁ SMP S
Authentication
% Platform
m = \ Domain
No access for Server
unauthorized

Certificate
Server

users

('

Authentication

a4

Authentication

S ==y Authentication Authentication

et | viaencrypted viaSMS via 802.1X g via Web

T soft certificate one-time native client authentication
password

RG-SMP KOMMMEKCHbIN pEXUM aBTopr3aumnn

User Login

HacTpoeHHbIi Beb-nopTan ayTeHTudumkaumm
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10.10.1.125/smp/webauthservet c 10.10.1.125/smp/webauthsuccessserv '

« User Name: VIP2

Mobile N + Online Dura

+ Login Time: 2

IXCSEFN] + Online Bulletin: Authentication success

R

not completed the Password

s. Click here to complete

[ByxdakTopHasi ayTeHTudmkaumsa ans nepconana (Mapone + SMS)

3, Stafl can

2.Recsplion stal” 4. Gues s and stall

*. Guests conaent 3 manage the. Felmisl
15 wheless nelwork. 5”"“"‘;::5:{“;?"9 amount of shme that RG]
Sysicm goncrates authentkated gusstre e G wheless
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QR kog ayTeHTUMKaLms

SMS

Gateway Authentication Wireless Controller
Platfo («

Base Station Eqyipment
AP

Dear user, A
Your wireless login
password is 217695.
It will be invalid after
60 minutes. Please
keep it confidential.

SMS ayteHTudukaums
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Mopaep:kka y3na 3awmuTbl KOHEYHbIX TOYEK

Mony4yasa o6HoBneHus ot Microsoft WSUS, Ruijie RG-SMP nossonseTt agMmvHucTpaTopam
pasBepTbiBaTb NocreaHne 0GHOBIEHMSI ONepaLOHHON CUCTEMBI A1 KOMMbIOTEPOB MO,
ynpasnexHvem Windows. AHTUBMpPYCHOE NporpamMmmMHoe obecnevyeHne Takke
noaaepxvBaeTcst, YToObl 3aLUMTUTL CUCTEMY OT BPEAOHOCHBIX aTak. YepHbiMu 1 6enbimun
CrmcKkamm MOXHO ynpanaTb Ha O KOHeYHbIX YCTPONCTB Ansi GrIoKMpoBaHus
HexXxenaTenbHbIX U PUCKOBaHHbIX norb3oBartenen. Kpome toro, Ruijie RG-SMP
npegoTBpaLlaeT HeCaHKLMOHNPOBaHHbIM goctyn u cnyduHr ¢ MAC agpeca, obecneyvBas
CeTeBYIO M CEPBUCHYIO JOCTYMHOCTb U cTabunbHocTb 6usHeca. MO Ruijie RG-SMP
npeanaraeT HECKONbKO MPUBSI30K K MOb30BaTENbCKUM 3K3eMMNnisipam ans obecneyeHus
BbICOKOrO YPOBHSi 6€30MacHOCTM Naporsi, KOHEYHbIX YCTPOWUCTB U ceTu aoctyna. PyHKuun
obecneumBaloT GbICTPOE onpeaerneHne MecTononoXeHUs NoNb30BaTeNen N KOHEYHbIX
YCTPOWCTB Afsi HEMeASIEHHOro YCTPaHEeHUs! HEUCNPaBHOCTEN.

P& AC

of Network
Card

Password

| —
Flexible Multiple
Bindings

@

Hard Disk
Serials

'MbKoCTb NPUBSA30K NOMNb30BATENBCKOM UHGOPMaLUn

RG-SMP npepnaraet pacwupeHHyio 6e3onacHocTb € rMbkuMm ynpaBneHvem. PelueHue
NMO3BONSET OCYLUECTBMATb NpaBuna AMHAMUYECKOro KOHTpons goctyna c rmbkum Role/User/IP
VLAN kapaHTuHOM. PelueHne rapaHTupyeT, YTO MONb3OBAaTENi0 paspellaeTcsi AOCTyN K CeTu
Yepes 3afaHHyl ceTb Yepe3 rMbkuMi [OCTYN C OrpaHWYeHueM npaB [AOCTyna Ha OCHOBe

pasnnYHbIX rpynn nonb3oBaTerien, AOMEHOB, NTOMMHOM, KOHEYHbIX yCTpOIZCTB n ap.

SAM SMP
Authentication Authentication
Billing Platform

UserA
Group 1

MHoxecTBO CBA3aHHOW NONb30BaTENbCKOW MHpOpMaLUn
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MpocTbie Web onepauuu

Ruijie RG-SMP noppepxuvBaeT OpyXeCTBEHHbI nornb3oBatenam rpacuyeckui Web GUI
UHTEpdenc, Anga BbIMNONHEHUs Bcex OTHocawwmxca k SMP 6esonacHocTy koHdurypauui u

ynpaslieHNna CTaTyCoM nonb3oBaTesibCKOro Aoctyna.

BRGISMP Secur

gement Platform

NF

User Pasmord Masagerment

) Enatie Passmers Compit, Chacr
) EnatiePassncs vasaey Pesa Crucx

it e 9813 1 a8 wora VAN, GG Wb frced e - miuses Raege 3-40)
) Enabi SetSenscn Passmors Change

frced e, s e omec o hange i paswerss i3 e Shanbisnon chen (R SU) a0 Rue

Web GUI nHtepdeic

[JeTtanbHoe JOKyMEHTUpOoBaHue 3anuceit 6e30nacHocTu

RG-SMP npepocTtaBnsieT LUMPOKMI CNEKTP OTYETOB U aHanu3a Anst ynpoLweHns yrnpaBneHus
©e3onacHOCTLH. PelleHre npegocTaBnseT NogpobHyo OHMNanH MHGOopMaLMIo O Nonb3oBaTerne,
BKrtovas umsa nonb3osatens, IP, MAC, VLAN ID, NAS IP, Bpemsi Bxofa, MeTo ayTeHTuukauum,
6ecnpoBoaHon SSID, Upstream/Downstream Tpaduk (Tpebyetca RG-ACE) Tun knueHTa u T1.4.

Ruijie RG-SMP npegnaraet pa3nuyHble TUMbI XXypHAaNoB A51s1 NPOCTOro yrnpaBreHus:
m KypHan c60s1 npoBepkM NOANNHHOCTU

>KypHan goctyna k cetu

>KypHan onepauun

CucTemHble XypHarbl

>KypHanbl onepaumii nonb3oBaTtens

360-agHen 3anucu

YnpaBneHne MO6UnbHbIM YCTPOUCTBOM
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Log Generation n ynpaenexue
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TexHu4yeckaa cneundukaumng

neuudukauus TexHunyeckas cneundukaums

Support wired, wireless and VPN network access control (NAC)
Support IEEE 802.1x access authentication, without the need for
any client agent installation

Support MAC address authentication, without the need for any client
agent installation

Support Web Portal authentication for staff

Support two-factor authentication using user credentials as well as
one-time password via SMS to verify user’s pre-registered mobile
phone number

Support Web Portal authentication for visitors

Support Web Self-Service Platform for visitors to establish
temporary/ one-time user accounts (via SMS)

Support QR-Code authentication for visitors

Visitors require QR-Code authorization by any authenticated user
before network access

Support different QoS bandwidth policies application to different
users based on their role within the organization and the device type

KoHTponb ceTeBoro )
currently in use

pocryna Support per user, per device, and per application/TCP-port prioritization
(require integration with Ruijie RG-ACE Internet Application Security
Gateway)
Support web-based management interface
Support report and analysis generation to show details and
correlation of user, authentication and device information for
troubleshooting and locating problems
Support AAA framework providing complete separation of
Authentication and Authorization sources
Support authorization for LDAP, AD, Kerberos, Token Server,
SQL compliant database
Support integrated, network based, device profiler utilizing collection
via SNMP, DHCP, HTTP, AD and ActiveSync
Support complex PKI deployment and AAA server certificate signed
by external CA whilst validating internal PKI signed client certificates
Support NAC health check allowing both agent and agentless
methods and the solution acts as a permanent or dissolvable health
agent for
Windows, Linux, and Macintosh platforms
CepTudmkat cuctembl uHterpauun  Support 3rd party RADIUS authentication integration
3-11 CTOPOHbI Support user data collection of 3rd party certification information
from Java / web service based interface
Support Microsoft Windows Active Directory (AD) domain
integration, including seamless Single-Sign-On integration for a
complete 802.1X authentication and Windows AD authentication
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Cneunduauns TexHuuyeckas cneumdukaums

CepTudmkar Support the integration with LDAP server to obtain user identity
cucTembl 5 information to achieve unified authentication
nHTEerpauun 3-n
CTOPOHBI

Support terminal hard drive serial number, SSID, user name,
M3yueHune n

password, terminal IP, terminal MAC, network access control device

TORAOKAAICRASY (NAS) IP, NAS port active learning as well as multi-element flexible

Myneti- combination of binding elements (May require agent installation)

3NemMeHTOoB . .
Support account creation, cancellation and user group management

Support customized user information fields, such as department, age, etc.

Support Self-Service Platform (Web) for visitors to establish temporary/
one-time user accounts

Support dynamic user blacklist which prohibits user to login in
specified period of time

Support for setting account usage period and auto account
cancellation when expired, with user notification in advance

Support users login broadcast messages pop up, or web page pop up
Support Disclaimer Acceptance message pop up and visitors need to
click “Accept” before accessing the network

Support authentication suspension period, during that period the user
disabled cannot authenticate or access the Internet

Support online user management, including message broadcast,
online users status review, forced offline as well as online user re-

authentication, information gathering and remote assistance
Monb3oBaTtensbckoe

ynpaBneHme Support maximum user password attempts before user account is locked

Support direct access to the user's physical NIC MAC address, to
prevent tampering of the MAC address
Support limited number of devices, quota or bandwidth per user
Support caching of MAC address for post guest authentication and
guests do not need to re-authenticate during the valid access period
Support bulk import of guest accounts and enable notification of
credentials via email
Support sponsored approval workflow for guest self-registration which
the new SSID registration requires approval from internal staff
Support display of post login session statistics page for users to review
and monitor usage or quota assigned
Support network-based devices ACL, VLAN, and host ACL network
access control
Support seamless 802.1x authentication, without the need for any
client agent installation and multi-vendor network access
Support Web Portal authentication for staff
Optionally support two-factor authentication using user credentials as
well as one-time password via SMS to verify user’s pre-registered
mobile phone number

AyTeHTndurkaumns Support Web Portal authentication for visitors

nonb3osarenei Support Web Self-Service Platform for visitors to establish temporary/

one-time user accounts (via SMS or e-mail)
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Cneumdmkaums TexHuyeckas cneuundvkaums

Support QR-Code authentication for visitors
Visitors require QR-Code authorization by any authenticated user

before network access
AyTeHTndurkaumns

HONL30BATENEI Support MAC Address Bypass (MAB) authentication for devices

which cannot support IEEE 802.1x protocol
Support auto-login for self-registration workflow
Support the latest Windows, Mac desktops and support for Apple,
CosmecTumocTb Android mobile device platform
KOHEHHON TOIM Support device-based portal page and automatic screen fit feature for
various screen resolution mobile device platform
Support 3rd party antivirus software integration, allowing software
installation detection, operation, and updates patches can be pushed
remotely

Support integration with Windows Security Center
YnpaBneHue xoctom

6esonacHocTu Support the installation program to detect and repair software that must
(TpeByetcs be installed to force the download and installation, prohibit the installation
e software prompts to uninstall; support processes running, registry keys,
Windows service entry inspection and repair; support external connection
arewra) port for management, prohibiting the use of USB,
CD-ROM loaded with connectors; support Windows patch updates
the mandatory or non-mandatory; support switch-based ACL, the
switch VLAN, ACL implementation of quarantine host
YnpaeneHue
aKTUBOM Support the collection of the user's software and hardware
(TpeByertcs information, hardware information when the user changes, CPU,
yCTaHoBKa memory, motherboards, hard drives and other information for logging
) Support ARP spoofing prevention features that enable trusted
gateway ARP entries to prevent ARP spoofing gateway device, the
client also supports static binding ARP information
Support role-based user security management
Support dynamic, stateful access rights into the network once
authenticated based on source, destination, and/or ports
Support defining rules for access rights based on any combination of
time, location, user identity, device identity, and extended attributes
ynpasneue from the authentication database
gz;iﬁgzmcmro Support defining policies for users who can access the network, with

which mobile device and which parts of the network they can access
Support users to allow traffic, deny traffic, reject traffic, route traffic,
and blacklist (remove from the network)

Support blacklisting of wireless devices once firewall / ACL access rule
violations are detected or revocated

(Ruijie RG-SMP Client installation is required)
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Cneuudukauus TexHnyeckas cneyndukaums

Support the automatic recognition of operating system and product
type of the end devices
Support display of users' internet usage (integration with RG-ACE
Ynpaenenue ceteBor Internet Application Security Gateway required)
GesonacHocTbio Support integration with RG-IDS devices that can collect IDS devices
reported security incidents and the source of the attack for direct
processing; critical server's IP address configuration for more sensitive
event handling and protection
KoHporih uHTepHeT Support integration with RG-ACE Internet Application Security
MPUNOXEHUI Ha Gateway; the gateway supports real-time analysis on the L7 Internet
6ase nonb3oBaTens  Application that the authenticated users are using; the gateway
supports user-based application control which the user can be selected
from the Authentication System

Support Microsoft Windows and SQL Server cluster hot standby
HapexHocTb

Support over 50,000 users by license extension
CUCTEMDI

Support backup cluster node with uninterrupted authentication traffic
when node failure occurs
Support high availability redundancy design for resiliency

TpeboaHus Kk obopyaosaHuio u MO:

m MyHumanbHas
cneyundukauma

TpeboBaHusa k nnatpopme obopyaoBaHuUs

Mpoueccop Intel Xeon 2.8GHz Quad Core x 2 or above
MamaATtb 4G or above
XpaHunuiie 160G or above
CeTteBas kapTa 3 x Gigabit Ports
OoCwu b
ocC Windows Server 2003 Enterprise Edition SP2 or above
Bbasa gaHHbIx SQL Server 2005 Enterprise Edition SP2 or above

m PekomeHgoBaHHasa cneuudurkauns ns WmMpoKoro passéptbiBaHus (bonee 15,000 yen.):

TpeboBaHusa k nnatcpopme ob6opyaoBaHust

lMpoueccop Intel Xeon 2.8GHz Quad Core x 2 or above
MamaTb 16G or above

XpaHunuiie 500G or above

CeTteBas kapTa 3 x Gigabit Ports

OCwn b

ocC Windows Server 2008 Enterprise Edition SP1 or above (x64)
Bbasa gaHHbIx SQL Server 2008 Enterprise Edition SP1 or above (x64)
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TunoBoe npumMmeHeHue

Internet Zone
RG-SNC Server Zone

RG-SMP
Internet

Router RG-ACE2000

N

Core switch

Wired access zone >
N> @

% Building
% Building

YnpaBneHue ceTeBbIM JOCTYMNOM At MPOBOAHbIX 1 6eCNpPOBOAHBIX MOMNb30BaTENEN NPeAnpUsTHii

Bnarogops Ruijie RG-SMP pocturaetcs ynpaBneHus goctyna n 6esonacHocT yyeta v
ynpaeneHus ayteHTudmrkaumen equHom ceTu:

1. EovHaa cuctema nonb30BaTeNbCKOro ynpaernenusi: EauHbIA  nopTan, CcnocobHbIX
noeHTMunUMpoBaTh pasHbix nonb3oBartenen. Bce nposogHble, 6GecnpoBogHble u VPN
nonb3oBaTeNn LIEHTPanM30oBaHHO YNpaBnsawTca ¢ nomMoubtio nnargopmel RG-SMP. RG-SMP
obbeanHsoT kapThl ¢ Microsoft Windows Active Directory n gocturaioT HacTosiLen yHudukaLmn.
Windows AD 9TO rnaBHbIi KOHTPOMMNEpP MO yMNpaBMleHUK BCEMU YYETHbIMU 3anucaMu
nonb3oBaTenen. Bce uameHeHus opgHoBpemMeHHO o6GHOBnsATCS B BeO akkayHTe. Kaxgomy

nonb3oBaTenko Tpe6yeTc;| TOJIbKO OAMH JTIOTUH 1 Napornb.

2. TocteBoe ynpaBnexHve: QR-kog MpoBepKM MOASIMHHOCTM  pa3BepTbiBaeTcs  Anis
yOOBMETBOPEHMST pacTyLLero cnpoca co CTOpoHbl rocter. QR-koa pasmelleH B 06LeCTBEHHOM
30He, rge aBTomaTnyeckn gaetca ID v naponb ana goctyna k Wi-Fi. IT agMuHucTpatopbl moryT
nerko HactpamBaTb cpok gencteus QR-koga napons. 3Ta mMepa 3(PPEKTUBHO yMeHbLUaeT
HarpysKy Ha rocTeByto CeTb yrnpaBrieHusl.

3. PacwumpeHHoe rocteBoe ynpaeneHune: RG-SMP npegnaraet QR koa ayTeHTuduKaumu.
ABTOPM30BaHHbIV NEPCOHaN KOMMNaHUM MOXET NPeAOoCTaBMATb FOCTEBON AOCTYN. OTO
06beguHSIET rOCTEBYO aKTUBHOCTb BXOZOB M aKKkayHTbI NepcoHarna, ynpoLas XXypHanupoBaHue
ansa ynpaeneHus. [ocTb cHauyana nogknoyaeTtcs kK 6ecnpoBogHon ceTu, rae 6yaet nokasaH QR
kod. FoCTb MOXET NONPoCUTbL aBTOPU3OBAHHbLIV NepcoHan oTckaHmpoBaTb QR-koa u cpasy

nonyyaeT npaBo JocTyna.
4. ABTopu3aumm nonb3oBartens: Bo3amMoXxHbl cneunduyeckme orpaHMYeHust nonb3oBaTens.
YnpaeneHyeckuii nepcoHan nmeet 6ecnnaTtHbii 4OCTYN K ceTU. [0CTU MOryT 3ax0A4uTb TOMNbKO B

MNHTEPHET.

NHdbopmauma ansa 3akasa

OnucaHune

RG-SMP-Pro-EN RG-SMP 2.X professional edition, supports RADIUS identity
authentication, including BYOD and NAC features.
Software requirement for SMP:
* Windows Server 2003 or above

» SQL Server 2000 or above
RG-SMP-Pro-EN-license-50 Concurrent User License for RG-SMP 2.X professional
edition, includes permission for 50 concurrent users edition,
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Ruijie Networks Co., Ltd.

Headquarter in Beijing Supply Chain in Fuzhou

Address: Floor 11, East Wing, ZhongYiPengAo Plaza, No.29 Address: JuYuan Star-net Ruijie Technology Park, No. 618
Fuxing Road, Haiddian District, Beijing 100036,China JinShan road, Fuzhou City, 350002, China

Email:  info@ruijie.com.cn Tel: (86591) 83057888

Tel: (8610) 5171-5961 (86591) 83057000

Fax: (8610) 5171-5997

Regional Office in Hong Kong Regional Office in Malaysia

Address: Unit 09,20/F, Millennium City 2, 378 Kwun Tong Address: Office Suite 19-12-3A, Level 12, UOA Center, No.19
Road, Kowloon,Hong Kong Jalan Pinang, 50450 Kuala Lumpur

Email:  sales-hk@ruijienetworks.com Email:  sales-my@ruijienetworks.com

Tel: (852) 3620-3460 Tel: (603) 21811071

Fax: (852) 3620-3470

For further information, please visit our website http://www.ruijienetworks.com

This material was made in Jan, 2013. The pictures and technical data inside are only for reference. All rights reserved.



